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1 Introduction

The IT methods module has been designed to provide an overview of common IT methods and practices used by IT professionals. Auditors may be required to review a client’s use of these methods, and identify strengths and weaknesses in their use.

These notes are intended to provide trainee IT auditors with an appreciation of the methods and techniques that can contribute to the effective exploitation of IT. The notes provide a level of detail sufficient for the auditor to recognise the role of each of the methods and identify areas where auditees should be doing more. Auditors who need to use the methods themselves or carry out a detailed review of a client’s use of the methods or practices described in this module should first undertake additional, more advanced, training.

The methods and practices outlined in this module are based on what can best be described as common sense approaches; where appropriate they draw upon guidance issued by various public and private sector organisations.

Auditors should bear in mind that many different IT methods have been developed and are in use around the world. Some governments may require public sector organisations to adopt the use of particular methods, whilst other governments may allow organisations greater freedom to pick those methods that they believe to be most suitable.

The methods outlined in this module are not definitive and hence should not be treated as being the only way of meeting a stated business objective.  Auditors should determine what local IT methods and practices,  if any,  are adopted by their clients.  Auditors should proceed to assess whether or not the adopted methods are reasonable and then determine whether they have been properly applied.

The six IT methods covered in these notes are as follows:

· Strategic planning

· Project management methods

· Programme management

· System design methods

· Procurement practices and methods

· Quality management

2 Strategic planning for information systems

2.1 Introduction

“If you aim at nothing, that is usually what you hit”
The meaning of this quotation is well understood in the business field, and the practice of setting targets, monitoring them closely, and then making any necessary adjustments is well established.  This, in essence, is what strategic planning for information systems is all about.

This chapter provides an overview of strategic planning for IT.  It describes the principles involved, and provides a summary of the process and the key deliverables.  Audit considerations are covered in the final section.

2.2 Why plan strategically?

In the context of government,  “business needs” are those fundamental activities that must be addressed in order to meet statutory or operational requirements.  To satisfy these business needs, government organisations collect, store, generate, manipulate and communicate vast quantities of information.  Information is a vital resource, and like other corporate resources (e.g. people, money) information requires careful planning to ensure that it is used effectively.

Information Systems (IS) can help organisations to improve their overall standard of operation but the application of IT on any scale can have far reaching consequences; and mistakes might easily have severe and long term impacts.  Significant use of IT is likely to:

· affect the way an organisation conducts its business (e.g. the introduction of Automated Teller Machines (ATMs) by banks; Electronic Data Interchange (EDI) for ordering supplies and paying bills; and electronic point of sale systems (EPOS) in retail outlets);

· affect many users,  in particular the skills they need to perform their work (e.g. use of personal computers with spreadsheet and word-processor software);

· require significant capital investment; and

· involve a considerable lead time to deliver (i.e. a long time between approval for a new system and its eventual implementation).

The use of IT therefore needs to be carefully considered and planned.  Government organisations should treat their information processing needs as a strategic issue.  If they do not clearly understand their information needs, and plan for them, there will be an unnecessary risk of:

· failing to exploit the benefits of information technology in meeting business needs;

· failing to explore the potential benefits offered by new and emerging technologies;

· committing resources to following technical fashions  rather than satisfying business needs;

· developing or acquiring incompatible systems which , through lack of standardisation, make it difficult  to interconnect different systems;

· failing to allocate appropriate resources which may lead to project failure due to  poor quality IT infrastructure or lack of  people with  the necessary skills;

· failing to prioritise work correctly;

· overlooking essential tasks (e.g. not addressing skills and training needs; failure to document systems;  failure to produce contingency plans);

· undertaking unnecessary tasks such as the development of systems for which there is no immediate use or delivery of  training in skills before the skills can be applied; and

· lack of co-ordination leading to poor data integrity and the duplication of effort in system development and data capture.

A carefully researched and well-defined strategic plan is a pre-requisite for ensuring that the information systems that an organisation develops or procures fully meet business needs economically, efficiently and effectively.

2.3 The IS Strategy

In general terms, the components of corporate planning comprise a hierarchy of:

· policy statements,  which define corporate aims and objectives; and

· strategies and plans,  which between them provide a means to achieve corporate aims and objectives.

An organisation’s business strategy is the top-level statement of direction.  It sets out corporate aims, objectives and business needs, and the resources and commitments required to deliver them.  The business strategy for a government organisation will generally have a number of components such as separate, but co-ordinated, strategies to address human resources, finance and information systems needs.

Information systems have two roles.  They:

· assist in monitoring resource usage and the progress that is being made in meeting corporate objectives;

· support activities that contribute to corporate objectives.

The IS Strategy interprets the business strategy by expressing business needs in IS-related terms.  It identifies the requirements for resources and investment in IS over a medium term (generally 3-5 years) and determines a framework for setting priorities, concentrating resources in key areas, and allocating responsibility for achievement.

Strategic planning for information systems will include:

· understanding the aims and objectives of the business;

· analysing the strengths,  opportunities and weaknesses of an organisation and identifying the threats it faces;

· establishing the information requirements of the business;

· outlining the systems required to provide the information;

· identifying areas where information technology can be exploited to improve the efficiency of business processes;

· identifying the organisational structure and systems necessary to achieve corporate aims and objectives;

· costing and prioritising needs;

· agreeing policies and plans to develop,  implement and maintain the information systems;

· determining the role and use of formal standards and procedures to achieve the information systems required; and

· managing,  reviewing and evolving the IS Strategy.

In formulating the IS element of the business strategy, imperatives, constraints, policies and service demands will need to be considered by the IS strategy planners and suppliers of information system services.  They will use these factors as a basis for identifying opportunities, and for proposing new systems and policies; figure 2.1 illustrates this interaction.




The auditor should recognise that an all-encompassing IS strategy of the sort implied by the model may not be a practical proposition for a large organisation with a number of distinct business areas, each of which may be competing for limited IS resources.  A corporate IS strategy may therefore need to be supported by a number of individual strategies aimed at satisfying the particular needs of each business area within the organisation.

The IS strategy should be set out in a formal document in order to ensure that its requirements are fully and consistently conveyed to those who are responsible for delivering them. This should include a “Strategy Statement” (see example at Annex 1) together with the management and technical policies necessary for its delivery.  The latter are likely to cover a wide range of  subjects;  a few examples are at Annex 2 and a summary of topics at Annex 3.

The Strategy Statement is the most important component of the Strategic Plan.  It is essential that Senior Management are fully committed to the strategic plan and that it is clearly communicated to staff at all levels in the organisation.

2.4 Building the IS Strategy

Building an IS Strategy for the first time is a major task.  It will require a broad range of technical and managerial skills,  perhaps involving the use of expert consultants,  and will probably be expensive to complete in terms of time and resources.  It is therefore advisable to treat the overall task as a project,  appoint a project manager,  and apply project management techniques (see chapter 3 for project management methods).  A staged and structured approach should help to ensure that the strategic study is completed within budget and deadline,  and results in a quality product.

The following major steps are involved in building an IS strategy (see Annex 4):

· Scoping study:  determines the full scope of the strategic study,  and identifies those issues that will require resolution before the main study is initiated.  It provides a framework for approval by senior management.

· Objects and requirements:  identifies the objectives of the business,  current problems,  opportunities and critical success factors.

· Information system analyses:  reviews the fundamental information systems required in each business area and considers opportunities for improving performance through organisational changes,  improvements in existing systems,  or the installation of new applications.

· IT options:  considers the range and relevance of various technologies and their potential impact on the organisation,  business functions and resources.  Considers possible alternative system architectures which can provide these benefits in a coherent and cost effective way.

· Identify wider considerations:  takes full account of practical factors which will affect the strategy,  for example:

· limitations on staffing;

· training needs;

· cost;

· the level of technical development and support needed;

· security considerations; and

· the achievable rate of change.

· Analyse strategy options:  compares and costs alternatives and recommends a single strategy.  When the recommended strategy has been approved by senior management,  the strategic plan is produced.

· Strategic plan:  identifies projects in  order of priority,  both for infrastructure (i.e. shared) and specific applications according to their potential to improve performance and / or cut costs.  Provides a plan for their co-ordinated implementation.

2.5 Managing and evolving the IS Strategy

It is important to recognise that,  regardless of an organisation’s size,  the process of strategic planning is cyclical and  evolutionary.  Once the IS Strategy has been defined, monitoring and tuning will be necessary to ensure that the strategy remains relevant and that its delivery remains on course. An effective management framework is essential. Figure 2.2 provides a graphical representation of the IS strategic planning cycle.



Figure 2.2 - the IS strategy planning cycle

Ultimate responsibility for any organisation’s IS Strategy must rest at the highest management level, although in practice much responsibility is likely to be delegated to various individuals and committees.

The sections that follow outline the management framework appropriate for a large organisation; smaller organisations might adopt a scaled down version of this model and may make more use of external consultants where there is insufficient business analysis and information systems expertise within the organisation.

2.5.1 IS Steering Committee (ISSC)

The ISSC should be chaired by a member of the organisation’s top management board.  It is important that the other members are  senior managers and that they represent all the key business areas of the organisation,  not just IT.  The principal functions of the ISSC are to:

· direct and monitor implementation of the Strategy;

· ensure that benefits are delivered and objectives met;

· ensure that the Strategy continues to relate to business needs and priorities;

· consider and make general recommendations to the Board of Management on the allocation of funds for IT;

· prioritise the provision of IS within the organisation;

· supervise maintenance and reviews of the IT Strategy;

· ensure that management and technical policies,  and implementation plans,  are developed to support the Strategy; and

· handle new strategic issues.

2.5.2 IS Planning Secretariat (ISPS)

The ISPS exists to support the ISSC and help them to:

· ensure conformity to the Strategy by adequate monitoring;

· conduct annual reviews of the Strategy;

· fine-tune the Strategy in response to changing circumstances.

The ISSC may employ consultants periodically to help the ISPS to monitor the delivery of the Strategy and to undertake quality assurance.

2.5.3 IT Executive Committee

The IT Executive Committee (ITEC) is responsible for overseeing and directing management of the IT components of the Strategy.  It concentrates on strategic projects and technical policies on behalf of the ISSC,  but does not concern itself with the internal control of specific projects,  which are handled by the specific project boards.  [There may also be a need for a parallel committee to assume a similar role to the ITEC,  but for non-IT related projects.  ]  The ITEC is chaired by the Director of IT,  and its members comprise the divisional heads within the IT area.  The ITEC’s responsibilities are to:

· manage the implementation of the Strategy;

· advise the ISSC on the best way for achieving implementation;

· advise the senior managers of key business areas on how best to exploit IT to meet their particular business needs;

· create appropriate project boards to control the strategy implementation program and establish co-ordination with other strategy projects;

· set and maintain technical standards for the provision of IT within the organisation including responsibility for data management ;

· help the organisation make the most effective use of IT by providing the infrastructure,  technical support and training;

· manage the organisation’s relationships with IT suppliers.

2.5.4 Project boards

Project Boards “own” a development project and manage it for its duration.  They are responsible for ascertaining project viability and ultimate project success.  A Project Board consists of senior managers, each representing major project interests:

· the Chairman,  preferably a figure who has earned the respect of colleagues through successfully managing past projects,  to provide a framework for the monitoring and control of the project development and  act as the representative of the project team at higher level strategy meetings;

· a senior member from the user area to consider implementation issues;

· a senior member from the resource management or corporate policy team to provide input on business aspects such as resource allocation and the linkages to corporate strategy and other projects;

· a senior member from the IT Department to represent areas which have responsibility for technical aspects of the project.

In addition to this framework there is an additional safeguard on IS projects which require significant resources;  the organisation’s policy on capital expenditure should require a business case (covered in chapter 2) to be referred to the Senior Management Board (SMB) for approval.  The SMB is in a position to:

· have an overview of the entire business;

· decide on the priority of key business objectives;

· re-allocate resources across business units.

They will consider a proposal in the light of alternative use of resources and come to a conclusion on whether it should go ahead or  be deferred,  cancelled or rejected.

2.6 The Tactical Plan

The IS Strategy is sometimes supported by a Tactical Plan.  This is drawn up by the IT Department to set out how its available resources (staff / skills, budget and facilities) are to be used over the short term (say 12-18 months) in delivering the Strategy.

The Tactical Plan should be approved by the Head of IT and its Management Board, and includes:

· an updated project catalogue;

· a resource statement; and

· a risks and assumptions statement.

2.7 IT Governance

IT Governance is a broader concept than IT strategic planning. This is an extension of the  well-established concept of corporate governance, which dates back to the Cadbury Committee Report (UK) of a decade ago. IT Governance as an emerging IT concept has been strongly promoted by the Information Systems Audit and Control Foundation (ISACF) as well as its sister organisation, the Information Technology Governance Institute (ITGI).

IT Governance is to be considered as an integral part of enterprise or corporate governance, and seeks to ensure that:

· IT is fully aligned with business objectives;

· IT resources are used responsibly

· IT risks are addressed appropriately.

The recent version of CoBIT (Control Objectives for Information and Related Technology) framework of ISACF (the 4th edition was launched in 2005) seeks to establish IT Governance as the foundation for its framework of Control Objectives. As part of the CoBIT framework, an IT Governance Maturity Model has also been developed by ISACF, on a scale of 0 to 5, similar to the Capability Maturity Models developed by the Software Engineering Institute (SEI):

· 0 – Non existent

· 1- Initial / ad hoc

· 2 – Repeatable but intituitive

· 3 – Defined Process

· 4 – Managed and Measurable

· 5 - Optimised
2.8 Summary

The framework described in this chapter for defining and managing an IS Strategy is typical of a large government department. Although the management framework will differ from one organisation to another, the general principles of setting aims and objectives for the business, designing the IS Strategy to link closely with the business strategy, and putting in place a framework for managing, monitoring and evolving the IS Strategy remain sound for all types of organisation that make significant use of IS / IT.




2.9 Audit considerations

The level of resources necessary to meet the IS  strategic planning needs of a large organisation will differ significantly from those required by a small organisation.  The scale of activity must be kept in mind when drawing up a detailed audit program.

· Is there an IS Strategy, and is it appropriate to the size and structure of the organisation?

· Has the Strategy been reviewed and endorsed at Senior Management Board level?

· Have all areas of the business contributed to its preparation?

· Against the background of the organisation’s size and the degree of change to be managed:

· is there an adequate management framework for implementing the Strategy and monitoring progress against defined targets?

· are responsibilities and terms of reference clearly specified and adequate for managing the Strategy?

· is the Strategy periodically reviewed and updated to ensure that it remains consistent with business needs?

· are all areas of the organisation involved in the management and review process? (including representatives at senior management board level);

· Are details of the IS Strategy communicated to the staff who will help deliver it,  or are staff generally ignorant of it?

· Is the IS Strategy up to date, and compatible with the organisation’s business strategy?

· Does the IS Strategy take account of both the actual and potential information system needs of all areas of the organisation?

· Was the innovative use of IT considered during the Strategy Study? (i.e. how new technologies could be applied to addressing business needs and developing business opportunities);

· Does the Strategy identify limiting factors such as security constraints, legal requirements,  and compatibility with other systems?

· Has the Strategy been translated into a portfolio of the IS projects that will be required to deliver it?

· Have the projects listed in the portfolio been prioritised in order of their importance to the business?

· Does the portfolio show resource requirements and training needs?

· Are target dates for the delivery of each area of the Strategy specified?

· Does the portfolio include infrastructure items as well as application systems? (e.g. hardware,  systems software,  communications,  Help Desks,  etc. )

· Does the Strategy specify the technical and managerial policies to be applied by the organisation to the acquisition, development,  maintenance and operation of their information systems?

· Are comprehensive technical and managerial policies stated?  (See Annex 2 and 3.  )

· How do management ensure that technical and managerial policies are being implemented? (e.g. audits,  formal Quality Assurance  reviews)

· Are delegated powers for approving expenditure clearly defined?

· Are Strategy implementation costs accurately identified, regularly monitored and reported on?

· What procedures ensure that cost (and deadline) over-runs are promptly brought to senior management’s attention?

·  Do Internal Audit play an appropriate role in helping to ensure that an effective management framework exists for defining,  implementing and monitoring IS Strategy?

· Consider whether it would be appropriate for Internal Audit to have a non-voting role on the IS Steering Committee to help inform the Internal Audit planning process and to advise on risk assessment, performance monitoring and internal control.

· Are Internal Audit able to raise IS Strategy concerns directly with top management?

3 Project management

3.1 Introduction

Project management is about managing change;  it is a means to deliver an end-product which is designed to meet a defined business need.  Typical projects could include:

· construction of a hospital;

· procurement of laboratory equipment;

· the launch onto the market of a new product (or service);

· restructuring of an organisation;

· managing an issue of shares to the public;

· re-location of an office;

· introduction of new standards; and

· the installation of a new computer system.

Project management and associated methods are not new to the business community. They have been carried out in the construction industry for many years - at least since the building of the Pyramids. These notes focus on IT projects such as the development or procurement of a new computer system.

Projects should be managed in such a way that the achievement of the business needs that underlie the project are foremost in everyone’s mind.  All too often projects are set up locally in response to a “good idea”,  and are driven purely by the technical features of the end-product to the detriment of true business needs or the wider picture.




Projects are essentially temporary;  they are organisations  set up to deliver specified end-products;  they only exist for the time it takes to deliver the required products.  Should the project team be required to produce a stream of similar products then the ‘project’ ceases to be unique.  It becomes a ‘process’ that is subject to the disciplines of normal line management.

Projects tend to be complex because they:

· span organisational divides and involve the co-operation of individuals from different parts of the line management structure;

· involve a variable work-load with periods of high and low activity;

· involve producing products of the right quality within a suitable time-scale and below a certain cost ceiling.  This gives rise to the project “drivers” of cost,  time and quality;

· many different types of project situation are likely to arise.  Even experienced project managers continually encounter difficult situations that they have never previously encountered.

3.2 Project management disciplines

Basic project management disciplines,  such as planning and progress monitoring,  are generally understood,  but the underlying implications of projects are less well appreciated.  Experience has shown that project management is considerably more complex than the more developed disciplines of ‘line’ or ‘departmental’ management.  Reasons for this may include:

· projects are, by definition, unique.  Hence they are managed on the basis of forecasts and estimates,  rather than on historical facts and past experience;

· projects may have conflicting objectives in terms of time,  cost,  quality and scope.  There is often only one chance to get it right within these constraints;

· projects may require the involvement of a variety of resources.  Project managers must create business and personal relationships between people who do not normally work together.  Teams often have to be put together within in a very short space of time; and

· projects may require a major contribution from the target user community over and above their normal duties.  This may involve users being pulled into the project management process.

Each project will have some critical success factors that are unique to that particular project but there are some factors which are critical to the success of most projects:

· project goal - knowing what is to be achieved;

· project customer - creating an effective supplier / customer relationship;

· change management - creating an environment which supports planning;

· project organisation - creating a management framework;

· methods - knowing how to apply them sensibly;

· risk assessment - knowing what the problems are;

· culture - team building;

· transition - moving from the old to the new;

· the project manager - sound day-to-day control is essential.

Each of these topics is dealt with in more detail below.

3.2.1 Project goal

There must be a clear and concise statement of what the project is setting out to achieve,  and this must be understood and accepted by all the stakeholders.  Figure 3.1 shows the relationship between projects and an organisation’s corporate plan.  Projects are created to meet business objectives; it follows that it should be possible to relate project goals back to the corporate plan.




Figure 3.1: relationship between projects and the Corporate Plan
Associated with the project goal will be a number of critical attributes that must be identified and quantified wherever possible. Some attributes will relate to the performance of the completed system, while others will apply to the project itself. These will include the constraints of cost, timescale, quality, and scope, and these will need to be carefully balanced in order to achieve a realistic goal.

3.2.2 Project customer

It is essential to identify who the eventual customer of the project’s deliverables is,  and to create a proper customer / supplier relationship with the project team.

The customer is the main beneficiary of the project and will have an important part to play in agreeing the project goal and providing the resources necessary to support the project, particularly during the specification, acceptance and implementation stages.

Introduction of a new system places heavy demands on the end user community, and this needs to be recognised and planned into the project from the outset.

3.2.3 Change management

Without an effective change management system the project will be at the mercy of uncontrolled change which is difficult, if not impossible, to manage effectively.

A clearly stated and realistic project goal provides the initial baseline against which the direction of the project can be monitored.  As the project progresses the baseline will expand as more detail emerges and will progress through requirements to more technical specifications. The eventual baseline is the completed operational system that is then used to control future maintenance.

Change in the early stages of a project is beneficial,  providing that it results in the alignment of project and business objectives.  However,  once a detailed course of action has been mapped out and agreed on,  all but the most essential changes must be strongly resisted.  Changes to the user requirement during the project may compromise the business case for undertaking the project by significantly changing the costs and benefits of the project.  Proposals for major changes to the user requirement should be dealt with as if they were proposals for a new project;  they should be accompanied by a business case and be subject to consideration and approval by the appropriate management committees.

3.2.4 Project organisation

An essential ingredient to success is the creation of an effective project organisation.  This needs to position the project team within the parent organisation,  or group of organisations,  in such a way that roles,  responsibilities and reporting lines are clearly understood.

A project organisation must also facilitate a rapid decision-making process,  and provide for the necessary communications between all interested individuals and groups.  The project organisation must span the full spectrum of those involved,  from senior managers down to those involved with  individual tasks.

3.2.5 Methods

If used properly,  a project management methodology will help to promote the successful establishment,  operation and closure of a project.  A good methodology helps to reduce the risk of project failure by providing a tried and tested framework.  The use of a standard project management method within an organisation helps to ensure the consistency and completeness of the project management process.

It is not sufficient to rely solely on a methodology.  Project management methods will only produce good results if used appropriately by an experienced team.  Slavish adherence to a prescriptive method will inevitably stifle the creativity which is an essential ingredient of every project.  Methods (of all types) have an important part to play in projects,  but they can easily become an end in themselves leading to a bureaucratic paper chase.  

3.2.6 Risk assessment and risk management

Risks are unwanted events that,  if unmanaged,  could have a detrimental impact on the outcome of a project.  In an extreme case the impact might be that the project is abandoned prematurely,  or worse still,  is allowed to run its full course and results in an unusable product.  All projects attract risks;  it is important to identify them at the outset and take steps to reduce the risk of project failure to an acceptable level. Identifying project risks is relatively easy but managing them effectively can present a challenge.

Project risks include:

· a significant change in business direction during the project;

· unrealistic project deadline (and / or budget);

· uncooperative customers (or “users”);

· poorly trained project team staff;

· inexperienced project management;

· ill-defined project brief (i.e. unclear on what exactly is required);

· constant changes to the specification or business need.

Managing risks (i.e. reducing them to acceptable levels) will cost money and this should be provided for in the project budget.  Risk management cannot be delegated entirely to the project team because risks which have their roots outside of the project manager’s  span of control  need to be managed by senior management.

3.2.7 Culture

Building an effective project team requires the formation of business and personal relationships between groups of people and individuals who probably have never worked together before.  Team building activities should therefore form part of the project start-up phase.

Bad news is a normal ingredient of projects; in fact if there are no reported problems on a large project then it is almost certainly in trouble.  Bad news should not be talked away or disguised in some more palatable form (generally for the benefit of top management).  It needs to be recognised,  and tackled in a vigorous and positive way by the appropriate parts of the project organisation.  Top management must encourage an atmosphere of openness and honesty within the project and give active,  personal support to the resolution of problems.  A punitive culture where reporting a problem inevitably attracts criticism is not conducive to the successful management of project risk;  it is likely to lead to the project team concealing problems until it is too late or too expensive to do anything about them.

3.2.8 Transition

A crucial factor in every project is the transition from the current system to the new one. Information systems become deeply embedded in the business organisations which they support,  and transition to a new system will need careful thought and planning in order to identify and manage the related risks (e.g. will personnel be able to make the transition to a new way of working? how will existing data be transferred to the new system? how can we be sure that the new system works correctly?).  Transition planning is certain to require a significant proportion of the project budget.

A clear transition strategy is fundamental to the project’s eventual success and should be considered at the same time as the definition of the project goal.  Users of the new system need to be encouraged to see it as an opportunity to do their jobs better rather than something imposed on them by management.  The commitment of users is more easily acquired if the users feel that they have driven the project from the outset.

3.2.9 The Project Manager

The project manager is a key individual in every project.  Many have the job thrust upon them and are ill-equipped to handle it;  inexperienced project managers are recognised to be a significant factor behind unsuccessful projects.  It is essential that the project manager has sufficient status to influence events in favour of the project  and enough experience to be able to manage the job in hand.  Project management is a skill that lends itself to the apprenticeship style of training and development;  it is much easier to learn by working alongside an experienced project manager than it is to learn from formal training courses and text books.

Where technical work is contracted out it may be that the organisation does not have someone with the skills necessary to manage the contractors effectively.  In such cases the organisation should consider appointing a consultant from an independent contractor to oversee the work of the main contractor.  This approach ensures that technical issues are addressed effectively leaving the internal project manager to concentrate on the business issues.

3.3 IT project management techniques

3.3.1 Introduction

Structured project management draws together well proven methods and techniques from many industries to provide a framework within which to create well  controlled and directed projects.

There are a substantial number of proprietary management standards presented by commercial consultancy companies as a vehicle for the support and training programmes that they offer.  These standards have much in common.  Their main features can be summarised as follows:

· stages - to control and review decision  making;

· separation - of technical,  management and quality components;

· organisation - a structure to ensure that appropriate resources are provided;

· planning and estimating - use of appropriate techniques;

· controls - on progress,  expenditure,  changes and quality.

3.3.2 Stages

The answer to the question “how do you eat an elephant?” is “one mouthful at a time”; this joke illustrates the staged approach to project management.  The work of a structured project is planned from the outset as a number of  consecutive stages.  Each stage forms a logically coherent group of activities which can be managed and controlled within the defined limits of cost,  time and quality.  This approach aims to transform large and unwieldy undertakings into a number of smaller,  more manageable steps,  each of which produces a planned group of measurable products.  As products are produced, they add to the information about the required system, and about the practicalities of developing it.

The main advantages of taking a staged approach to project management are that:

· estimates of total duration will be more accurate based upon estimates of  a number of component parts,  rather than the whole;

· the further into the future that it is necessary to estimate,  the less accurate the estimates become.  Detailed estimates,  produced immediately before each stage,  are more likely to be realistic;  it follows that the estimates for subsequent stages should be reviewed and refined as the project progresses;

· unless the project is broken into stages with measurable products,  it becomes very difficult to monitor and control.

Each stage of a project should conclude with a management review at which better informed decisions can be taken,  and any problems that have been identified can be dealt with.  This approach allows projects to be scoped on the basis of sound information,  and ensures a planned progression in management decision taking.

3.3.3 Technical, management and quality components

The activities and products identified for any project can be broken down into:

· those which comprise part of the final delivered system (the “technical components”);

· those which relate to the project as a business undertaking (the “management components”); and

· those which relate to quality (the “quality components”).

3.3.3.1 Technical components

The term “technical components”  not only refers to items of a technical nature,  such as computer hardware and software,  but also to every piece of work or product which will form a part of the final delivered system.  Examples of technical products include the:

· statement of user requirements;

· developed instructions for new manual procedures;

· user training materials;

· program specifications and code listings.

3.3.3.2 Management components

These comprise all the activities and documentation required to manage and control the project including:

· terms of reference for the project,  and high level (“project level”) plans;

· the project initiation document;

· job descriptions for project management personnel;

· detailed plans for each stage of the project; and

· change control documentation.

It is critical to the success of the project that the organisation of  management itself is properly planned.  The clear identification of management tasks and products is a fundamental tool towards the achievement of this end.

3.3.3.3 Quality components

The quality components are those that relate to quality control activities,  and include:

· product descriptions;

· quality review documentation;

· technical exception reports.

Quality components should be preserved to form a quality audit trail.

3.3.4 Project organisation structure

All reputable project management standards provide a model organisation structure,  with job descriptions for the key roles to assist in the clear identification and delegation of authority.  A project’s organisational structure must cover all aspects of the project,  the user needs,  IT capabilities,  and financial and business justification.  It allows planning staff to identify all parts of the organisation which need to contribute to project success,  and to allocate specific responsibilities to individual management personnel at the appropriate level in each area.

Project management is different from day to day line management and consequently may have  different organisational requirements.  The organisational structure of a project will,  in many places,  cut across the normal hierarchical structure of the organisation.  The project manager must be able to build a team that can overcome departmental differences in the interests of achieving the project objectives.
3.3.5 Project planning

Project plans will normally be needed at two levels.  Top management will need to consider interrelations between projects and the overall plan for each component  project;  they should identify key project milestones.  The project manager will need to formulate a more detailed plan showing the activities necessary to produce the deliverables identified by the overall plan. Both types of plan need to include:

· technical plans: which schedule the activities to be carried out to deliver the technical products of the project; and

· management (or resource) plans: which schedule the provision of the necessary resources such as staff,  money  and  other facilities required such as machine time  and support services.

Stage by stage the detailed plans will form a contract between the project manager and top management which defines and agrees the products to be delivered, and the price for their delivery.

3.3.6 Project planning techniques

Project planning techniques are in common use throughout the industry.  The following sections provide an overview of:

· project network techniques and

· bar charts.

3.3.6.1 Project Network Techniques

Sometimes known as “Critical Path Analysis”.  The critical path is a key concept in all activity planning.  It identifies the sequence of activities within a plan which have the longest total duration.  The critical path therefore defines the earliest possible date for the completion of the whole plan or, looked at another way, delaying any activity that is on the critical path will delay the completion of the entire project.

Project network techniques fall into two broad groups; ‘arrow’ and ‘precedence’ networks.  CPM (Critical Path Method) and PERT (Project Evaluation and Review Technique)  are examples of arrow techniques,  but most planners find the precedence network easier to work with,  especially when linked with resource planning,  and as a result it is progressively replacing arrow networks.

The precedence network represents activities as boxes on a diagram into which information about each activity is placed based on its estimated duration.  The boxes are joined by lines or arrows representing dependencies between activities,  and constraints.  The normal dependency is “finish to start”,  where the start of an activity depends on the completion of one or more “precedent” activities.  Figure 3.2 depicts a typical network precedence symbol.




Figure 3.2: Precedence network symbols
Project network techniques are very useful for activity planning and analysis.  They are supported by a wide range of computer software tools; most have versions which will run on a micro-computer.

Figure 3.3 provides an illustration of a precedence network.  In this diagram activities A,  B and C are critical activities (they have zero float); activity Z has a float of 8 days,  which means that it can be commenced anywhere between day 1 and day 8 without jeopardising the project task deadline.




Figure 3.3: precedence network
3.3.6.2 Bar Charts

Bar charts are generally used to present project plans to management and users in an easily understood form.  They have the advantage of enabling a direct comparison to be  made between planned and actual events.

A particular type of bar chart which is very useful for certain aspects of project planning is the GANTT chart.  This was originally developed by Henry L GANTT during the first world war to support critical path analysis.

The GANTT chart (Figure 3.4) is time-based,  with vertical columns providing a calendar scale across the chart.  Horizontal bars drawn across the chart show work planned and actual progress to date.  The planned start and finish dates for each activity are shown by the highlighted right-angles at the top left and bottom right of each activity bar symbol.

In practice both bar charts and networking diagrams are used to support project planning and reporting.  Although well designed bar charts are generally easier to understand,  they do not adapt well to a large number of activities and have largely been replaced for this purpose by network diagrams.

Figure 3.4 illustrates the GANTT chart principle.  A ‘V’ placed at the top of the appropriate column shows the date to which the plan has been updated,  thus indicating at a glance the status of activities.  A variety of symbols have been developed to show time-related events,  such as the planned and actual start and finish times for each activity,  and the dates of  planned review meetings.  Detailed activity descriptions would normally appear in the activity column of the chart.




Figure 3.4: GANTT chart
3.3.6.3 Resource levelling 

Once the planner has identified the  resources required for the individual activities of a project, resource levelling facilitates the optimisation of the allocation of resources by moving activities within the available float (‘float’ is derived from network analysis and comprises the time available for an activity in addition to its duration - activities on the critical path have zero float).

The resource usage shown in diagram 1 at Figure 3.5 would be unacceptable to management in the normal course of events. The situation can be improved by “levelling” activity Z, to that shown in diagram 2 




Figure 3.5: resource levelling
Until recently this process had to be done using histograms together with a great deal of pencil and paper work, and was both time-consuming and costly;  there are now many computer packages which can do all the necessary calculations  automatically.

3.3.7 Project management tools

There are a number of commercially available tools which a client may employ to manage an IT project.  Planning tools such as Project manager’s workbench and MS Project can assist in planning the deployment of resources e.g. staff and equipment. They are used to  assign resources to tasks and can usually produce graphical progress and planning reports such as GANNT charts.

Configuration management tools are an example of another project management tool. These control changes to the project plans.

Project managers have to monitor the costs charged to their project and may make use of  their organisation’s financial management systems. Many commercial accounting systems can be configured to record costs and budgets for specific projects. The project manager should be able to determine the costs incurred at any point in time. Project managers may obtain reports which show actual spend to date together with variances from budget. 

Most project managers have access to office automation tools. These may be used to transfer and analyse project information. Commonly encountered tools include spreadsheets, word-processors  and electronic mail.

3.3.8 Estimating techniques

Estimates form the basis of project planning.  An estimate is not an absolute forecast; it is a best guess or probabilistic forecast.  The  reliability of an estimate depends on the quality of information available and the skill and experience of the estimator.  No estimating technique should be used in isolation;  by using a variety of techniques the estimator will be able to provide more accurate assessments of what can probably be achieved within the organisation.

Estimating is one of the most difficult areas in the planning and management of IT projects. The reasons for this are often related to the pressures on estimators to produce attractive, rather than honest, figures for management consumption. Other problem areas are:

· inadequate project definition: only a vague description is available of what is to take place (and hence what is to be estimated);

· forgetting user aspects: these are the non-technical aspects of the project. They include preparing and delivering user training, developing user manuals, and developing manual procedures;

· data capture and cleaning: transferring opening balances and other data from the existing to the new system can be time-consuming, particularly where the existing data is unreliable;

· over-optimistic estimating: caused by enthusiasm for the project and a desire to see it approved.

The main techniques of estimating are all based on past experience. This may be in the form of information recorded on previous projects, stages, activities and tasks, or may be the professional experience of those within the project team. Estimating techniques include:

Expert judgement: involves having someone who is experienced in the type of job involved using that experience to assess how much time and effort will be needed to satisfy the current requirement. Better assessments will be provided by drawing on the experience of more than one “expert”; group discussions provide a useful way for them to clarify any differences of opinion; 

Analogy:  involves making an estimate based on the records of productivity, timescale and cost gathered from previous projects of a similar type and size. It has the advantage of being based on recorded information, although one must be sure that the information is reliable and that quality requirements are the same;

Algorithmic models: a number of mathematical models are available based on research into large numbers of past projects in the IT industry, their productivity records and the quality of the resulting products. To use such a model the estimator must size the target system in terms of the metrics used by the model. Common metrics are “Source Lines of Code” and “Function Points”. This limits the usefulness of algorithmic models to the development stage of a project, to system maintenance, and to major conversion projects;

Top-down:  the process of  looking at the entire project at the macro level, and preparing an estimate for it as a whole. It is a fairly crude method that is usually carried out during the initial stages of a project to give a rough estimate. Its accuracy can be checked using bottom up techniques;

Bottom-up: is the reverse of top-down, in which the project is broken up into its component parts, each of which is further broken down into individual activities. These are then estimated (ideally) by the individual who is to do the work. Individual low level estimates are then combined to provide a check on the high level (top-down) estimate.

Various software packages can be obtained to assist with the estimation process. They are usually based on a  combination of estimating formulae and a database of actual experience. It is important to know the assumptions on which a package is based, and hence its suitability for the project involved,  and that the package can be adjusted (“calibrated”) to suit a particular environment.  The use of computers can lead to spurious accuracy and a tendency to accept as fact figures that remain estimates.

3.3.9 Project controls

The structured approach to project management calls for formal controls to be scheduled into the project, and to be identified as necessary activities. If controls are not properly planned and resourced they will not be performed; and this management failure will be clearly visible. 

Controls need to cover three areas:

· management controls: are necessary to monitor progress and expenditure;

· technical controls: are needed to deal with changes and problems in products;

· quality controls: are needed to ensure product quality.

There are a number of standard procedures that are used in these areas:

· control of progress and effort may be carried out by job sheets and time recording;

· management reviews by the project manager and top management are normally scheduled against both calendar dates (to make sure that they happen!) and key events;

· key events (also known as “milestones”) are particularly important where external contractors are involved and their progress is to be  measured against actual delivery (and acceptance) of a system component;

· change control procedures are necessary to deal with the changes to requirements which will inevitably emerge during the project, and also to remedy mistakes and misunderstandings that lead to corrective work;

· quality control may be carried out by formal reviews of documentary products in the early stages, and by testing delivered products (such as hardware and software) as the project proceeds towards implementation.

4 Programme management

4.1 Introduction

Programme management is the co-ordinated management of a portfolio of projects which are designed to achieve a set of business objectives.  It provides a framework for implementing business strategies and initiatives,  and for managing multiple projects.

Change in the public sector is happening more rapidly and with greater impact than ever before as governments strive to make economies, which may be achieved by harnessing the power of information technology to improve the level of services they provide to the public.

Programme management is about implementing large-scale change.  Programmes,  and particularly those in the government sector,  are usually complex.  They span the normal organisational structure, and often challenge well-established cultural values.

Such complex programmes require two distinct levels of management discipline.  They require:

· a “business oriented” approach to the management of the overall programme which must clearly defines the programme’s “mission” and be able to react quickly should business objectives alter; and

· a well structured process for the management of each and every project within a programme.

Responding to these challenges can be daunting ; it may be necessary to make large-scale changes to employee’s work patterns,  information systems,  organisation and service delivery.  At the same time the organisation’s overall aims and objectives must be kept in sight and the current business has to continue to operate efficiently without any deterioration in service.

4.2 When to use programme management

Programme management should be used when one or more of the following conditions apply.

4.2.1 Shared objectives -

· there is a need to co-ordinate several initiatives affecting a business area;

· the proposed project(s) supports a strategy,  a strategic change,  or a similar type of initiative that will have a significant impact on the organisation;

· a set of proposed objectives and activities address a common problem or deliver a common set of business benefits.

4.2.2 Management of complex change -

· the set of changes cannot be managed as a single project because of size or complexity;

· the set of changes covers too wide a range of business areas or development skills for a conventional project management structure;

· there are strong interdependencies between projects that require co-ordinated management.

4.2.3 Shared resources -

· the use of resources from a common pool can be optimised by co-ordination across projects.

4.2.4 Advantages of scale by grouping of projects -

· gives cost savings by avoiding duplication of effort;

· provides the increase in scale to justify necessary infrastructure;

· justifies the employment,  recruitment or training of specialist skill groups; and

· leads to risk reduction - for example,  by closely controlling vulnerable project interfaces

4.3 The programme management environment

Figure 4.1 illustrates the implementation of a programme,  from the identification of business needs at the strategic level,  definition and management at the programme level,  execution at the project level,  through to the business benefits realised at the operations level.

An organisation’s business and technical strategies are derived from the external business environment.  Programmes of work then need to be established to implement those strategies and also to implement any major ad hoc initiatives.  Even as programmes are in the process of implementing improvements to their target business operation,  they may need to respond to changes in the organisation’s strategies or to further new business initiatives.




Figure 4.1: the programme management environment

A key responsibility of a programme management team will be to formulate a clear model of the improved business operations (i.e. a blueprint of how they would like to see the business develop in the future), and this must be maintained and managed throughout the course of programme implementation.

Programmes in their turn initiate the projects that are needed to bring into effect the planned changes to business operations until,  finally,  the blueprint for the future is achieved and the full results of the programme can be realised.

4.4 Categories of programme

Investigation into the way that organisations approach programme management in practice,  suggests that programmes fall into four broad categories.  All can,  and probably will,  contain a significant information technology element.

4.4.1 Strategic programmes

Co-ordinate multiple activities that are aimed at moving towards a set of  objectives,  perhaps grouped together under a simple umbrella objective such as setting up a new department of state.

The objectives of a strategic programme are seldom totally compatible with each other and a continuing problem may be how to balance one objective against another in any given situation.  For example,  the need to deliver an acceptable quality of service,  but within a stringent budget and deadline; or the need to increase market share while maintaining profitability.

Managers of strategic programmes will be primarily concerned with the management of change in the business and with the realisation of business benefits.

4.4.2 Business cycle programmes

This type of programme is set up to co-ordinate multiple projects within cyclic financial resource constraints,  or working in common operational environments.  For example,  a programme might comprise a number of IT projects that are all funded from the same annual budget allocation,  but in other respects have little in common.

Managers of business cycle programmes are likely to be concerned primarily with the efficient and structured allocation of resources across projects,  and with their adherence to corporate policies and standards.

4.4.3 Very large,  single objective,  projects

This type of programme is set up to co-ordinate a single objective project that is large-scale in terms of its resources and time-span,  and which combines many sub-projects.  Aerospace and civil engineering projects often come in this category,  for example building Concorde and the “Channel Tunnel” rail link between England and France.

Managers of these types of projects are primarily concerned with the efficient management of sub-projects and with the correct handling of sub-project interfaces and project dependencies.

4.4.4 Research and development programmes

Many independent project initiatives are assessed and re-focused within the guidelines of intermediate and long-term goals.  For example cancer research programmes.  Such programmes are characterised by frequent adjustment.

4.5 The programme management approach

Programme management provides a framework for implementing a change programme; for example,  implementing business strategies or responding to external initiatives.  The general principles of programme management have been developed and applied in many different areas and for many years; examples include such complex undertakings as the building of Concorde,  the Giotto spacecraft and the Channel Tunnel.

Programme management involves selecting,  and the co-ordinated planning  of a portfolio of projects which are designed to achieve defined business objectives.  It also extends to the efficient execution of these projects within a controlled environment,  such that they realise maximum benefits for the organisation.

In essence, programme management can be split into four phases:

· programme identification: takes place within the strategies layer.  One or more programmes are selected to be the vehicles for managing change.  The scope and boundaries of each programme are determined,  and agreed terms of reference set out in the programme brief;

· programme definition: awareness and communications activities must be initiated and plans must be established for managing the programme of changes set out in the programme brief.  A major activity in this phase is to undertake a feasibility study,  the output from which will form the basis for agreement between the target business operations,  the Programme Director,  and top management on objectives and plans for the programme;

· programme execution: the plans that were documented in the feasibility study are carried out.  Activities in the target business area are managed to ensure a smooth transition to the new business operations.  During execution it may be necessary to adjust the plans to reflect the programme’s progress or any change in broader programme requirements;

· realisation phase: involves assessing the achievements of the programme and the performance of the target business area  against what was expected at the outset.  It may be necessary to commission further projects to address any shortfalls in what was delivered by the programme,  and it is important to ensure that any lessons that have been learned are fed back into the planning process.

The operation of these phases is described in more detail at Annex 7.

4.6 Organising a programme

Programme management disciplines supplement,  rather than replace,  project management disciplines.  Programme managers should take a broader and more flexible view than project managers; they should be concerned to achieve not just product delivery,  but also the actual realisation of the anticipated business benefits.

It is good practice to assign overall authority and responsibility to a Programme Director who should be drawn from the group of senior managers whose areas of the business are targeted for improvement.  He or she will have personal responsibility for the success of the programme in terms of its realisation of the anticipated business benefits,  and must therefore have sufficient status and authority within the organisation to deliver that success.  Figure 4.2 provides an illustration of the relationship between a programme director and programme executive.




Figure 4.2: Programme Director and Executive
Key supporting roles for the day-to-day management of a programme are:

· Business Change Manager: responsible for the blueprint,  Business Case,  and the management of change and of business benefits

· Programme Manager: responsible for ensuring that the programme is carried out efficiently and delivers according to plan;

· Design Authority: responsible for ensuring that the overall design and quality of the programme’s outputs remain consistent, and comply with the organisation’s standards and policies.

For a small programme, these roles may simply be expansions of existing responsibilities, but for a large and complex programme, full-time roles with additional full time support would normally be justified.

4.7 Commitment and communications

Any programme is likely to span years,  rather than months,  from inception to completion.  As time passes it will become increasingly difficult to maintain a high level of commitment among all those involved, and on whom the programme’s success will depend.

The Programme Director will therefore need a strategy to ensure that the awareness and commitment of all those involved,  or affected by the programme,  is maintained.  Taking programme benefits at the earliest opportunity is an obvious way in which to demonstrate to all the real benefits that the programme can deliver. Also, consider appointing a “Programme Champion” (e.g. a manager on the programme team) whose role is to:

· continually publicise the programme and its anticipated benefits around the organisation,  with the aim of keeping awareness and commitment high;

· publishing periodical newsletters;

· deal with any staff enquiries to avoid rumour and to deal with any anxieties that might arise in an informed way (where redundancy is expected,  involve both staff welfare and trade unions);

· maintain consistent messages,  both within and outside the programme;

· help to ensure that expectations do not get out of line with what will be delivered.

User training in the skills that the programme’s delivery will require is another important way to publicise programme benefits  and to build up the confidence of the user community.  However,  to avoid the risk that users will forget what they have been taught,  training must not be delivered too far in advance of the programmes.  Training is also an important way of getting feedback on what users think of new systems;  it might not be too late to make beneficial changes based on trainees’ comments.

4.8 The impacts of poor programme management

The consequences of failing to manage large-scale change effectively can be serious:

cost over-runs may occur if:

· control and co-ordination are inadequate;

· conflicting priorities are not resolved;

· projects are not aligned to one another,  to the current business and its method of operating,  and to future business needs;

benefits and opportunities may be lost if:

· the responsibility for realising them is not clearly assigned;

· an understanding of how they are to be realised is not shared by everyone involved in the task;

· there is no mechanism for monitoring progress against the benefits plan;

loss of direction if:

· no clear vision is expressed at the outset;

· the vision,  and the plan to achieve it,  are not constantly monitored and revised in response to developments

· the vision is not communicated to those who are to bring it about,  or are affected by it;

delivery may be delayed if:

· individual projects are not correctly prioritised and are pursued to the detriment of the broader programme;

· change implementation is not effectively planned and actively managed;

· objectives change too often;

· the beneficial impacts of change are not understood and ‘owned’ by those with ultimate responsibility for delivering the promised benefits;

· there is ‘change overload’;

· failure to identify and contain the unexpected.

4.9 The benefits of programme management

Programme management helps:

· senior managers to set priorities,  evaluate and choose options for action,  and allocate resources for their implementation;

· to oversee the successful planning,  execution,  co-ordination and control of multiple projects in a programme of work;

· to ensure that the impact of programme-driven changes on the business is co-ordinated,  and that the transition from old to new is well managed;

· to focus management’s attention on a defined set of business benefits which are:

· clearly understood at the outset;

· managed throughout the implementation of the programme;

· and delivered and measured at its completion.

But in order for these benefits to be measured - and lessons learned - it is important that the organisation’s approach to programme management has performance indicators built into it that can be used to measure achievement,  both during and at the end of a programme.  Thus:

· programme deliverables must be clearly identified and measurable in terms of time,  cost and quality;

· projects and programmes should be structured to maximise early (measurable) returns to the business;

· performance indicators have to be planned so that progress can be monitored easily at every stage of the project.

5 System design

5.1 Introduction

Information System design methods consist of procedures,  tools,  techniques and standards that support the design of effective information systems.  If the design process is not adequately controlled there will be a tendency for the system specification to drift away from the business requirement that it is meant to satisfy.  System design methods assist systems analysts in  identifying and documenting business requirements and  help to ensure that information systems will  deliver planned business benefits.  The appropriate use of  tried and tested system design methods should reduce the cost of developing and maintaining information  systems and help to ensure that they meet the business requirements.

Structured system design techniques  can be applied to the analysis and documentation of user requirements whether the final system is to be procured or developed internally.  Methods typically cover both management and technical issues and consist of frameworks of steps,  activities,  and stages which provide a structure for the design process and a consistent standard of documentation.

System design methods may interact with other methods for risk analysis and management, quality management,  strategic planning,  programme management, project  management,  system development,  procurement,  testing and change management.

This chapter begins by outlining techniques that are commonly used in systems analysis and then examines the stages in a typical systems analysis and design process.

5.2 Analysis and design techniques

System analysis and design methods often make use of three techniques which in turn lead to the production of three types of document or drawing.  These are:

5.2.1 Logical data structures (LDSs)

These concentrate on the data within a system and attempt to show data interrelationships.  LDS represent the simplest way in which the data needed to perform system processes can be organised.  LDS show data relationships by using a series of boxes,  each one representing an entity type with lines joining entity types which relate to one another.

They describe the information content and internal dependencies within the system and provide a pictorial representation of the entities (logical groupings of information which can be held in a system and uniquely identified)  and their relationships within the system.

Entity life histories (ELHs)

ELHs seek to show how the entities within a system change with the passage of time.

They describe the impact of time on components / parts of the system and describe the creation,  modification and deletion of each entity within the system.

Dataflow diagrams (DFDs)

Dataflow diagrams are used to represent the flow of information within a system and between the system and the outside world.  They are process orientated and do not provide for decision boxes.  DFDs show the possible flow of data,  and the necessary decisions are made within the process boxes.

· These describe the functionality,  boundaries and interfaces for the system.

· They provide a diagrammatic representation of all information flows, external interfaces,  processes and data stores.

An example of a data flow diagram is provided below.

5.2.2 Example of a data flow diagram

Four standard symbols are used to prepare  data flow diagrams.  They are:

· Data source or destination  


· Process that transforms data 


· Data store


· Data flow


Figure 5.1 shows a high-level data flow diagram for an inventory system.

· Transactions flow from the CUSTOMER into the system.

· They are then handled by process 1. Process transaction
· A data store (STOCK)  holds data on each item in the inventory

· “Process transactions” changes stock levels in response to transactions.

· MANAGEMENT access the system through Communicate,  evaluating the data in the STOCK data store .

· When stock levels are low,  a reorder is authorised,  and Generate order sends necessary data to the SUPPLIER,  who sends new stock items.




Figure 5.1: Inventory system data flow diagram

5.3 Stages in system design

At a high level system design can be split into three phases:

· preliminary study

· systems analysis phase; and

· systems design phase.

Each phase is broken down into stages and each stage may be further broken down into steps and tasks.

5.3.1 Preliminary study

5.3.1.1 Stage 0:  Feasibility study

· statement of the user requirement

· estimate of  the associated  risks,  costs and benefits

· basis for management decision to proceed to a full analysis

· input to decisions on prioritisation of proposals

5.3.2 Systems analysis phase

5.3.2.1 Stage 1: Analysis of current system

· detailed specification of the current business processes and associated information systems

5.3.2.2 Stage 2: Analysis of required system

· required business processes and supporting information systems

· audit,  security and control requirements

· business system options

5.3.2.3 Stage 3: Identification and selection of technical option

· definition of performance objectives

· options  available to meet requirement

5.3.3 Design phase

5.3.3.1 Stage 4: Data design

· data modelling

· analysis of  data relationships

5.3.3.2 Stage 5: Process design

· definition of logical enquiry and update processing functions.

· validation of the logical design

5.3.3.3 Stage 6: Delivering the physical design

· capacity planning

· technical system specifications

· system testing plans

The following sections provide a summary of the work involved in each of the main stages.

5.4 Feasibility study

A feasibility study is undertaken to provide management with enough information about the costs and benefits of a proposed project to enable them to decide whether it is worth analysing further.

The output from the feasibility study process is a management report which will typically include coverage of:

· the business problem that the proposal is intended to address;

· options for resolving the business problem;

· reasons for adopting the proposed approach;

· preliminary evidence that the proposal is technically feasible;

· the technical and business risks;

· the estimated costs and benefits;

· estimated magnitude and timing of resource requirements.

5.5 Stage 1: analysis of requirements

The primary aim of this stage is to carry out an analysis of the business processes that the new system is intended to support. This stage also seeks to establish a framework for any subsequent analysis steps by identifying key contacts in the organisation and briefing them about the project.

The current system is documented by identifying the user community and  documenting data flows,  processes and the hardware,  software and locations involved.  The major elements of the current data structure are identified and documented in logical data structures which define what data items there are, how they relate to one another and any interfaces to other applications.

Once the documentation is completed the analysts should present it back to the users to ensure that the current system has been fully understood.

At the end of this stage a formal quality assurance meeting should take place to ensure that each step has been completed  to everyone’s satisfaction.

5.6 Stage 2:  requirements specification

The aim of this phase is to analyse the need for change in sufficient detail to present management with a series of logical designs in sufficient detail to enable them to select a  preferred  outline functional specification.  The emphasis in this stage is on what the system should be able to do rather than how the system might be implemented.  Consideration of the options for physical implementation take place in the next stage.

Users should be consulted to determine what they believe to be the problems with the current system and the facilities they would like to see in the new systems.  This results in the production of a problems / requirements list.  It is useful to encourage users to prioritise the changes that they identify;  the results can assist management in deciding the features that should be included in the chosen functional specification.

This stage includes consideration of audit,  security and control requirements as well as system functionality.  It is important for the analysts to focus on the underlying business process to avoid incorporating unnecessary features in the specification for the new system just because the features were there in the old system.

After the analysts have brought together all identified problems and requirements,  they start to weed out unreasonable requirements  in consultation with management. Meetings with users can assist in sorting out what requirements are essential and what are desirable.

There is rarely one and only one solution to the business problem;  it is more common for a range of options to emerge varying from do nothing through patching up the current system to a complete rewrite. Users and management should be provided with outline costings and given the opportunity to argue for their preferred option.

Once a particular option has been selected work can begin on more detailed analysis of the data structures and processes involved.  The system analysts will consider system events,  i.e. those events or occurrences which drive the system,  triggering functions which will process data  and thus cause changes in logical data structure items.  They create entity life histories to document their findings.  These diagrammatic representations show the changes in a data entity from creation through to destruction.

At the end of this stage a quality assurance meeting should take place.  Functional outlines should be presented to users to validate the analyst’s understanding of the proposed solution.   Users may be able to spot practical problems that are not obvious to the analyst.

This stage will result in a paper setting out the reasoning behind the selection of the proposed option,  an overview of the work to be done, revised resource profiles and refined estimates of the expected benefits.  Management should formally agree the paper and authorise proceeding to the consideration of technical options for implementing the chosen solution.

5.7 Stage 3: identification and selection of technical options

This stage identifies technical options for implementing the system specified in the logical design.  The advantages and disadvantages of each option are set out and analysed to identify a preferred physical design option.

The process begins by considering constraints such as time and cost,  physical implementation constraints and staffing or organisational constraints.  It is usual to present at least three options for consideration. Points  to consider when considering  options include:

· processing types (e.g. batch,  on-line or manual) ;

· methods of data communications;

· processor and peripherals distribution (client server or centralised processing);

· hardware and software quality;

· user interfaces; and

· development and implementation methods.

These options are expanded upon to include:

· a description of the technical environment;

· functional descriptions (DFDs);

· an impact analysis which shows how the option would affect user departments;

· analysis of security risks;

· development plans; and

· cost / benefit analysis.

The project board select a preferred option;  depending on the size of the project the project board decision may need to be endorsed by senior management.  It is important that the users feel that they have played a full part in the selection process as they will then try harder to make the system work.  The less choice the users have the more they will be inclined to complain about minor system imperfections.

Once an option has been selected work begins on preparing for the following design stages. The IT department pulls together Data Flow Diagrams, Logical Design Specifications,  Entity Life Histories  and the documentation of the chosen technical option.

5.8 Stage 4: data design

The data design stage involves analysing the system’s requirements for data; the result is a series of  specifications for the files / databases needed.  The logical analysis usually aims to eliminate redundant or duplicate information as much as possible (i.e.  achieving “Third Normal Form”).  The logical data design may have to be adjusted to reflect performance requirements or existing data structures which have to be shared with other applications.

The results of  data analysis are combined with the required Logical Design Specification to produce a composite logical data design (CLDD).  At this stage the logical design can be tested by tracing the transactions identified in the user requirement through the logical system;  this will help to identify ambiguities, anomalies and deficiencies.

5.9 Stage 5: process design

Using the composite logical data design and entity descriptions as a basis,  the enquiry functions of the new system are expanded and logical enquiry process outline produced.  The entity life histories are updated to take account of the differences between the LDS (on which they were based)and the CLDD.  The events, which the system must deal with, are tabulated in an event catalogue.

When all events have been identified logical update process outlines (LUPOs) and logical enquiry process outlines (LEPOs) are prepared as a basis for the development of program specifications in the physical design.  They are the logical equivalent of on-line transactions and batch jobs,  and may include;

· logical access maps to show the retrieval and replacement of relevant data;

· error handling procedures ; and

· creation and modification of input / output formats.

At the end of this stage the project board accepts CLDD,  the logical process outlines,  I / O formats and other documentation,  i.e. the complete logical description of the new application.  The project board will find it useful to employ an independent specialist to review the soundness of the technical proposals.

5.10 Stage 6: physical design

The purpose of this stage is to pull together the selection of technical options,  data design and process design outputs from the previous stages and create a physical system specification,  e.g. file / DBMS definitions and program specifications.  This stage is primarily concerned with how to deliver what was specified as a result of the earlier stages;  this involves specifying the data,  processes,  inputs and outputs to the system,  network configuration,  machine types and the operating environment including the programming language.  It is important for management to ensure that the proposed solution fits in with the existing infrastructure and other proposals for change.

Developers specify physical data,  processes,  inputs / outputs for the selected design.  Program specifications are then created for major transactions.  System flowcharts are prepared which incorporate symbols to represent programs,  procedures,  hardware devices and other components of the physical system.

The designers choose the database management system,  and decide what data dictionary will be used and what programming language will be adopted.  The functional specification they prepare includes a specification of system / user interfaces (screen formats,  style guides and reports),  hardware configuration,  system software and any outputs.

The physical design comprises the data and program specifications  tuned so that they  comply with performance criteria.  It also includes operational and  manual and testing procedures and documentation.  The output will be a physical system specification comprising:

· application development standards,  the physical environment specification and physical design

· detailed data and functional specifications

· system testing and implementation plans

· recommendations for the organisational aspects of the proposal including associated manual  procedures  and management structures.

Once the project board has approved the physical design,  it is passed to construction and implementation teams  and the development phase begins.  It is important that the final specification is treated as a controlled document and that any significant changes are subjected to the analysis set out above and,  if approved,  incorporated in the documentation.

5.11 Rapid application development (RAD)

5.11.1 Introduction

As the pace of change has increased the approach to systems analysis and design described above has been criticised on the grounds that it is too slow and too costly.  Recent years has seen the introduction of new system design and engineering tools which are   intended to speed up the development process;  Rapid Application Development or RAD is the term assigned to these new tools and techniques.  The principle underlying RAD is that it is possible to satisfy 80% of the functionality required in 20% of the time by concentrating on key business requirements.  The danger from the auditor’s point of view is that system controls might be overlooked or compromised in  the interests of expediency.

The key features of the approach can be summarised as cheap,  quick and adequate.  RAD is particularly suited to rapidly changing business areas where there is a danger that the use of traditional analysis and design methods could lead to delivery of a product after the need for it has passed.

Prototyping tools enable designers to develop the user interface of applications quickly by “screen painting”.  The advent of fourth generation application building environments  enabled developers to adopt the iterative techniques of prototyping to the development of system functions as well as the user interface. RAD tools encourage the tailoring of existing application building blocks instead of designing and coding unique applications. 

The applications that are produced in this way tend to be inefficient in their use of IT hardware but the falling cost and increasing power of hardware  has reduced the importance of efficiency in favour of quick,  effective solutions.

The RAD philosophy is based on several key assumptions:

· it is impossible to specify requirements accurately without iteration;

· the application is its own model;

· design and testing are iterative processes;

· the application is always complete,  but never finished;

· empowerment of users is crucial to the development of effective information systems - management should concentrate on specifying targets in terms of what should be achieved and let their staff determine how to meet the targets.

5.11.2 RAD Methods

RAD can be seen to be a complete approach to information system development in that it covers the entire information systems development lifecycle,  from initiation through to delivery.  RAD is more of a philosophy than a precise science.  The methods currently available include:

· the James Martin method (one of the first methods); and

· the Dynamic Systems Development Method (DSDM),  which was  put together by a consortium and  made openly  available.

RAD methods typically combine several sub-methods including project management,  quality assurance and software testing.  RAD does not proposed the adoption of  radical development techniques;  it adopts components of traditional design and development techniques as and when they are felt to be useful.

RAD does not appear to be a conventional development methodology.  For instance,  most RAD methods promote the use of a tool-kit or contingent approach to building systems rather than  a prescriptive one.  This gives developers  more freedom to try out ideas instead of worrying about implementation details.  Since RAD is not prescriptive,  the RAD manuals tend to be slim,  one volume works,  as opposed to the guidance available for traditional systems analysis and design methods which span seven or eight volumes.

5.11.3 RAD components

The fluidity and pragmatism of the approach make it difficult to generalise about RAD.  The sections which follow outline some common components.

Joint Application Development (JAD)

RAD is characterised by small development teams of  between four and eight  members.  These teams include developers and users and  are empowered to make design decisions.  The teams combine the developers skills with the users knowledge of the business.  The teams are usually expected to come up with fully documented business requirements in three to five days.  Further workshops may be scheduled to develop particular aspects of the application.

Rapidity of development

Most RAD developments are relatively small scale (based on PC and client server technology) and last a short time (3-6 months).  The commonly held view is that projects lasting more than 6 months are likely to be overtaken by changes in the business environment.  Hence the need to get  systems in place and operational as soon as possible.  Two months is seen as being the typical length of a RAD project.  RAD practitioners believe that no more than six man years of development work should be devoted to any particular RAD project.

Clean rooms

JAD workshops usually take place away from the normal office environment which is free from any routine work interruptions.  Once in the clean rooms the teams concentrate on highly focused problem solving.

The clean rooms need to be supplied with appropriate support facilities such as flip-charts,  pens,  OHP,  coffee,  computers etc.

Timeboxing

RAD project control involves scoping the project by prioritising and defining delivery deadlines or “timeboxes”.   If projects start to fall behind schedule the requirements are reduced instead of increasing or putting back the deadline.

Incremental prototyping

RAD applications are put together or built in an iterative way.  The process is commonly known as incremental prototyping.  System developers build working models after some initial investigation.  The model is shown to and discussed with users.  Amendments and enhancements are agreed and incorporated into the next model.

The cycle of inspection, discussion and amendment  is repeated several times,  each time moving closer to an acceptable system.

RAD tools

RAD makes use of latest development tools e.g. 4GLs,  GUI builders,  DBMS,  and CASE tools.  These allow developers to build prototypes as they progress.

High interactivity,  low complexity projects

Most RAD projects involve the construction of applications that are highly interactive,  have clearly defined user groups and are not computationally complex.  RAD techniques are rarely used for large distributed systems. The infrastructure for large scale complex projects is best put in place before the RAD applications are built so that  RAD teams can then concentrate on the application without worrying about the underlying infrastructure.

One of the potential problems with the widespread use of  RAD is the duplication of corporate information and inconsistency in the way that it is held.  This problem can be avoided if the corporate database is centrally administered as a resource shared by RAD teams.  For this approach to be adopted the core database has to be established before the RAD teams can build applications that interact with it.

5.12 Session summary

Traditional or rapid development options available

· Developers have access to a wide variety of data analysis and system design methods.

· Auditors should seek to identify which local or national guidance and systems development methods are available and used by clients.  The auditor should assess whether the methods are reasonable and if they are correctly applied.

Traditional system design involves several phases

· highly formalised with an emphasis on completeness and accuracy;

· may take a long time to respond to changes in the business;

· complex enough to require extensive training.

RAD is being increasingly used to develop interactive systems at minimal cost in limited time-frames

· Auditors may find both the traditional and new system development methods in use in any client

· The traditional methods may be used for the larger more complex systems and the new RAD methods may be used for the simpler,  graphical systems.

Beware of the new risks

· Auditors should be aware of the lack of  controls and documentation inherent in the RAD methodology.

· RAD is not appropriate for complex, distributed systems or systems where security or safety is the primary concern.

6 IT Procurement

6.1 Introduction

Acquiring a new computer system can be a complicated and difficult exercise.  The risks associated with the purchase of a new system,  be it hardware,  software or both,  can be reduced by adopting a systematic approach with careful management of the large number of decision factors  that are involved.

Procurement of IT systems is becoming increasingly common.  Fewer organisations are building their own systems and are opting instead to purchase systems from suppliers.  This allows them to  concentrate on their core business.

The methods described in this chapter are aimed at the procurement of significant IT resources,  i.e. significant purchase of IT hardware and software assets.  The purchase of everyday IT consumables such as printer paper or floppy disks are not subject to the same risks and problems and hence are not addressed in this chapter.

Procurement law is likely to vary between countries.  There are also  international laws and regulations which may affect national procurement practices such as

· European Union procurement rules which apply to European countries and 

· procurement clauses in the WTO agreement which affects its signatories (including the European Union,  USA,  Canada,  Japan,  Israel,  Switzerland etc. ).  

Auditors may need to ensure that the procurement methods adopted by clients conform to required  legislation.

6.1.1 Potential benefits associated with the use of  procurement methods

Procurement can be a complex process.  To ensure that the benefits described below are realised,  clients should assign appropriately skilled and experienced staff resources.

Cost control

Procurements methods should reduce the risk of  costs increasing out of control.  The methods adhere to the principal that cost of a procurement should not outweigh the potential benefits of adopting that approach.  Procurement methods and practices should not be prescriptive and should include a degree of flexibility to enables users to ensure that any method adopted is right for any given situation.

Procurement is an overhead which does not directly contribute to business objectives;  the use of standard procedures and contracts reduces the effort expended on procurement and helps to ensure that important clauses are not overlooked.

Ensure a consistent approach

The key to effective IT procurement methods is ensuring that the purchaser’s needs are expressed completely and unambiguously and that suppliers’ proposals are properly evaluated against those requirements.  Procurement methods may provide guidance to those procuring systems on carrying out evaluations of supplier bids or tenders and ensuring that a systematic and consistent approach is adopted to the evaluations.

The adoption of a formal and consistent approach to procurement  should reduces the risk of fraud and corruption.

Ensure compliance with rules and regulations

As previously mentioned,  the procurement practices followed by  public and private sector organisations may be influenced by local,  national or international laws and regulations.  There may  be additional rules and regulations covering procurement by  public sector organisations.

IT procurement methods adopted by an auditors’ clients should take account of any relevant laws &  regulations.  A failure to comply could result in the unlawful procurement of goods or services.  This could in turn lead to legal challenges being pursued by disgruntled suppliers. For example,  the WTO thresholds require contracts above a certain monetary value to be subject to international competition.

Ensure value for money

IT procurement methods and practices contribute to achieving value for money by helping to ensure that goods and services of a consistent quality are purchased at minimum costs.

6.2 Purchasing stages

The procurement process can be conveniently split into series of stages.  Each stage has its own specific actions and products.  The following stages are described further in the sections below:

· Strategic planning

· Feasibility study

· Full study

· Supplier evaluation

· Contract negotiations

· Final evaluation and award of contract

· System installation

· System acceptance

· System implementation

· Project evaluation review

· Post implementation review

6.2.1 Strategic planning

The strategic planning process has already been covered in chapter 1.  The resulting IS strategy should ensure that all IT procurement contributes towards satisfying the business objectives.  The strategy also provides justification for expenditure on new IS assets.

The strategic planning process will result in a technical policy which identifies hardware and software,  development standards and approved tools for system design.  These help to provide a consistent framework for future IS provision.

The policies will have an impact on any statements of business requirements subsequently sent out to suppliers.  For example,  if an organisation’s policy is to move to an “open systems” environment,  then this will feed into any requirements or specifications sent out to suppliers.

6.2.2 Feasibility study

Feasibility studies are used to assesses the viability of the projects proposed in the IS strategy.  A project’s viability is assessed in terms of the business,  managerial and organisational requirements,  financial constraints and technological development.  The feasibility study involves analysing the required functionality,  problems,  constraints and system objectives.  The requirements are analysed in terms of meeting business  objectives.  The feasibility stage also includes looking at different business and technical options.  Business options are concerned with the scope of the proposed system and technical options are concerned with the different ways in which IT could be used to create the proposed system.  The feasibility study will then feed in to the next stage by providing a framework for the full study.

6.2.3 Full study

The full study is a detailed investigation of the proposed system and which concentrates on potential benefits.  This stage focuses on business requirements and may result in the procurement of several sub-systems.  The full study aims to:

· investigate the current environment and associated problems;

· determine the scope of the new system;

· prepare detailed specifications of system requirements;

· examine alternative ways of  acquiring the proposed system; and

· put forward a business case for the procurement.

The full study results in the drafting and prioritisation of current,  and new requirements lists.  Options for meeting business and user requirements are identified.  These options may offer different levels of functionality ranging  from satisfying all user requirements to just satisfying key requirements.  Organisations typically evaluate three options,  ranging from comprehensive to minimal.  The study includes an assessment of the costs and benefits associated with each option.  The best option is then selected by users and management.

At the end of this stage,  the business case is put forward to management for financial approval and a draft statement of requirements is prepared.  The draft requirements  are  subsequently refined and sent to suppliers as part of the tendering process.

When preparing the statement of operational requirements,  the purchaser should prepare an evaluation model which will be used to assess the tenders submitted by suppliers.  The operational requirements statement is then advertised or issued to potential suppliers.

Tendering may be open or closed.  Open tendering occurs when the statement of requirements is openly circulated or published.  There may be specific rules,  laws or regulations which influence how and where the statement of requirement should be published.  For example,  the purchaser may be required to advertise in a national journal or merely in a local newspaper.  Closed tendering takes place when the purchaser invites specific suppliers to bid for the contract.

6.2.4 Supplier evaluation

Upon receipt of the operational requirement,  suppliers determine whether they can deliver a satisfactory product.  They then  submit details of how they propose to satisfy the statement of requirements.

When submitting bids,  suppliers may be requested to provides details about their organisation,  e.g. their latest audited accounts.  These details will assist the purchaser in assessing the supplier’s ability to deliver what they claim they can deliver.  For example,  the information may reveal that the supplier is a small business and hence would be over-stretched if it attempted to deliver a large contract.

Upon receipt of the tenders,  the purchaser evaluates the tenders against the evaluation model and weeds out any that are clearly unsuitable.  Evaluation is concerned with the quality of the proposed solution and the supplier’s ability to implement it.  Price is considered as a low weighted criterion.  The aim of this process is to create a shortlist of about three suppliers.

Tender evaluation can be a tedious,  time consuming and expensive process.  The pain is minimised if the invitations to tender are carefully constructed to make evaluation of responses as easy as possible.  The process should be designed to eliminate as many suppliers as possible at the earliest stage.

6.2.5 Contract negotiations

Suppliers should have been issued with draft contracts as an annex to the operational requirements.  Draft contracts should be  discussed with the suppliers to ensure that the clauses are acceptable to both supplier and purchaser.  This stage ensures that all parties understand their respective responsibilities prior to best and final offers being invited.

Draft contracts should include detailed descriptions of  the rights and remuneration of both parties.  The contract should include clauses which consider what action will be taken should the system fail to meet user requirements .  The contract should also stipulate the circumstances under which a product  or service can be rejected,  e.g. contract termination or remedial action clauses.

It is always advisable to visit reference sites where potential suppliers have installed a system that is similar to that being offered.

6.2.6 Final evaluation and award of contract

The purchaser should draw up a best and final offer evaluation model.  Suppliers should then be invited to submit their final bids.  Once all the final bids have been received they should be evaluated against the evaluation model.  The contract should be awarded to the suppliers on the basis of best value for money over the lifetime of the project.

6.2.7 System installation

After the contract is agreed and signed the products or systems are installed or the services supplied.

6.2.8 System acceptance

The products or services should be tested in accordance with the criteria and procedures specified in the contract.  This will invariably include assessing the products against the user requirements specified in the statement of requirements.

6.2.9 System implementation

Once installed,  the system is implemented,  i.e. system parameters set up,  users trained,  standing data entered and the system goes live.

6.2.10 Project evaluation review

A formal review of the procurement process and procedures should be carried out a few months after the system has been installed.  The aim of this stage is to identify  lessons learned and carry them forwards to subsequent procurements.

6.2.11 Post implementation review

Once the system has been in operational use for a reasonable period (normally a few months) a formal review should be undertaken.  This review aims to assess whether the procurement project has met its overall objectives and achieved the expected benefits.  The post implementation review is best carried out by a team that is independent of the procurement team so that objectivity can be maintained.

6.3 Assessing the complexity of a procurement

The stages covered in this chapter are based on common sense and incorporate elements from the other IT methods already covered in this module.  The stages are based on the procurement of  a reasonably simple or low complexity computer system.  However,  such an approach may not always be appropriate and may be tailored for the procurement of larger,  more complex systems.

Three approaches may be encountered,  i.  e.

· for the procurement of  simple systems (stages as described above);

· for average complexity systems; and

· for high complexity systems.

The most likely route for most IT procurement will be the medium complexity one.  This route is used for procurements involving moderate technical and implementation risks.  When the procurement is assessed as being relatively simple,  e.g. the purchase of standard hardware or software products,  the shorter and cheaper low complexity route would be more appropriate.

The approach for low complexity systems will obviously be simpler and cost less to implement and vice versa.  The procurement route selected will have an impact on the time taken to go through each stage and the resources required to carry out the procurement.

For high risk procurements,  e.g. those involving the procurement of bespoke software or those involving business process re-engineering,  the high complexity procurement route would be most appropriate.

A purchaser should bear in mind that the costs and effort put into procurement should be in proportion to the risks and value of the project,  and the costs should not outweigh planned benefits

Since the complexity of a computer system will have an impact on the procurement process it will be necessary to identify factors which would influence this categorisation.  Whoever is in charge of the procurement process should exercise their knowledge,  experience and common sense when assessing whether a procurement is low,  medium or high complexity.  Obviously the right person should be appointed to make this decision.

The choice of procurement approach will be influenced by the perceived implementation risk.  E.g. there the system is vital to the continuing survival of the business,  or  where others have experienced significant problems when procuring similar systems.  Where there is a high implementation risk,  more resources will be used in  the procurement process.

The time available before a fully operational system is required will affect the purchaser’s decision on which procurement route to take.  The lower complexity route takes less time,  and visa versa.  If a system has to be installed within a short time period there may not be time to go through the whole complex procurement process in depth.  However as an alternative,  procurers may consider the possibility of  phased system implementation.

6.4 Examples of procurement complexity

6.4.1 Low complexity

· Procurement of standard,  off-the-shelf  hardware or software.

· Procurement of  personal computers,  mini-computers or telephone exchanges.

· Procurement of standard upgrades to personal computers,  mini-computers,  mainframes or the IT infrastructure (e.g. simple networks).

· Procurement of standard application packages for personal computers and mini-computers where requirements are established,  precisely defined and relatively simple.

6.4.2 Medium complexity

· Systems which involve the purchase of standard hardware and software.

· Systems which predominantly involve the purchase of standard hardware and software,  yet have a small element of bespoke development,  e.g. the development of an interface between two standard,  off-the-shelf packages.

· Networks and multi-user with <10 workstations.

· Repeated procurement of high complexity systems.

6.4.3 High Complexity

· Systems which impact on all parts of an organisation,  e.g. time recording,  office automation,  and large infrastructure projects.

· Systems which have a significant element of bespoke development.

6.5 Medium complexity procurement

The medium complexity route is similar to low complexity procurement route as described in the previous section.  The approach is basically the same as that adopted when procuring a low complexity system,  except that an additional stage is added,  i.e. the statement of requirements / mini-proposal stage.

This additional stage aims to create a short-list of potential suppliers at an early stage.  It involves the preparation and issue of an initial statement of requirements which are more business orientated than a full statement of requirements,  i.e. they specify more of what the purchaser wants and  less of how the products or services should be delivered.

The introduction of this additional stage should reduce the entry costs for potential suppliers,  since it  costs less to put together a mini-proposal than a full proposal.  The initial statement of requirements should lead to increased competition and encourage more innovative approaches to solving the specified business problems.

Since it takes less time to evaluate a supplier’s response to a mini-proposal,  the purchaser should also benefit from being able to reduce the time wasted evaluating proposals which have no hope of winning the final contract.

The additional stage requires the issue of a statement of requirements (SOR) at an early stage.  This results in the purchaser bringing forward the production of the SOR to an earlier point in the procurement cycle.  The project timescales should benefit from starting the procurement process earlier.

The indicative prices in the mini-proposals submitted by suppliers will allow management to refine and increase the accuracy of the costs in the business case.  Hence a more accurate assessment of  future resource requirements can be made before full tenders are invited.

Once all the mini-proposals have been received they are evaluated.  The business case is then updated to include the more accurate cost estimates.  Once updated,  the business case is presented to management for approval.

Once approval is given,  the full proposal process begins  with the issue of a full operational requirement to a list of selected suppliers.  The suppliers respond to the full operational requirement by submitting full proposals.  As before,  the full proposals are evaluated against a pre-prepared evaluation model.  This then leads to the creation of a second supplier shortlist.

Draft contracts are  negotiated in parallel with technical discussions and product or service demonstrations.  Once the draft contracts have been finalised,  final bids are invited.  These are evaluated and the contract awarded.

6.6 High complexity procurement

The high complexity procurement route is used for the procurement of  large or risky procurements such as major application development jobs. The high complexity procurement route is similar to medium complexity approach,  i.e. it  incorporates the mini-proposal and full proposal stages.  The only major difference is the inclusion of one additional stage,  the system procurement study (SPS).

A SPS is a funded study,  carried out by the suppliers,  to investigate and develop aspects of their proposed solutions.  The suppliers carry out some research and development work on their proposals to confirm and prove to the purchaser that their proposed solutions are viable.  This additional stage reduces the risk involved in implementing an experimental or unproven system.

High complexity procurements may require several SPSs to be carried out by different suppliers in parallel.

Several suppliers may have made it through to the SPS stage and each may be asked to carry out their own study.  The SPS stage takes place after suppliers have submitted their full proposals.  The purchaser evaluates the full proposals and prepares a shortlist of suppliers.  Those organisations on the shortlist are then invited to carry out a SPS.

Technical discussions,  demonstrations,  reference site  visits and draft contracts negotiation are conducted in parallel with the SPS.  After completion of SPS,  the results are assessed and draft contracts can be finalised.  Final contracts take account of the products produced by the SPS.  Best and final offers are then invited,  assessed against a pre-prepared evaluation model and the  contract awarded to the supplier offering the best option in terms of cost,  product quality and lead time.  Once the system is installed it is tested against the acceptance criteria specified in the contract.

As with the low and medium complexity routes,  a project evaluation review is carried out a few months later.  After 12-18 months,  a post implementation review is conducted to see if the system has delivered planned business benefits

6.7 Summary

Procurement methods should be based on common sense

Basically the client (procurer) should:

· know what they want;

· specify what they want;

· ask suppliers to bid for the contract;

· evaluate bids against what the procurer wants;  and

· award the contract to the supplier which offers the best value for money.

The depth and detail should be based on the complexity of the procurement

· The procurer should tailor the approach to meet local requirements.

· Larger complex procurements are more likely to go wrong ,  and therefore should be subject to increased control.  Hence,  the additional stages to go through in medium and high complexity procurement routes.

Assessments should be based on consistent (fair) criteria

· The procurer should determine an evaluation model in advance and evaluate all bids fairly and consistently against the model.

Decisions should be documented

· Decisions should be documented.

· An audit trail detailing the procurement actions and decisions should be kept.

7 Quality management

7.1 Quality management principles

7.1.1 Introduction

Quality is not about precision,  excellence or high specification.  It’s about meeting customer requirements by delivering what is wanted,  when it is wanted,  every time.  Providing that it meets the customer’s expectations, a Lada may compete favourably with a Rolls Royce

Organisations are increasingly resorting to “quality systems” to give them a competitive edge by improving the quality of the products or services they offer their customers.  Purchasers are also becoming increasingly aware of the cost of inspecting purchased products,  and are seeking suppliers with their own quality systems.

Competition and business pressure are forcing both purchasers and suppliers to look critically at waste, which is what quality systems seek to reduce.

7.1.2 Definition of quality

There are many definitions of quality,  most of which rely on subjective judgements that can only be made following the completion of a product or the delivery of a service.

“Conformance with specification” is one possibility; but this is not necessarily the same as “conformance to requirement”.  A specification’s author may be confident that he has covered every requirement effectively only to find that the finished product or service was not what the customer needed.  This problem of uniting a specification with its users’ true requirements is common in the procurement and development of IT systems,  where quality often has more to do with getting the right requirement,  than with getting the requirement right.

The definition of quality that is widely used in quality assurance circles is.  .  .  .  .

the totality of features and characteristics of a product or service which bear on its ability to satisfy a stated or implied need.

Notice that this definition concentrates on satisfying ‘need’,  whether stated or implied.  This definition is often simplified to “fitness for purpose”,  although it might be argued that this dilutes the message to an unacceptable level.

7.1.3 What is quality management?

Quality management is a systematic way of ensuring that all activities take place as planned.  It has two components; what the organisation should do,  and how it should do it.

Quality management is a long term and holistic approach to people and systems which links into the whole business strategy.

An organisation must understand who its customers are,  and the nature of its products and services,  if it is to deliver quality outputs consistently.  This understanding must cascade down the entire organisation so that all staff can relate what they do to internal and external customer requirements.

Feedback is another essential ingredient of quality management.  Customer satisfaction must be measured and plans for cost-effective improvement formulated,  monitored and regularly reviewed.

This simple philosophy implies that the search for quality is never-ending; that the organisation must be prepared to improve and optimise value for money,  and that staff need to build and improve links with their customers.  Quality is achieved through a committed and motivated work-force supported by an enabling management framework,  the “Quality Management System”.

7.1.4 Quality policy

A quality policy is a written statement of top management’s commitment to quality within the organisation.  It translates top management’s quality philosophy into core management principles by addressing such topics as:

· relationships with customers,  both internal and external;

· customer satisfaction and care;

· quality of services and products;

· quantitative aspects of services and products;

· continuing improvement;

· responsibilities for quality;

· planning,  control and analysis of performance;

· commitment to quality.

A good policy should be brief,  achievable and measurable; for example.  .  .  .  .  .

The department will provide competitive products and services which fully meet the agreed requirements of our internal and external clients.  Products and services will be delivered.  .  .  .  .  .

- to specification,  first time

- on time,  every time

All staff are personally responsible for the quality of their own work and work done under their supervision; for understanding how this policy affects their role in the department,  and for achieving the policy’s aims.

Line managers are responsible for controlling the quality of all work done under their management.

All work will be to appropriate standards and will thereby comply with the department’s quality management system.

The quality management system will:

- satisfy the quality policy

- add value to the business

- comply with the requirements of ISO 9001.

An example of a quality policy for an IT project is at Annex 9.

7.1.5 Quality Management System

Before a Quality Policy can be activated,  it is first necessary to have an effective delivery structure in place.  This is referred to as a Quality Management System (QMS).

A QMS is the organisational structure, responsibilities, procedures, processes and resources for implementing quality management.

To succeed,  a QMS must be an integral part of the organisational structure.  It must define the quality organisation (responsibilities and authorities),  and the procedures and processes involved; and,  there must be adequate resources to manage it.

Within the context of IT,  a QMS must fit in with corporate objectives and have the support of top management,  both within and outside of IT.  Everyone should understand its purpose.  In essence a QMS must:

·  reflect what is actually done,  not what people think or would like to be done

· help people to do their jobs

· have top management commitment

· be recorded - documentation should be brief,  simple and controlled

· have the confidence of its users

· be auditable (the system,  that is,  not the people)

· link with other sections,  departments,  organisations

· move on and improve.

Cost and profit are important elements in the quality equation,  and an effective QMS will improve profitability.  UK government statistics show that the cost of implementing a QMS are generally recovered in 2 to 3 years.  But quality is not just about installing a QMS and making people use it.  .  .  .  .  .  .  .  .  .  .

quality is about establishing a ‘culture’,  an attitude of mind.

7.1.6 Quality Manual

A “Quality Manual” underpins the implementation and maintenance of the QMS.  It provides definitive information:

· on the organisation’s quality policies and procedures together with an explanation of the underlying quality philosophy;

· for quality management training purposes;

· for management decision-making on issues that affect quality;

· to demonstrate an organisation’s (or department’s) quality policies and procedures to external customers and suppliers and,  if the organisation’s quality systems are certified,  to the inspecting body’s assessors .

Once written the Quality Manual must not gather dust.  It should be reviewed and improved in the light of innovation and experience, and the never-ending search for better quality.

7.1.7 The Quality Department

The Quality Department is a permanent group that is set up to be the organisation’s focal point on all quality issues,  and as such is a service rather than a profit centre.  Its primary goal is to integrate quality into every business function.

The Quality Department is not,  of course,  solely responsible for quality; line management and their staff actually deliver quality products and services to customers.  Rather,  the Quality Department’s main objectives are to:

· gauge the satisfaction of internal and external customers;

· identify quality deficiencies in all business functions;

· reduce the cost of quality through investment in prevention;

· maintain the QMS.

The location of the Quality Department in the management structure needs to be considered carefully to avoid conflict of interests that might result if they are part of line management.

7.1.8 Quality standards

Customers need to be confident that their suppliers have built quality into their organisations.  The way for a supplier to demonstrate this is to be able to prove that their organisation conforms to a recognised standard.  It is for this reason that there has recently been an upsurge of interest in quality standards,  particularly the international quality standard ISO 9001.

ISO 9001 is the international standard for quality systems and is issued under the authority of the Internal Organisation for Standardisation (ISO).  It applies to quality assurance in design / development,  production,  installation and servicing.

There are two standards that are closely related to ISO 9001:

· ISO 9002: covering production and installation,  but excluding design and development;

· ISO 9003: covering only final inspection and test.

In an IT environment these two standards,  which are in fact subsets of the main ISO 9001 standard,  may be relevant to such activities as outsourcing and facilities management.

Two standards relate to the interpretation and application of ISO 9001.  These are:

· ISO 9000: Quality systems - guide to selection and use;

· ISO 9004: Guide to quality management and quality system controls.

A further document (which is actually a part of ISO 9000) that relates specifically to IT is ISO 9000-3.  This provides guidance on the application of ISO 9001 to situations in which a contract requires a supplier to demonstrate a capability to develop,  supply and maintain software,  and suggests controls and methods for producing software which meets a purchaser’s requirements.  The approach is primarily one of preventing non-conformity at all stages,  from development through to maintenance.  It applies particularly to situations where:

· the contract specifically requires design effort and the product requirements are stated principally in performance terms,  or they need to be established;

· confidence in the product can be attained by the adequate demonstration of a certain supplier’s capability in development,  supply and maintenance.

The quality definitions contained in ISO 9001 are listed at Annex 10.

7.1.9 Certification

A quality certificate is a formal confirmation that an organisation’s activities conform to ISO 9001,  thereby giving a customer confidence in the effectiveness of a supplier’s quality systems.  The certificate is awarded following a satisfactory quality audit.  Although anyone can carry out a quality audit, a certificate that is awarded by a body that has not been recognised as competent is of little or no value.

Accreditation is the process whereby formal recognition of competence to carry out quality audits is given to a certification body.  In the U. K., accreditation is vested in the President of the Board of Trade.

7.1.10 The cost of quality

In 1988 a study commissioned by the U.  K.  Department of Trade and Industry concluded that U.  K.  users and suppliers suffered software failure costs that exceeded £500M per year,  and that poor quality accounted for between 15% and 40% of an IT department’s operating costs.  The direct losses included costs for correcting software errors,  time overruns and unnecessarily high maintenance.  The authors of the report were unable to quantify the “substantial” associated indirect costs.

Failure to deliver customer requirements results in additional expenditure to correct deficiencies.  When seen in this light,  quality initiatives can be self-financing and has led to the assertion that “quality is free” (Crosby).  The concept behind these quotes is that the cost of poor quality can at least be reduced,  if not eliminated entirely.  The savings in resources that result can then be invested in higher productivity,  greater efficiency and economy.

Although quality can pay for itself some investment is necessary.  However,  quality costing must not be done as an ad hoc exercise solely to justify the initial investment.  The need to balance  investment in quality against the expected benefit is a fundamental and continuing aspect of cost-effective quality management.

Essentially quality costs fall under three broad headings,  prevention (5% in U.  K.  ),  appraisal (20% in U.  K.  ) and scrap or failure (75% in U.  K.  ) Installing an effective QMS will reduce scrap and testing costs,  but prevention costs will rise.  If the QMS is successful,  the rewards can be significant; however,  the organisation will not know what the rewards are unless they are able to measure the cost of quality.  Examples of cost components of quality are listed at Annex 11.

An increased awareness of the cost of quality failure leads:

· first,  to an increase in the appraisal of service quality;

· then,  to an increase in spending on prevention,  as appraisal and investigation identify areas where improvements can be made;

· and finally,  to a reduction in quality-related costs as improvements and preventive action take effect and prevention,  appraisal and failure costs start to reduce.

7.2 Quality in IT projects

Nowadays many IT providers have to compete for business and must economically provide quality products and services to be competitive.  The application of procedures within a QMS can significantly reduce failure costs and contribute to effectiveness,  economy and efficiency.

Equally,  government departments as customers for IT need to be sure that they are obtaining value for money and limiting risk by choosing internal and external suppliers who are committed to providing quality products and services.  It is in the public interest that internal and external suppliers are able to:

· provide low risk,  high quality IT support for their customer’s business operations;

· provide value for money for their customers.

7.2.1 Quality Assurance

ISO 9000 defines quality assurance (QA) as.  .  .  .  .  .

all those planned and systematic actions necessary to provide adequate confidence that a product or service will satisfy given requirements for quality.

In terms of IT project management,  quality assurance is a permanent function that is external to the project itself.  Although top management are responsible for the organisation’s quality policy,  responsibility for implementing it within the organisation,  via appropriate quality assurance methods and mechanisms,  rests with the Quality Department.

QA within individual IT projects is concerned with project control.  An essential part of the quality management process is to plan for quality,  and to monitor projects periodically to ensure that controls,  standards and procedures are being followed and are proving effective in the light of project experience.  Whereas the responsibility for implementing appropriate quality procedures rests with the Quality Department and project team,  monitoring compliance and effectiveness is an audit role.

7.2.2  Quality Plans

One of the support mechanisms that helps to ensure a continuing commitment to quality at the project level is the production of a “Quality Plan” for each IT project.

A Quality Plan is a statement of intent that can be used subsequently as a basis for quality reviews and audits.  To be complete,  it must include procedures for quality assurance and quality control that ensure that the products that are produced during the project meet customer requirements.  Top management (e.g. the organisation’s IT Steering Committee) and the whole project team (i.e. Project Board,  project manager,  and the various project teams) must be fully committed to the Quality Plan if it is to be effective; remember,  that quality is about establishing a culture,  an attitude of mind.

The Quality Plan is produced during project initiation and prior to IT development work commencing.  It is drawn up by the project manager with the assistance of other project team members,  such as representatives of the IT branch,  the user department(s),  and the organisation’s Quality Department.  After the Quality Plan has been agreed by the Quality Department and the Project Board,  all members of the project should become conversant with at least those parts of it that directly affect them.

A generic model of an IT project quality plan  is at Annex 12.  A fully developed quality plan can be a lengthy document.

7.2.3 Quality Control

ISO 9000 defines quality control as.  .  .  .  .

.  .  .  .  the operational techniques and activities that are used to fulfil requirements for quality.

Quality control within IT projects refers to activities that are concerned with ensuring that a product meets its requirements before it is released for use.  The word “requirements” is important because it shifts emphasis away from “conformance with specification”,  a definition that can - and often does - lead to conflict between the user and developer.  The quality guru,  Deming,  says that.  .  .  .  .  .  .

.  .  .  .  specifications don’t tell you what you need.  A supplier does not know from your specification what you need.  He has to find out how you are going to use the stuff.

It is also interesting to note that ISO 9000 states that one of the objectives with regard to quality is.  .  .  .

“.  .  .  .  .  achieve and sustain the quality of the product or service produced so as to meet continually the purchaser’s stated or implied needs” (my underline)
Quality control mechanisms within IT projects include desk checking, formal and informal reviews,  walk-throughs,  testing and inspections.

Because quality control is concerned with the quality of individual products that are developed within the project,  it becomes the responsibility of the project team to undertake effective quality control of their own work.  The operation of project control mechanisms should,  however,  be overseen by an external team from the Quality Department or,  preferably,  by Internal Audit.

7.2.3.1 Software Metrics

In 1889 the British physicist,  Kelvin,  said.  .  .  .  .  .

“.  .  .  .  .  when you can measure what you are talking about and express it in numbers,  you know something about it; but when you cannot measure it,  when you cannot express it in numbers,  your knowledge is of a meagre and unsatisfactory kind”.

In non-software engineering,  measurement of process and product is recognised as the only way to assess performance objectively and,  from there,  to introduce improvements.  Such measurements,  if accurately recorded,  carefully considered and acted upon,  should lead to tangible improvements,  such as:

· reduced life-cycle costs

· increased control

· reduced risks

· increased productivity

· improved reliability,  and

· easier maintenance.

Other less tangible benefits that accrue are satisfied customers,  improved top management confidence and greater job satisfaction for those involved.

Many organisations already collect performance data during software development which could be used to improve the development process.  For example,  actual costs could be fed back into the cost estimating process; counts of errors against the time spent at quality control meetings might help to optimise effort by identifying areas where quality control might be increased or reduced.

However,  implementing a “metrics programme” is an area fraught with problems and programmes are often abandoned for a variety of reasons.  Although much performance data is relatively easy to collect,  its collection requires persistence.  Data that is collected during the first ‘n’ months are unlikely to yield benefits because there is nothing to compare the figures against; the programme is sometimes abandoned as a result.  The collection of performance data also requires resources and,  to maximise the benefits from its analysis,  a datum point is needed against which actual performance can be compared.  In the field of software development lines of code and function points are often used for this purpose.

If possible,  measurements should be carried out by someone who is external to the project,  for example the organisation’s Quality Department or Project Support Office,  or perhaps a specialist metrics teams.  External people help to maintain objectivity and consistency,  but the project teams should understand what is being measured,  and why.

It should be remembered that .  .  .  .  .  .  .  .  .

numbers do not solve problems.  They need to be interpreted and action then taken on the outcome.

7.2.3.2 Fagan inspections

Formal inspections are one method for gathering data to support a metrics programme.

An inspection is a rigorous examination of an item,  the purpose of which is to find defects and omissions while correction is still cheap ( i.e. early in the process).

The Fagan technique was developed by Michael E Fagan of IBM in 1977.  It carries forward earlier ideas on statistical process control and statistical quality control.  The method was originally used solely to inspect software code,  but it was later shown (primarily by Carolyn Jones of IBM) that any document was able to be inspected in this way.

Fagan inspections can be used to ensure that all project documentation is clear,  self-explanatory,  unambiguous and consistent with documentation in the same project and with the higher level goals of the organisation.  Although they are very formal and bureaucratic - a characteristic that can cause people to react against them - Fagan inspections can be highly effective; indeed,  the Butler-Cox Foundation concluded that Fagan was the only technique that yielded consistently high productivity and low error rates.

There are several schools of thought on the precise way to implement Fagan procedures,  and organisations sometimes refine the model to suit their particular needs.  However,  a fundamental requirement is the database.  This provides precise information,  the analysis of which enables effective management action to be taken in problem areas.  It might contain,  for example:

· type of defect (logic,  standards violation,  design error,  etc.)

· severity of defect (super,  major,  minor);

· cause of defect (missing,  wrong,  extra)

· percentage of each of the above against page / time taken / organisation norm.

The key features of a Fagan Inspection are summarised at Annex 13.

7.2.3.3 Testing software for operational use

Reasons for testing computer systems

Operational testing is a further aspect of quality control.  Computer systems are tested to prove that they perform to the satisfaction of the various interested parties.  This always includes the developers and immediate users,  but may also include the System Owners and Administrator,  technical support staff,  the security team,  auditors and any other stake-holders in the system.

A major objective of the testing process is to ensure that the system that is delivered meets its quality criteria; that is,  it performs all its intended functions,  is reliable and easy to maintain,  and is usable.  The reliability of the system is clearly inversely proportional to the number,  frequency and severity of defects.  A system is usable if it can be operated by those for whom it is intended,  and its performance is acceptable.

In order to confirm that quality is acceptable,  it is necessary to test the system and to:

· verify that all required functions are performed satisfactorily;

· verify that it can be used by those for whom it is intended and that it meets its performance requirements;

· find and remove any defects that are present.

The requirement to demonstrate that a system is reliable implies that it should be tested,  not to demonstrate  that it works,  but to find as many defects as possible.  This approach assumes that some defects are present,  which is invariably the case.

Once found,  a defect might be corrected if this is considered desirable against the background of its severity and other calls on the project’s limited resources.  Where a defect is corrected it will be necessary to consider re-testing the system to ensure that the defect has indeed been corrected,  and that no more defects have been introduced in the process (this is known as “regression” testing).

Definition of testing
With this requirement in mind,  testing is defined as the process of exercising the system and its parts with the intention of finding defects.  A defect is present if the system:

· does not do what it is supposed to do;

· does what it is not supposed to do;

· is not operable by the staff for whom it is intended.

Testing should be regarded as successful if defects are detected.  Not all testing need be computer-based; as previously discussed,  properly conducted inspections can be a highly effective means of discovering defects in specifications,  designs and computer code,  and at a time when defects are much cheaper to correct than they are at the operational testing stage when problem diagnosis may itself add considerably to the cost of correction.  And because systems comprise hardware,  software and people,  it is important to ensure that testing includes all the manual procedures that lead to and from,  and interface with,  the computer system.

Levels of testing
The various levels of testing that need to be considered during an IT development - although not necessarily a procurement - project are unit (or module),  integration and system testing; and user acceptance testing.  With the acceptance of user acceptance testing,  all levels of testing are undertaken by the developers.  User acceptance testing ought to be carried out by the system’s eventual users; this includes all those who will use the live system,  and also the System Administrator,  computer and network operators,  and Help Desk personnel.

Unit testing:

testing an individual program module in an isolated environment before combining it with other modules to form a program.  The object is to determine that the unit of code is capable of accepting specific input and producing exactly the right outputs; in other words,  that it does its job.  Although unit testing should,  in the first instance,  be carried out by the programmer,  it should be confirmed  independently (e.g. the Team Leader).

Integration testing:
the process of adding new programs to an evolving system and attempting to find:

· errors in the interfaces between programs (sometimes called “link” testing);

· discrepancies between the program functions performed,  and those specified;

· whether any unspecified functions are present.

System testing:
testing the complete application system,  or major parts of it,  to ensure that the specified system objectives have been met; for example,  the standards,  performance and security objectives defined for the system.

User Acceptance Testing
User Acceptance Testing is the complete comparison of the system with the User Requirements Specification.  It is undertaken by the system’s intended users to satisfy them that the system:

· performs to their satisfaction;

· will be operable in its destination environment;

· meets the conditions of the contract.

The best way for users to test the system for acceptance is to devise test cases which attempt to demonstrate that the system does not meet its specification; if these tests are unsuccessful the system is formally accepted by the System Owner.

Types of Acceptance Testing

System and acceptance testing consist of a number of distinct types of test each of which is designed to verify a different aspect of system quality.  The principal types of test are:

Function testing:

attempts to find discrepancies between the functions performed and those specified.

Facility testing:

should not be confused with function testing,  where specified functions are individually tested.  Facility testing applies to situations where the User Requirements Specification states ‘what’ is to be achieved by the system,  rather than ‘how’,  and confirms that objectives are met.

Volume testing:

the system is subjected to heavy volumes of data to confirms that it can handle the required workload in a satisfactory manner.

Stress testing:

the system is over-loaded with transactions and / or users to determine whether it reacts in an acceptable manner; for example,  whether it queues the work,  freezes,  fails,  or behaves in an entirely unpredictable manner,  etc. Stress testing should not be confused with volume testing; a heavy stress is a peak volume of data that is encountered over a short span of time.

Usability testing:

attempts to find human factor or usability problems.

Security testing:

sometimes referred to as “penetration testing”,  is the process of attempting to devise test cases that subvert the system’s security and control checks.

Performance testing:

attempts to demonstrate that the system’s responsiveness to the user does not satisfy its performance objectives (e.g. the time taken to progress to the next screen,  for different types of transaction under different conditions of load).

Recovery and restart testing:

tests the ability of the system to recover from programming,  data and hardware errors.  The objectives of the recovery and restart tests is to demonstrate that these functions do not work correctly.

Documentation testing:

tests whether user documentation accurately reflects the workings of the system.  In addition to non-computer based reviews of its accuracy and clarity,  system documentation should be used as a basis for preparing the other tests referred to above.

7.2.3.4 Quality in procurement

Quality is often regarded as a function that is tied to a manufacturing or design process,  and its importance in the production of procurement documents is sometimes overlooked.  Yet attention to quality in this area can pay high dividends.

Quality problems in procurement can easily arise; for example,  from conflicting or incomplete sets of information,  and use of the wrong standards,  forms and procedures.  Such problems result in waste - in wasted time,  wasted effort and,  perhaps,  wasted investment,  and the position is exacerbated by irritation and frustration on the part of the customer,  and lower morale in the work-force.

Specifications

All IT projects involve the development of one or more written specifications.  Depending on its purpose,  a specification might be a lengthy and highly detailed document or a short,  high level statement of business requirements.

A specification and its supporting contractual documents describe the relationship between a purchaser and a supplier.  The specification describes what the purchaser wants from the supplier and is therefore the channel for the communication of information between them.  The purchaser needs to communicate with the supplier in order to obtain products or services to the required standard and at the best price,  and the specification is the means of doing this.  If communications are inadequate,  the resulting product or service is also likely to be inadequate.

It therefore follows that the quality of a specification - whether it adequately conveys the customer’s true requirements - is a key ingredient in the ultimate success of the project.  From the supplier’s point of view it should be easy to understand and respond to; he will also need to assess (and manage) contract risks to ensure that he can make a profit.  The purchaser will benefit from a specification that is:

· simple - if its simple,  its clear,  and less questions are likely to arise;

· functional where possible - it states requirements,  but not specific solutions to them;

· measurable - the specification should identify deliverables in such a way that compliance can be verified (e.g. the system shall support a load of 2000 transactions a minute);

· free from ambiguity - avoids misunderstandings by having only one meaning;

· sensibly structured - a supplier can take it apart and give it to sub-contractors.

Quality assurance is all the planned and systematic actions that are necessary to provide adequate confidence that a product or service will satisfy given requirements for quality.  In the context of a specification QA will need to address:

· reviews for completeness and coverage;

· the control of changes and re-issues;

· the judicious use of controlled and uncontrolled documents;

· assigning responsibility for signing off documents;

· vetting and approving suppliers.

A common method for introducing quality into the procurement process is to issue standard information which can be used to construct procurement documents.  The procurement group produce standard paragraphs,  terms and conditions,  etc. These are stored on a database and their updating is controlled.  When a specification,  invitation to tender,  or set of terms and conditions is required,  the standard conditions are copied from the database and provide the foundations for the required document.  The use of standard components in this way helps to ensure completeness and accuracy,  while use of a central database ensures that components that are copied from it always reflect the latest changes.  The result is improved quality.

Quality in suppliers and contractors

Where external suppliers and contractors are involved in a project,  the organisation’s aim should be to establish common levels of quality.  Meeting quality goals needs to become a joint effort.  Co-operation for quality not only makes sense,  but is essential.

In organisations where there is significant external procurement activity,  quality will be enhanced if all suppliers are approved and graded accordingly.  Suppliers of critical items should require the highest rating,  their quality policy and systems will need to be scrutinised,  and  their detailed procedures should be checked for relevance,  adherence and evidence that they are regularly audited.  In essence the supplier’s attitude to quality should be tested,  from top management to the shop floor.

Where work is being undertaken away from the normal working environment (for example in the construction of a remote computer centre),  staff are removed from the normal office routines that control quality,  and it is easy to overlook adherence to quality procedures as a result.  Quality audits become more important; in particular:

· who controls designs,  standards,  specifications and other documents?

· how are they filed and stored?

· how are changes managed and new versions issued?

· how are sub-contractors assessed?

· are prescribed quality procedures being adhered to?

7.2.4 Benefiting from experience

Organisations invest in IT in order to benefit their businesses.  How can they assess whether their IT projects are well managed and that the business benefits they originally expected have in fact been delivered?

Organisations that are most successful in using IT to meet their business needs are those that learn from their mistakes.

There are important business benefits to be obtained by learning the lessons of experience,  both good and bad.  Among these benefits are the reduction of costs and risks in providing IT,  and in the enhanced quality of the systems that are delivered.  Project closure and post implementation reviews are basic elements in effective organisational learning.

7.2.4.1 Project closure review

All too often the lessons learned during the course of an IT project - the mistakes and the successes - are not presented to the people who need to know about them.  The drive is always to move on to the next project with the result that the major issues from the previous one stay in the mind of the project manager,  and vital information is lost.

Reviews are an integral part of managing projects,  and if properly conducted,  they will help to  ensure that the anticipated benefits are delivered.  Reviews should,  of course,  be carried out throughout the life of a project,  generally at the end of pre-defined stages but more often when serious problems arise.

The Project Closure Review concentrates on the success of the project in meeting its objectives.  It is conducted by the project manager and,  ideally,  should take place at or soon after project closure.  Material is brought together to produce a report on what went well and what went badly,  and if the project was a large one,  the views of other stake-holders in the project might also be included.

Essentially the report will:

· review the effectiveness of the approach to project management; and

· identify areas for improvement in future projects; and

· review the project deliverables - how well they met the agreed specification.

The Report,  together with an initial analysis of project performance against the original Business Case,  is presented to the organisation’s IT Steering Group who are best placed to identify and disseminate the lessons to be learned to both current and future projects.

7.2.4.2 Post Implementation Review

A Post Implementation review answers the questions “did we achieve what we set out to do in business terms? And if not,  what should be done?”

Much of what an IT project sets out to achieve will not become apparent until well after system implementation.  Teething problems are inevitable,  while the users,  system support staff,  and external service providers will need time to reach their optimum performance.  Some types of problems (“latent defects”) also take time to appear.

A further review,  the Post Implementation Review,  is therefore carried out between 6 to 12  months after system implementation,  unless there are special circumstances.  It is much broader in scope than the Project Closure Review and aims to measure the extent to which the objectives of the Business Case have been met and to make recommendations designed to optimise project benefits.  The Review does not examine the new system exclusively - its manner of use and supporting environment are also important - although this will form a major element.

The specific aims of a Post Implementation Review are to:

· evaluate the project team’s achievements against the original objectives set out in the Business Case;

· measure and compare actual system performance against that specified;

· compare actual incurred project costs against the original estimated costs,  and make revised cost projections;

· learn for the future in order to avoid repeating mistakes.

Preparation for the Post Implementation Review must begin during project initiation.  In order for achievement to be measured it is necessary to set targets and to collect appropriate data before,  during and after the project.  If this is not done there will be no performance data or and a datum line to measure it against.

If the review reveals that benefits are not being achieved to the extent originally planned,  it will be necessary to find out why this is so.  Can modifications be made to solve the problem,  or were the original projections based on unsound assumptions? Have the requirements of system users changed to a degree which renders the original objectives of the system less relevant than they were in the original proposal? These and similar questions should be asked by the review team to determine whether existing plans for the system require modification; or even,  in extreme cases,  whether the system should be abandoned for a completely different approach.  The prime objective should always be to understand how best to move forward from the current position,  rather then merely to understand the historical reasons for failure.

The report will be presented to top management who must then decide to:

· endorse continuation of the system;

· approve plans to modify the system;

· terminate the system and make arrangements for a new course of action.

7.2.5 Training

Training for personnel at all levels and in all functions within IT services is central to the achievement of quality. It should include specific training to performing particular tasks,  and general training to heighten quality awareness and to influence attitudes.  The IT Department should therefore develop procedures that enable it to:

· identify the skill,  knowledge and qualifications required to carry out tasks;

· determine the training needs of the individuals to be assigned to carry out those tasks;

· plan and carry out specific training (internally or externally);

· plan and carry out general quality awareness programmes;

· retain records of education,  qualifications,  skills,  training and experience which can be used to help to judge staff training requirements.

Particular attention should be paid to the selection and training of new personnel, and of personnel transferred to new assignments.

7.3 Audit considerations

The overall objective of a QMS audit is to determine whether:

· quality activities and related results comply with planned arrangements;

· planned arrangements are:

· implemented effectively; and are

· suitable for achieving objectives with regards to quality.

A full programme for testing conformance with ISO 9001 would be a large and complex document.  This is perhaps illustrated by the subject area headings that appear below,  and under which more detailed audit tests would need to be developed.

The auditor will need to consider how well the following issues are defined,  documented,  implemented,  maintained and reviewed for compliance and effectiveness:

· quality policy

· management responsibility and organisation with respect to quality

· the QMS (definition,  implementation,  effectiveness)

· contract review (capable of doing the job before embarked on?)

· design and development control (translation of customer requirements into technical specifications)

· document control (change control,  version control,  distribution)

· purchasing (purchased products conform to specified requirements)

· control of purchaser supplied products (verification,  storage and maintenance)

· product identification and tracking (configuration and change management,  audit trails)

· process control (ensuring the correct processes are conceived,  used,  monitored,  updated)

· inspection and testing (fitness for purpose of bought-in components)

· inspection,  measuring and test equipment (e.g. calibration,  maintenance and checking of test software)

· identifying and tracking inspection and test status

· control of non-conforming products (e.g. off-specification procedures)

· corrective action  (e.g. reporting,  recording,  analysing,  prioritising,  resolving problems)

· handling,  storage,  packaging and delivery (e.g. software control and distribution)

· establishing and maintaining quality records (i.e. that demonstrate achievement of quality and the effective operation of the QMS)

· internal quality audits (e.g. competence,  independence,  adequacy,  frequency)

· training (e.g. t-needs assessment,  maintenance of training records)

· servicing (in IT includes error correction,  changes and enhancements,  problem resolution)

· statistical techniques (e.g. quality metrics and their application to improve quality)

8 Capability Maturity Models

· Capability Maturity Model for Software (SW-CMM) is a framework that describes the key elements of an effective software process. The CMM describes an evolutionary improvement path from ad hoc, immature process to a mature disciplined process.
· This framework was given by Carnegie Mellon University of Pittsburgh, USA and was sponsored by the Department of Defense (DoD) of USA.
· The objective of CMU was to provide a model that is based on actual practices, reflects the best of the state of the practice, reflects the need of the individual performing software process improvement and software process assessments, is documented and is publicly available.
· The need for such best practices was felt because of reliance on software intensive systems to perform core missions. CMM is a logical framework for base lining an organizations’ current process capabilities (i.e strengths and weaknesses)

· Definition: CMM is an ordered collection of practices (processes) for the acquisition, development or maintenance of (software – intensive) systems. It is ordered by Key Process Areas.

· It defines the stages through which organizations evolve as they improve their acquisition and implementation processes. It also identifies key priorities, goals and activities on the road to improving an organizations’ capability to do its job. It is intended to be independent of the application domain and any specific technology. It also applies to the acquisition of in-house software development

· Why focus on process?

Everyone realises the importance of having a motivated, quality work force, but … even our finest people can’t perform at their best when the process is not understood or operating at its best.

· Maturity levels

A maturity level is a well defined evolutionary plateau on the path to becoming a mature software acquisition / development organization.

There are five maturity levels in CMM.

Maturity levels may not be skipped. Each level is a layer in the foundation for continuous process improvement.

· Key Process Areas

Key Process Areas (KPAs) are a cluster of related practices performed collectively to achieve a set of goals. Each maturity level in CMM is composed of several Key Process Areas.
They are the major building blocks in establishing the process capability of an organization.

Each KPA has been defined to reside at a given maturity level.

There are 16 KPAs in the CMM.  

· Application of CMM in IT Audit: CMM can be adopted to a certain extent in Indian auditee organizations for software process assessments, in which a trained team of IT Auditors determine the state of the organizations’ current software process and reports the high priority software process related issues facing an organization. USA GAO case studies are available in IT Audit wing regarding use of CMM model for IT Audit of US Customs Department.

Annex 1: Example strategy statement

Department of Overseas Trade
The Department of Overseas Trade’s Senior Management Board has approved an IS Strategy to meet the Department’s requirements.  This Statement explains how the Strategy will support the Department’s business aims and objectives and assesses its implications.

Why does the Department need an IS Strategy?
The Department has a poor record in IT.  It lags behind other government departments,  and has been criticised for its lack of strategic approach.  Staff lack the tools to help them to work more efficiently,  while existing systems are often incompatible and are not always available to those who need to use them.

Although the Department’s communications network has served it well,  it is outdated,  disjointed and relies on slow labour-intensive methods.  Fast,  reliable communications are important to the effective conduct of UK policy on overseas trade.

The Department therefore needs to create an IT and communications infrastructure which takes full advantage of future advances in technology and which will meet the challenges of the 21st century.  The immediate aim is to provide the tools for staff to cope with an increasing workload within existing resources.  The Strategy also aims to increase effectiveness,  reduce costs where possible,  and improve services;  overall,  to obtain the optimum value for money from IT.

The Department’s role and objectives

The Department advises HM Government on the formulation of policy on overseas trade,  and implements it.  The Department’s main objective is to increase the value of foreign earnings from the exports of goods and services.

In recent years the Department has coped with an increasing workload with static or reduced budgets and staffing levels,  and there is a shortage of management skills.  The trends in Government have increased pressure on the Department to reassess resources and improve value for money.

Fast-moving developments in international trade have placed additional demands on the Department without reducing traditional tasks.  Pressure on overseas offices continues to rise,  particularly those serving Eastern Europe,  the EEC and the Middle East.  As the Government remains committed to expanding UK exports,  the Department’s work will continue to increase.  However,  services will have to be curtailed,  or offices closed,  if ways of absorbing increased costs and workloads cannot be found.  The Department must be alive to opportunities to achieve more with the same resources,  to increase the effectiveness of its role,  to reduce costs,  and overall,  to improve value for money.

A strategic approach to information systems planning will ensure that the right priority is accorded to meeting key business needs and bring maximum benefit to the organisation as a whole.

The Department’s business areas and their needs

For the purpose of the strategy study,  the Department was divided into the following business areas:

· policy (UK policy on foreign trade,  economic affairs,  overseas credits);

· defence systems (sales,  maintenance and research);

· commercial (other industrial goods and services);

· publicity;

· management services;

· legal department.

A detailed analysis of the information systems requirements revealed the following common needs:

· access to collated information (fast and accurate access to documents in current or recent use);

· text processing facilities (individual word processing);

· exchange of information between the Department’s divisions;

· exchange of information with overseas offices;

· exchange of information with other government departments;

· management Information Systems (corporate and divisional systems for gathering,  collating and distributing information);

· budget management.

Main recommendations of the Strategy Study

The Study’s main recommendations are as follows:

· the provision of Uniplex Office Automation on UNIX-based multi-user computer systems,  with priority for the busiest policy-making departments;

· the hardware to be compatible where necessary with case management software with its registry,  indexing and full text retrieval facilities;

· introduction of an electronic mail network to link the Department’s computer systems;  to be extended later to link with other government departments and overseas offices;

· early definition of special needs in critical areas,  such as the development of a corporate management information system.  Requirements to be met where possible by adding applications software to the department’s standard hardware platforms;

· upgrading telecommunications,  with more rapid transmissions based on the public telephone system and satellite communications as back-up;

· introduction of a rapid text transmission service in the ITA5 format (i.e. able to carry lower case characters,  underlining,  etc. );

· new message handling arrangements compatible with modern high speed communications and based on internationally agreed electronic messaging standards.

Matching systems to requirements

To achieve an early return from the installation of new information systems without risk of failure,  they should be simple and standardised as far as possible,  making them easier to install,  maintain and use.

Multi-user systems will be based on work groups (i.e. users with common data access requirements).  A work group will normally be a division or group of divisions in the UK,  or an overseas office.  Within a workgroup,  all users can exchange information directly by electronic mail.

The Department’s chosen operating system conforms with the Government’s POSIX standard.  Uniplex Office Automation software is to be an integrated package comprising word processing,  spreadsheet,  local database,  electronic mail and other facilities.  It meets the needs for access to collated information,  word processing,  and exchange of information within departments.  Its spreadsheet facilities can also provide simple budget management tools.  When proven,  the CASE software will include Uniplex but also provides automatic indexing,  registry and document distribution.  Its fill text retrieval provides the ability to read documents electronically and more sophisticated database facilities than Uniplex alone.

An Electronic Mail network will firstly connect all the Department’s work groups.  When fully implemented,  it will enable the exchange of information between divisions,  with other government departments and eventually with overseas offices.

User requirements will be defined for all specific applications.  Special requirements will be met wherever possible by adding a software package to existing multi-user hardware platforms,  but in some cases dedicated systems will be required.  A very early priority is the development of a Corporate Management Information System,  based on the user requirement study currently being undertaken by Management Services.  This will encompass corporate financial,  personnel and other information essential to Management Services divisions for central planning and management of resources.  Some divisions will also require local MIS.  Work in this area will also meet the need for budget management tools where Uniplex spreadsheet facilities are inadequate.

Although greatest emphasis is placed on UK divisions,  essential work will continue on upgrading overseas communications.  Modern,  faster public telecommunications services will improve the exchange of information between the Department and its overseas offices,  preparing for the eventual integration of UK an overseas communications networks and for the introduction of new message handling arrangements.  The adoption of international standards such as X.400 and X.25 will bring benefits of error-free transmission and faster desk to desk electronic messaging.  High speed overseas communications will benefit the commercial areas where the fast transmission of accurate information is most important.  Using the ITA5 format will permit messages to be received and edited in their original form,  and will reduce the need to send text by costly and labour-intensive facsimile services.

Managing change
The successful introduction of information systems depends not only on adequate funding and skilled technical resources,  but also on strong organisation support and the flexible attitude of management and users.  The Department’s culture and methods of working will not change immediately.  Staff need IT tools to help them work more efficiently and effectively,  but to get the most out of new systems they must be properly trained and receive adequate support as they learn new working practices.

The Strategy proposes a number of organisational measures to ensure the successful implementation of its recommendations.

· development of the ‘work group’ system,  co-ordinating the work of teams in similar business areas;  accommodation planning should take this into account.  The work group registry system should be developed,  built around the local full text database.

· all clerical and secretarial support staff will need to have keyboard skills and be IT-literate;  this should be taken into account in recruitment policy.  Broadening the range of tasks at support grade level will make jobs in those grades more attractive and permit flexible deployment of staff.

· IT training must be built into career planning.  The Department will need to identify and train some senior ‘hybrid’ managers with a knowledge of IT.

· expansion of IT training programs,  to include compulsory IT Awareness and computer security training (pre- and post- installation),  and top-up training including to create ‘key users’ who will pass on knowledge within a work group.

· appointment of fully trained System Administrators.

· appointment of Business Liaison Officers within the IT Department for each of the Department’s business areas,  to help define system requirements and liaise with the IT provider.

· development of a systems maintenance and replacement policy.

· the development of an annual IT Department Management Plan,  with annual strategic reviews.

· the Strategy must be cost-justified to HM Treasury,  in the same way as individual projects.

· new procedures to prioritise projects,  project management techniques like PRINCE  to control risks and monitor the use of resources.

· documentation and monitoring of security policy to ensure minimum standards.

· introduction of corporate contingency planning,  and a review of back-up requirements for communications.

The way ahead

The Strategy Study sets out a program for implementing its recommendations in three ‘waves’ over the next five years.  Because work on developing the Strategy has been closely aligned with planning and policy in the IT Department,  some of these programs have already started.  For example,  15 UNIX / Uniplex multi-user systems are being installed,  and at least 25 more are planned for the next financial year.

Wave 1 will meet the urgent needs first.  It will include multi-user systems in as many UK divisions as possible,  an electronic mail network,  the development of a corporate management information system,  and the upgrading of overseas IT communications.  Business Liaison Officers will be appointed,  and project management techniques and expanded training programs implemented.

These programs will continue in Waves 2 and 3,  together with the introduction of a new fast text transmission service and planning for the introduction of new message handling arrangements,  which should be in place during Wave 3.

Beyond the Strategy

The current 5 year Strategy will not meet all the Department’s information systems requirements.  Full integration of UK and overseas communications,  with all staff using IT,  should come within a 10 year horizon.  After 5 years,  however,  office automation should be available throughout the Department and its overseas offices.  Staff will exchange information electronically within the Department and with other departments at the touch of a key.  Communications between the Department and its overseas offices will be rapid and flexible.  Access to information should be fast and easy.  Teams responsible for corporate planning and resource management will hold key information in an accessible electronic form.

The Department will make the best use of modern technology,  and its staff,  competent and confident in the IT tools of their trade,  will be looking forward to the next developments in the field of information systems.

Managing the Strategy

The Strategic Plan will be reviewed annually to assess progress.  A continuous process of monitoring,  tuning and review will make sure that projects within the implementation program are on target and achieving their aims,  and that new projects are in line with the Strategy.

Annex 2: Strategic policy statement

IS Strategy:  examples of strategic policy statements

Information systems development:

· to minimise development;

· to avoid high risk,  leading edge technology;

· to avoid bespoke development if commonly available products would meet most of the requirements;

· to use proven commercial software packages whenever possible,  considering an off the shelf solution in all feasibility studies;

· to accept where necessary some loss of desirable (as opposed to mandatory) functionality in order to enable an off the shelf solution to reduce development;

· where development work is undertaken,  to use appropriate corporate standards (for example,  the use of SSADM for definition and design of information systems) unless an exception is granted by the ITEC;

· to involve the end-users at every stage of a project;

· to plan for users to play an increasing role in,  and share of the responsibility for,  the development of systems to meet their needs.

Audit and control of information system development and operation:

· to conform to formal procedures for control at the pre-project stage (project authorisation and prioritisation);  during projects;  and after their completion to ensure that systems are delivering anticipated benefits,  and that resources are used cost-effectively to support the Strategy;

· to monitor projects to ensure that they conform to the Strategy.

Contingency planning:

· to decrease risk by establishing a contingency framework which minimises the effect of system failure or disaster;

· to provide a level of back-up which matches business needs,  and to ensure that all systems store their back-up data at a remote site;

· to justify the costs of any contingency planning in business cases.

Quality assurance and control:

· to define the standards of quality for all areas of the IT Department’s work,  and to monitor all work against those standards;

· to ensure that all new systems are subject to adequate acceptance testing involving their end-users.

Training and career development:

· to provide adequate training for all IT Department staff and ensure that Systems Managers / Systems Administrators are properly trained;

· to review the content of courses as users’ abilities and experience develop;

· to consider IT skills when recruiting and ensure that new entrants possess or acquire keyboard skills;

· to make keyboard training available to all users;

· to provide appropriate IT training at all stages in an employee’s career;

· to incorporate IT training modules in management at all levels,  and to encourage staff to undertake developmental training.

Annex 3: Management and technical policies

Below is a list of topics for which you may need to have policies.  This is not an exhaustive list.

· Audit (role in IS development and operation)

· Communications architecture (physical and logical)

· Communications infrastructure management

· Data management

· Harnessing new business opportunities

· Human factors (ergonomics,  environment,  training,  etc. )

· IS and industrial relations issues

· IS financing,  financial delegation

· IS provision,  business relationship (customer / supplier,  charge back regimes)

· IS / IT infrastructure management (service levels,  capacity management,  change control,  operations management,  etc. )

· Information and records management

· Information / data capture and presentation

· Innovation (use of leading edge technology)

· Investment appraisal standards

· Management information systems and their integration

· Management of business change

· Management of change for users

· Non-IT systems management

· Office systems facilities (e.g. mail,  WP,  diaries) and their integration

· Organisation and working practices

· Paper and electronic information flows

· Performance measures and target setting

· Prioritisation (of applications,  IS development and maintenance)

· Procurement (sourcing policies,  procedures,  etc. )

· Project management

· Quality assurance and control

· Risks (threats,  counter-measures,  standby)

· Role of users in development and operation of IS

· Roles and responsibilities within IS

· Security (privacy,  classification,  protection,  shared access)

· Staffing provision

· Standards (international,  national,  government,  department)

· Strategy development and integration

· System sourcing,  e.g. in-house vs.  external)

· Systems architecture (distributed vs.  central,  data centre,  office automation,  software)

· Systems development environment (methods,  techniques and tools)

· Training

Annex 4: Business and IS strategies

The following list indicates the potential range of activities in managing the Business and IS Strategies in the public sector.  IS / IT management activities must take place in the context of,  and contribute to the development of,  the business strategy.

business strategy

Business analysis and planning:

· confirming corporate policy (in the context of Government policy);

· setting business aims and objectives; identifying problems,  issues and priorities;

· analysis of business environment and customer requirements;

· identifying business change programmes; agreeing scope,  organisation resources,  targets for programme;

· modelling business processes; process improvement / re-engineering.

Identifying business opportunities

· identifying opportunities to improve the business,  to improve competitiveness,  etc.

Information management

· identifying information flows and requirements,  and ways of improving the management of information.

Finance

· identifying costs and potential savings,  and efficiencies;

· producing budgets and monitoring expenditure;

· drawing up bids for government funding.

Staff management

· job definitions,  human resource development and training.

Business continuity management

· identifying and managing risks to business continuity and security.

IS Strategy

IS strategy and maintenance

· developing and maintaining the IS strategy based on business objectives and business requirements at corporate and / or business unit level;

· conducting strategy studies;

· managing the IS Portfolio;  identifying IS service requirements and sourcing policy;  prioritisation;

· formulating management and technical policies,  including security policy,  legal obligations and benefits management policies;

· monitoring compliance with policies;

· IS Strategy review.

Investment appraisal

· producing and / or reviewing business cases for resourcing,  systems and services;

· structuring,  identifying and optimising benefits.

Business requirements tracking

· tracking new business requirements and initiatives;

· ensuring the IS Strategy remains relevant;

· updating the IS Strategy to changing business requirements.

Technology tracking

· tracking changing technologies and their applicability to the business;

· improving awareness of technology opportunities;

· managing research and development,  pilot projects,  etc. ;

· identifying new requirements for technology and areas where efficiency may be improved through the use of evolving technologies.

Information management

· analysing information requirements,  developing and maintaining corporate data models;

· defining and reviewing policies for ownership of data and data access.

Annex 5: Glossary of project management terms

Activity Network: a method for placing project activities into a logical sequence,  thus enabling timescales to be estimated and work to be scheduled.

Business Assurance: the process of ensuring that actual costs and elapsed times are in line with planned costs and time schedules,  and that the Business Case remains viable.

Business Case: a formal report which sets out the justification for undertaking (and for continuing) a project; defines the financial and other benefits which the project is expected to deliver; and the cost,  timescale and other constraints within which the project is required to operate,  and against which its performance will be evaluated.

Checkpoint Meetings: are regular control meetings which are usually held at team,  rather than project level,  to measure actual against planned achievement.

Configuration Librarian: a role with responsibility for administering Configuration Management .  The role may exist within the project team or externally with responsibility for a system(s) rather than a project.

Configuration Management: the process of identifying the configuration items in a System,  controlling the release and change of those items throughout the life-cycle,  recording and reporting the status of configuration items and change requests,  and verifying the completeness and correctness of configuration items.

End Stage Assessment: in structured project management is a mandatory management control that occurs at the end of each Stage.  It consists of  a management review of the current project status carried out by the Project Board,  and also includes the plans for the next stage.  Management approval is needed before the project can proceed to the next stage.

Exception plan: produced in situations where costs or timescales have already been exceeded or are anticipated to exceed the tolerance set by the Project Board.  The plan sets out the recommended course of action and is presented for Project Board approval.

Highlight Reports: produced at regular intervals by the project manager for the Project Board,  and possibly other stakeholders in the project,  highlighting any actual or potential problems that have been identified during the period that they cover.

Library: is a set of configuration items - hardware,  software,  documentation.  A System should have only one library containing reference to all configuration items,  if not the items themselves.  Each item within the library (i.e. all versions and variants of all configuration items) should have a unique identification.  Where several projects are working on the one system they should share the library.

Management Products: are one of the three groups of products (the others being technical and quality) produced by a project.  Management products are concerned with the management of the project,  rather than with the technical content of the system being developed.  They include anything concerned with its organisation,  planning,  controlling,  monitoring and reporting.

Mid-Stage Assessment: in structure project management,  a management control point that involves the Project Board and which occurs part way through a stage:

· as an interim management assessment point;

· to authorise limited work to begin on the next stage of the project before the current stage is complete;

· to consider and make decisions on Exception Reports.

Off-Specification Report: is used to document any situation where the system fails to meet its specification in any respect (see also Request For Change).

Post Implementation Review: a PIR is an integral part of the management and control of information systems and is carried out typically some 6-12 months after a system has become operational.  Its purpose is to check that:

· the implementation has met the project objectives;

· the operational system is meeting user needs.

The PIR is not a part of the project itself,  but the basic input for the PIR has to be provided by the Project Board at  Project Closure.  For obvious reasons the PIR ought not to be carried out by the project team.

Product: any output from a project.  A  Product may be an item of software,  hardware or documentation,  and may itself be a collection of other products.

Product Breakdown Structure: a block diagram that identifies the products which are required to be produced by the project.  The diagram describes the System in a hierarchic way,  decomposing it through a number of levels down to components of each product.

Product Flow Diagram: a block diagram that shows how products are to be produced by identifying their derivation and the dependencies between them.

Project: in structured project management has the following characteristics:

· a defined and unique set of Technical Products meet the Business Case;

· a corresponding set of activities to construct those products;

· resources;

· a finite time-span;

· an organisational structure with defined responsibilities.

Project Board: a management board that usually comprises senior managers who are,  or who represent,  the main stakeholders in the Project.  The Project Board own the project and take all major decisions concerning its development.

Project Closure: signifies the formal end of a project.  In common with other major project control points,  Project Closure requires Project Board approval.

Project Initiation: certain management activities are required at Project Initiation to ensure that the project is established with clear terms of reference and an adequate management structure.  These activities are led by the Project Board.

Project Initiation Document: a management product that brings together all the key information needed to start a project on a sound basis,  including clear and unambiguous terms of reference.  In general it answers the questions why? what? how? who? and when? for the project,  and what? why? and when? for its technical products.  The project proper should not commence until the Project Initiation Document has been approved by the Project Board.

project manager: assumes day-to-day responsibility for management of the Project throughout all its stages.  The project manager reports to the Project Board.

Quality Control: ensures that the required qualities are built into a Product throughout its development.  Quality Control involves the examination and testing of Products produced by the Project against pre-determined Quality Criteria.

Quality Criteria: are the characteristics of a Product which determine whether it meets its requirements,  and thus defines what “quality” means in the context of the product.

Quality Review: is a means whereby a Product is checked against an agreed set of Quality Criteria.  Those criteria will be defined for every type of product and will be supplemented by documents as appropriate.  The review is a formal review,  conducted by a Chairman,  a Presenter and a number of Reviewers.

Request For Change: is a means of proposing a modification to the existing System and can be raised by anyone at any point during a Project.  All Request For Change are evaluated and a decision is made whether to proceed with the requested change or not,  or delay it until a later ‘release’ of the system.

Stage: in structured project management a Stage forms a distinct unit of work  for management purposes.  A Stage has a defined set of Products and activities,  a finite life-span,  and an organisational structure.  The production of the defined end-products,  to agreed quality standards,  signals the completion of the stage.

System: is the complete technical output of the project.  It includes all the technical products (hardware,  software,  documentation).  The System will live beyond the life of the Project and,  in the case of an enhancement project,  will have existed before the Project.

Technical Assurance: the process of monitoring the technical integrity of products.  The technical assurance criteria for each Product are established during specification and design,  and are monitored throughout the Project.

Technical Plans: are used to identify the sequence and timing of project activities,  together with the responsibilities assigned for producing various parts of the overall Product.  Technical Plans are derived from the Product Breakdown Structure,  the Product Flow Diagram and the Activity Network (which is itself based on the Product Flow Diagram).  There are four levels of Technical Plans; Project Technical Plans,  Stage Technical Plans,  Detailed Technical Plans,  and Individual Work Plans.

Technical Products: are those Products produced by a Project which satisfy and end user function.  The Technical Products required from a project are defined by the Project Board when the Project is established.

Tolerance: the permitted limits set by the Project Board in terms of the cost and timescale of a project that may not be exceeded without reference to the Project Board,  who may in turn seek approval from top management.

Annex 6: Risk management checklist

	Risk Management Checklist                                 Document No

	Other Headings                                                          Status

	Project                                                                        Original Date

	Stage                                                                          Change Date                                           Version No

	project manager                                                        Department

	Stage Manager                                                          Author


The risk factors, i.e. those factors which affect the probability that the project will be completed on time and within the budget, and will deliver a quality product, come from four sources - project management, project staff, the nature of the project itself, and the maturity of the organisation’s management culture.  These factors are itemised below, in the form of pairs of statements typifying low and high risk, on either side of a scale 1 to 4.  One number in each of the scales is ringed to indicate my assessment of the risk attached to each factor.  The ringed figure is multiplied by the weighting factor I have inserted in column (d) to give the figure in column (e).

	(a)

Low risk
Project management
1  Full time, experienced project manager
	(b)

Scale
1 2 3 4 


	(c)

High risk
Inexperienced or part time project manager
	(d)

Weighting
(suggested range)

(5-7)


	(e)

Total
(b x d)
---*

	2  Experienced and likely to be active participators
	1 2 3 4
	Management with little participation expected
	(4-6)


	---

	Project staff

3  Users expected to be of good quality, actively involved, with relevant knowledge of the system
	1 2 3 4
	Little user involvement and little relevant knowledge expected
	(3-5)
	---*

	4  High standard of supervision and narrow span of control
	1 2 3 4
	Span of supervision too wide and level of control inadequate
	(4-6)
	---

	5  The technical team is experienced, of good quality and  with appropriate skills
	1 2 3 4
	Inexperienced team lacking the appropriate skills
	(2-4)


	---

	6  Staff are dedicated to the project
	1 2 3 4
	Staff have other responsibilities such as system maintenance
	(3-5)
	---

	7  Low staff turnover
	1 2 3 4
	High staff turnover
	(2-4)
	---

	The nature of the project
8  Staff are experienced in quality reviews and committed to their use
	1 2 3 4
	No quality reviews carried out in the past
	(4-6)
	---*

	9  A typical system development cycle, with requirements definition, system specification, systems design, etc.
	1 2 3 4
	A system development cycle having no formal requirements


	(2-4)
	---

	10  No unique or new features
	1 2 3 4
	Pioneering, new hardware or software, etc.
	(2-4)
	---

	11  Current main operations will be affected minimally
	1 2 3 4
	Significant impact on mainstream operations
	(3-5)
	---

	12  Hardware and software requirements determined and documents based on proven standards
	1 2 3 4
	Requirements not documented, or not based on proven standards;  limited safety margins for contingencies
	(2-4)


	---

	13  Little or no modification to existing application software
	1 2 3 4
	Extensive modification needed
	(2-5)
	---

	14  Little or no other development work being undertaken concurrently
	1 2 3 4
	Other projects being developed concurrently
	(2-5)


	---

	15  Little or no dependence on existing or developing systems not under the control of staff on this project
	1 2 3 4
	Dependent on other facilities not under the control of staff on this project
	(3-6)


	---

	16  Project duration of one year or less, or small number of workdays compared with other completed projects
	1 2 3 4
	Project duration more than one year, or a large number of workdays
	(2-4)


	---

	17  Little constraint on completion date beyond availability of resources
	1 2 3 4
	Mandatory completion date
	(3-5)


	---


	18  Plans and estimates are based on reliable data
	1 2 3 4
	Planning and estimation data are unreliable
	 (3-6)
	---

	19  Investment appraisal and estimates prepared and well documented, using proven standards
	1 2 3 4
	Approximations used, or estimates not properly documented, or based on unproved standards
	(3-5)


	---

	20  Suppliers are large, well established companies
	1 2 3 4
	Suppliers are new or one-man businesses
	(2-4)
	---

	21  Few user departments
	1 2 3 4
	Several user departments
	(4-6)
	---*

	22  The work affects few sites, which are easily accessible to the team
	1 2 3 4
	Many, or remote, sites are involved
	(3-5)
	---

	23  Minor impact on user’s current or future day to day work
	1 2 3 4
	Significant impact on users
	(3-5)
	---


The maturity of the organisation
	(a)

Low risk
	(b)

Scale
	(c)

High risk
	(d)

Weighting 
	(e)

Total

	24  A well developed set of standards is in use
	1 2 3 4
	Few standards are available
	(2-4)
	---

	25  A well defined quality policy exists
	1 2 3 4
	The quality policy is ill defined
	(3-5)
	---

	26  Clear delegation of authority is practised
	1 2 3 4
	Centralised management with little delegation
	(2-4)
	---

	27  Good relationship with the Trade Union and with staff
	1 2 3 4
	Relations with Trade Unions and staff are poor
	(2-4)
	---



	28  Brought forward from continuation sheet (attached)
	
	
	---
	---


Higher risk if greater than 286 (total of column (d) x 2.6)

Lower risk if less than 220 (total of column (d) x 2.0)

My assessment of the risk of this project (see notes 1f and 2 on page 4) is


Very high ________________


Acceptable _____________  }   Tick 


High         ________________


Low            _____________  }   one

My recommendation for meeting the risks identified by a 3 or 4 marking against any of the above factors are attached (or in the Project Initiation Document if appropriate).

Signed .......................................................Date ......................................

(project manager)

Notes:

1.
The assignment sheets should be completed as follows:

· Ring one number in each of the scales 1-4 in column (b).

· Assess a weighting for each of the risk factors, and enter it in column (d). A recommended range is shown in brackets for each category. Any weighting may be used, but the reason for any figure outside the  recommended range should be recorded (see note 2 below).

· Multiply each ringed number by the appropriate weighting, and enter the result in column (e).

· Assess whether there are any additional risks not included in this assessment sheet. If there are enter them on a continuation sheet and  assess them as in 1a to 1c above. Total the continuation sheet and add the total to page 3 of this checklist.

· Total the weighting factors in column (d). Multiply the resulting figure by 2.0 to obtain the low risk limit, and by 2.6 to obtain the high risk limit. Enter these limits against “low risk” and “high risk” respectively on page 3. 

· Total column  (e) and enter the result on page 3.

· Assess the risk of the whole project, bearing in mind the spread of marking in column (b), and relevant departmental standards and experience with other projects. NB the risk factors marked with an asterisk in column (e) are regarded as critical to the success of the project. If any of them receives a marking of 4 in column (b), or if 2 or more receive a marking of 3 the project must be assessed as being of high risk, or very high risk, whatever the total score may be.

2.
Any areas of high risk within the project, the reasons for selecting any weighting factors which are outside the recommended range, and the overall assessment, should be recorded and itemised in the project initiation document, along with recommendations about action to counter the risk, for approval by the project board. thereafter, the degree of risk must be kept under review, to ensure that a low risk project does not become  high risk without the change being noticed. The risk should be are assessed before each End Stage Assessment (except the last one ) is held, and reported to the Project Board as part of the request to commence the next stage. All changes of assessed risk from the previous submission must be pointed out and commented upon.

3.
If assessment indicates that the project has little or no chance of successful completion, the IT executive Committee must be informed (by the Project Board).

Annex 7: Key aspects of programme management

· identify the programme’s scope

· identify relevant strategies and change initiatives; assess their impact on the business areas affected by them and define the benefits which are sought;

· identify candidate groupings of projects,  and evaluate then for business benefits,  economies of scale,  and compatibility with plans for support services,  such as IT infrastructure

· select as a programme the group of projects which achieves the best balance between strategic objectives and affordability,  achievability and acceptable risk;

· define and document each group as a programme,  and obtain top management approval for the business case.

· define and plan how the programme will change the operation of the business

· prepare and maintain a clear model of the improved business operation  - this can be thought of as a blueprint of the affected business areas

· ensure that the blueprint is ‘owned’  by the business areas and is seen to be practical,  relevant and achievable;

· ensure that objectives and priorities of the constituent projects are clearly driven by their impacts on the business operation - test them against the blueprint
· structure the programme

· organise roles and responsibilities at both programme and project level;

· divide the programme into tranches of work to facilitate its management,  synchronisation with planning and funding cycles,  and the delivery of business benefits;

· co-ordinate projects within each tranche with the aim of achieving some of the planned business benefits at the earliest possible time;

· plan review points (islands of stability) between tranches in order to review progress,  direction and the achievement of business benefits;

· ensure that plans,  and changes to,  support facilities such as information systems  are co-ordinated across all the projects.

· manage programme risk,  quality and change 

· assess and manage risks associated with the programme,  its projects and the planned changes to business operations;

· ensure that the assessment of quality and fitness for purpose fully represents business requirements;

· ensure that progress reporting is open and effective,  so that problems can be foreseen and dealt with;

· be aware of developments external to the programme (such as legislative or changes in government policy) and take action to accommodate them.

· manage impacts on business operations -

· involve personnel in the affected business area(s) to prepare them for change.  For example,  with training,  awareness communications,  and procedure planning;

· throughout the programme manage the take-on of project deliverables to ensure a smooth transition to the new business operation;

· ensure that support services,  such as information systems,  are able to accommodate changes in the business operation.

· ensure that the programme delivers its planned business benefits -

· look for measurable improvements in business operations;

· identify benefits from the programme as a whole,  as well as from each tranche of work;

· actively manage benefits delivery throughout the programme;

· provide time at the end of each tranche of work and at the end of the programme to reassess business benefits,  and to fine tune changes.

Annex 8: Glossary of programme management terms

Benefits: the enhanced efficiency,  economy and effectiveness of future business operations to be delivered by a Programme.

Benefits Management: a formal process within programme management for planning,  managing,  delivering,  and measuring the set of business Benefits which the Programme is to provide.

Benefit Profiles: a component of the Project Definition Statement  which describes the planned Benefits to be realised by the Programme and states where,  how and when they are to be realised.

Blueprint: the section of the Programme Definition Statement which sets out the vision for the programme.  The Blueprint will include business models,  operational performance measures,  organisation,  information systems and support service requirements.

Business Case: The section of the Programme Definition Statement which provides the justification for the commitment of resources to a Programme.  The Business Case should demonstrate that the most cost-effective combination of projects has been selected when compared with costed alternatives.  It also provides the wider context and justification for Infrastructure investment and the costs of implementing policies and standards.

Feasibility Study: during the Programme Definition Phase,  the programme Feasibility Study is conducted to develop in further detail the business requirements and benefits analysis contained in the Programme Brief - in order to draw up the Blueprint of future business operations - and to scope and structure implementation options.

Infrastructure: in this context is broadly defined to include both traditional forms of infrastructure - such as IS / IT,  telecoms and accommodation - as well as supporting services,  such as accountancy,  recruitment and personnel.

Island of Stability: a review point at the end of a Tranche of work (and overlapping the next tranche) when the programme management team review progress and re-assess benefits,  risk and remaining uncertainty,  and plan the next tranche of work in detail.

Programme: a portfolio of projects selected and planned in a co-ordinated way so as to achieve a set of defined business objectives,  giving effect to various (and often overlapping) initiatives and / or implementing a strategy.  Alternatively,  a single,  large or very complex project,  or a set of otherwise unrelated projects bounded by a business cycle.  The Programme includes the controlled environment of management responsibilities,  activities,  documentation and monitoring arrangements by which the portfolio of projects achieve their goals and the broader goals of the Programme.

Programme Brief: an output of the Programme Identification Phase,  describing the Programme and giving the terms of reference for the work to be carried out,  and the Programme Director’s terms of reference.

Programme Definition Phase: the second phase of programme management.  A Feasibility Study is carried out to explore options for realising the benefits framework described in the Programme Brief.  The Programme is fully defined,  a benefits management regime established,  and funding approval for major projects is obtained.  Initial Project Briefs are written specifying project deliverables and outline project plans.  The results of this phase are documented in a Programme Definition Statement.

Programme Definition Statement: the agreed statement of objectives and plans between the target business operation,  the  Programme Director,  and the top management to whom the Programme Director is reporting.  The PDS forms the basis for funding the Programme and is the key monitoring and control document.  It is a dynamic document,  maintained throughout the life of the project.

Programme Director: the senior manager with individual responsibility for the overall success of the Programme,  and drawn from the management of the target business area.  Project board chairmen formally report to the Programme Director.

Programme Executive: the group of individuals,  supporting the Programme Director,  who has day-to-day management responsibility for the whole Programme.  The Programme Executive will normally comprise roles covering business change,  programme management and design.

Programme Manager: an individual who is responsible for the day-to-day management of the Programme on behalf of the Programme Director.

Programme Plan: a collective term for the benefits management plan,  risk management plan,  project portfolio plan,  and design management plan,  which are all components of the Programme Definition Statement.

Quality Plan: a component of the Programme Definition Statement,  setting out quality objectives for the programme’s design and execution,  for the future business as described in the Blueprint,  and for managing third parties involved in the Programme.

Resourcing Plan: a component of the Programme Definition Statement stating how the Programme will be resourced,  and specifying what support,  Infrastructure and third party services are required.

Risk Management Plan: a component of the Programme Definition Statement containing a record of all risks in the business environment and to the Programme itself.  It assesses possible impact and what is to be done (and when) to avoid,  remove and control them.  It includes the detailed processes for managing the risk.

Status Report: project progress,  variance and corrective action are summarised by project managers in brief status reports.  These are collated into a programme progress report which is issued prior to each programme executive meeting.  The reports cover forecasts of problem areas as well as overall programme performance.

Tranche: a block of work within the Programme,  identified to help facilitate the  Programme’s management.

Transition Plan: a component of the Programme Definition Statement,  describing how the transition from the current business operation to the new environment described in the Blueprint is to be managed.

Annex 9: Example of an IT project quality policy

General

The system must:

· satisfy the requirements set out in its Operational Requirement;

· be fit for its intended purpose.

In order to help ensure that the system provides its users with an acceptable quality of service,  its requirements will be clearly defined and relevant standards will be provided wherever appropriate.

Quality criteria
Quality criteria for each product to be developed or procured during the project will be specified in a written Product Description.  It must be objectively measurable and will be specified for the complete system prior to contract negotiation.

Quality control
Two basic quality control processes will be applied during this project; review and testing.  Both formal and informal review will take place throughout the specification,  design and development process.  The developing system will be subjected to operational testing at the module,  integration,  system and acceptance testing levels,  during the development and installation stages.

Levels of review
The term “review”,  as used here,  includes code inspections and walk-throughs.  They are essentially non-computer based tests that are designed to find errors and omissions in individual documents and computer programs.  Reviews include structured examinations of a writer’s,  analyst’s,  designer’s or programmer’s work by users and other project team members.

The various levels of review to be conducted during this project are:

· team reviews: essentially an informal peer group review of various interim and final project products;

· informal user and project assurance team reviews: reviews of interim project products;

· formal supplier reviews of end-products: the contract will require that records of supplier reviews are maintained and made available for review by the project team;

· formal business and technical quality reviews: by the project team of finished products.

Review procedures
Reviews will be undertaken using the procedures set out in the Project Management Manual.

Levels of testing
The various levels of testing to be conducted throughout the project are:

· unit testing

· integration testing

· system testing

· operations and user acceptance testing

Unit and integration testing will be carried out both by the supplier and by the project team.  System testing will be carried out by the supplier,  and operations and user acceptance testing by the project team assisted by the users.  The types of test to be conducted are described in detail in the Project Initiation Document.

Annex 10: ISO 9000 quality definitions

Quality policy

The overall intentions and direction of an organisation as regards quality,  as formally expressed by top management.

Note: the quality policy forms one element of the corporate policy and is authorised by top management.

Quality management
That aspect of the overall management function that determines and implements the quality policy.

Notes:

· the attainment of desired quality requires the commitment and participation of all members of the organisation whereas the responsibility for quality management belongs to top management;

· quality management includes strategic planning,  allocation of resources and other systematic activities for quality,  such as quality planning,  operations and evaluations.

Quality system

The organisational structure,  responsibilities,  procedures,  processes and resources for implementing quality management.

Notes:
· the quality system should only be as comprehensive as needed to meet quality objectives;

· for contractual,  mandatory and assessment purposes,  demonstration of the implementation of identified elements in the system may be required.

Quality control
The operational techniques and activities that are used to fulfil requirements for quality.

Notes:

· in order to avoid confusion,  care should be taken to include a modifying term when referring to a sub-set of quality control,  such as “manufacturing quality control”,  or when referring to a broader concept,  such as “company-wide quality control”;

· quality control involves operational techniques and activities aimed both at monitoring a process and at eliminating causes of unsatisfactory performance at relevant stages of the quality loop (quality spiral) in order to result in economic effectiveness.

Quality assurance
All those planned and systematic actions necessary to provide adequate confidence that a product or service will satisfy given requirements for quality.

Notes:

· unless given requirements fully reflect the needs of the user,  quality assurance will not be complete;

· for effectiveness,  quality assurance usually requires a continuing evaluation of factors that affect the adequacy of the design or specification for intended applications as well as verifications and audits of production,  installation and inspection operations.  Providing confidence may involve producing evidence;

· within an organisation,  quality assurance serves as a management tool.  In contractual situations,  quality assurance also serves to provide confidence in the supplier.

Annex 11: Components of the cost of quality
Prevention costs

· quality assurance;

· supplier evaluation;

· credit evaluation;

· design verification;

· training;

· monitoring performance;

· quality planning.

Appraisal costs

· product inspection;

· product testing;

· laboratory acceptance tests.

Failure costs

· correcting errors;

· “making good” imperfections;

· re-packaging;

· sorting the good from the bad;

· unscheduled machine downtime;

· premium freight rates;

· cancellation costs caused by late or non-delivery;

· financing safety stocks;

· progress chasing / expediting;

· scrap;

· re-work;

· finding “lost” products;

· down-grading imperfect products;

· lost business opportunities due to previous bad performance;

· “fire fighting” to minimise impact after problems have occurred.

Annex 12: Model of a quality plan

· project scope: a brief statement to identify the origins of the project,  its intended purpose and its recipients;

· products: a brief statement of the major project deliverables (and non-deliverables).  Any distinct stages of work and key milestone dates should be included where possible;

· locations: of the project teams.  Also the type and location of the hardware to be used during the project;

· hand-over: identifies how the recipient will formally accept the completed product,  what the overall perceptions of quality criteria are with particular reference to mandatory performance factors and dates;

· organisation: what project management roles have been allocated to which individuals,  noting particular responsibilities and whether these are delegated.  Those who are to have formal links with customers and contractors should also be identified;

· planning: this might consist of high level project plans containing time-scales,  resources,  budgets,  and show both internal and external dependencies;

· management controls: identify who is responsible for delivering each major product,  and its maintenance.  They also state the control mechanisms to be used at all levels (e.g. end of stage assessments by the Project Board,  development team checkpoint meetings),  their timings,  purpose and the people who will attend;

· risk assessment: an overall statement of the project risk factor.  Additionally,  specific risks and assumptions should be stated with proposed measures for controlling them and the likely impacts should the risk arise.  This section should also include external risks to the successful completion of the project - and conversely,  risks that the project might impose outside itself - physical security and backup procedures;

· quality: the approach that will be taken to quality assurance and control (e.g. reviews,  walk-throughs,  inspections,  audits);

· documentation and filing: identifies the project documents to be produced,  together with and any significant historical documents,  how and where project documents are to be filed,  and the people responsible.  Project documents will include:

· project management documents: for example test plans,  reports of meetings and reviews;

· technical documents: for example design specifications,  program listings,  manuals;

· testing: identifies the types of testing to be carried out; and who will prepare test data,  run tests and check results,  and how re-testing will be carried out;

· configuration management and change control: identifies the Configuration Manager,  the method of identifying and base-lining products,  version and change control procedures (not forgetting that the Quality Plan is a project product that is subject to evolution and change during its own life-time);

· standards: identifies all standards,  methods and tools to be used during the project;

· metrics: identifies what measurements are to be gathered during the project (when,  how,  by whom and for whom) and who will analyse them;

· external control links: if the project is using external contractors or has external customers,  specifies the quality requirements,  progress control,  monitoring,  change procedures,  authorisation procedures,  and acceptance procedures for these organisations.

Annex 13: Key features of a Fagan inspection

Key features

a) they take place at fixed points in the development life-cycle;

b) each inspection has a fixed purpose and objectives;

c) each inspection meeting is limited to two hours;

d) each inspection meeting follows a well defined procedure;

e) each participant at a meeting has a well defined role;

f) guidelines in the shape of checklists and forms are available;

g) records are kept that enable the effectiveness and results of inspections to be monitored.

Implementation of Inspections:

a) define the development life-cycle;

b) identify the points in the life-cycle at which:

· inspections should take place;

· non-inspection reviews should take place;

· informal peer and Team Leader reviews should take place;

c) identify the stages in the Inspection process and define the function of each stage;

d) identify the participants in the inspection process and define their roles;

e) produce a classification for defects found during inspections;

f) produce a guide for planning and carrying out inspections within a particular development environment.

Personalities

Moderator:
leads the whole process and must be trained in the technique.  Also chairs the defect logging meeting.

Inspectors:
must be competent to assess the document under inspection from their particular viewpoint (e.g. as a user or a technician).  Inspectors are responsible for the quality of the product.

Author:
author and presenter of the document under inspection.  Can also be an Inspector,  but must not be a Moderator or Reader.

Reader:           is responsible for leading the inspection team through the inspection material.  The Reader is normally someone who has no direct connection with the document under inspection.

Action Team:  take forward the results of the casual analysis meeting.

Scribe:            responsible for recording any defects found.

Process

Entry condition check: does the document appear to meet the laid down quality criteria (is it ready for inspection)?

Kick-off meeting: attended by all involved with the process to ensure a common understanding of what the document is trying to achieve and to set the rules for the defect logging meeting.

Preparation: inspectors study the document independently and note defects where they occur.

Defect logging meeting: during the meeting each Inspector concentrates on the particular area covered by their role.  As an aid a number of checklists covering specific areas are produced; these are constantly reviewed in the light of results of inspections that have already taken place.  defects are recorded by the Scribe as they are found and are recorded on an inspection defect form (example at Annex 14).  At the end of the meeting the Moderator determines from the Author the amount of time to re-work the item in order to remove any defects,  and decides whether the item should be re-inspected taking account of the level of change required to remove any defects.

Casual analysis meeting: the statistics are viewed and compared with the organisation norm.

Re-work:    Author corrects any defects.

Exit condition check: has all re-work been done satisfactorily? (note the assumption that all documents will contain at least one defect).

Exit: the document is “base-lined” (i.e. brought under configuration management control).

Annex 14: Inspection error log

Document Inspection Log
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 	Figure 2.1 : formulating the IS strategy
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