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Module Introduction

Audience

Value For Money  (VFM) auditors with an interest in the issues raised by the effective exploitation of information systems.  There is a strong link between this module, the awareness module on IT methods and the module on audit of developing systems. All of these modules consider best practice in relation to harnessing the benefits of information systems.

The auditor is interested in two aspects of system failure:

· the IT control and IT security modules consider the scope for control failure which could lead to a breach of system integrity or availability, opportunities for fraud, unauthorised disclosure of information or to inaccurate or incomplete data; 

· this module and the developing systems module concentrate on project  failure which could lead to information system investment delivering fewer business benefits than could reasonably be expected.

The developing systems module covers the role of the auditor during the system development life cycle; this module concentrates on the perspective of the auditor reviewing the effectiveness of systems after they have been developed. The value for money auditor aims to identify reasons that systems have failed to deliver optimum business benefits and to determine what can be done to reduce the risk of future project failures. Another aspect that the VFM auditor should assess is the IT environment, since the process adopted for identifying and developing IT systems has a significant impact on the risk of IT system failure.
Early Warning Approach

In modern public services automated tools reflect rapidly changing needs. IT systems live shorter just as policies tend to live shorter. The development and production phase merge together in order to provide a useful product to users before it becomes obsolete.

In these circumstance, the traditional VFM audit approach, viz.:

· find and analyze risk areas, 

· find and analyze evidence of incidents, 

· go backward to find the reasons, 

· penalize past wrongdoings and take corrective action in order to avoid future errors,

is somewhat incomplete, because of its reactive, rather than proactive, approach. Further, the SAI’s post facto recommendations on corrective actions are of limited value. IT projects do not repeat, and in most cases new projects are implemented by new people, who may not make full use of the SAI’s recommendations to their predecessors.

Thus, a paradigm shift in VFM audit of IT systems is required:

	From 
	To

	Implementation stage
	Production stage

	Analyzing symptoms of poor management (e.g. cost overrun, dissatisfied clients, systems not working)
	Analyzing poor management standards, specifications and procedures 

	Commenting on failed systems
	Issuing audit observations, when there is still scope for corrective action to save the IT project

	Detective role of SAI
	Preventive role of SAI


The above approach will vary from one SAI to another, depending on the environment. Nevertheless, where feasible, the leader should draw from the SAI’s experiences, to emphasise the need for proactive action by the SAI while auditing IT systems, to minimise waste of public funds.
Objectives

The trainee will be able to:

· build a model of the client's business;

· identify significant IT systems;

· identify and evaluate evidence of IT system failure;

· recognise explanations for IT system failure; and
· Generate recommendations for corrective action (where possible, before complete failure of the IT system)

Overview

Value for money audit is an imprecise science. Unlike financial audit, there are no international auditing standards which specify what should be done when carrying out a value for money review. There are many possible ways of carrying out a review. Each SAI may have its own methods, which meet their own particular requirements. This module provides guidance on one possible methodology for carrying out a VFM review of an auditee’s IT. 
Other methodologies include the CoBIT framework of the Information Systems Audit and Control Foundation. Amongst the list of high-level control objectives, PO5 “Manage the IT investment” in the Planning and Organisation Domain in the CoBIT framework is relevant. The CoBIT framework includes a set of detailed audit guidelines, as well as management guidelines, which can also be used as a methodology for VFM audit of IT systems.
The module explains the components of the business model including objectives, activities, resources, performance indicators, outputs and impacts and identifies the role of IT systems in supporting activities and monitoring resource usage.

The results of applying the business model to a client enable the auditor to identify significant areas of the business that are performing badly or consuming too much resources. Having identified business areas that give rise to concerns, the auditor needs to seek evidence that will demonstrate which aspect of the business process is failing. The module identifies categories of evidence of IT system failure and indicates sources of supporting information.

Once evidence of poor IT system performance has been established the auditor needs to examine system development and implementation to determine why performance is poor. The module guides the auditor through the categories of explanation for IT system failure such as inadequate IT strategy, poor project or operational management and concludes with a discussion of the types of performance audit reports that might benefit from IT audit input.

A one day case study is available which is designed to reinforce the learning points of the developing systems and value for money modules.  There is also a training resource pack which outlines UK examples of value for money reports with an IT emphasis; this may be used to supplement or replace the session on local examples.

The theoretical business  modelling methods described in this module are one way of  creating a representation  of a client’s business.  There are other techniques which may be applicable. The lecturer should determine what modelling methodologies are used locally and adapt this module as necessary.

Timetable

	Value For Money: Day 1

	30 mins
	Introduction
	Principles of value for money audit including an overview of economy, efficiency and effectiveness issues raised by clients’ use of IT.

	60 mins
	Business modelling
	Defining and mapping objectives, activities, inputs, outputs impacts  and resources.

	30 mins
	Role of IT systems
	IT systems that support business functions and IT systems that form part of the control process by monitoring resource usage, outputs and impacts.

	60 mins
	Performance indicators
	Reviewing, designing and managing a performance indicator regime and selecting performance indicators that measure economy, efficiency and effectiveness.

	30 mins
	Benchmarking
	The use of benchmarking in determining the performance of IT operations through comparisons over time and across organisational units.

	90 mins
	Evidence of failure
	Identifying symptoms of failing IT using time, cost and quality indicators.

	Value For Money: Day 2

	90 mins
	Explanation of failure
	Reasons for IT project failure including identification of weaknesses in IT strategy, user requirement analysis, project management, procurement, operational management, business case preparation, backup and organisational standards.

	120 mins
	Local examples
	Different kinds of reviews including economy, efficiency and effectiveness studies, investigation of catastrophic failures, systematic failure of IT projects, comparative studies and reports on key issues.

	150 mins
	Case studies
	Trainees will be split into groups of five and asked to analyse one of their clients and then report back on information systems topics that might form the basis of a value for money report.

	30 mins
	Final review
	


Session 1: Introduction

Slide 2: Objective

The aim of this module is to explain the scope of  Value For Money audit and to enable the auditor to:

build a model of the client's business

· analyse business objectives

· identify relationship of  organisational structure and activities to corporate objectives

· establish the IT strategy and an inventory of past and present information systems

identify significant IT systems;

· identify key business processes and their dependency on information systems

· build a list of high cost information system projects

identify and evaluate evidence of IT system failure

· time - was the system delivered late?

· cost - was the project budget exceeded?

· quality - is there evidence that the system is performing badly (unreliable, user dissatisfaction,  disputes with suppliers)

recognise explanations for IT system failure.

· does senior management have control over information system policy?

· are there project management standards in place and,  if so, are they enforced?

· does the organisation have the skills necessary to procure / develop effective information systems?

· Assess the IT environment to see whether sound management practices and procedures are in place to minimise the risk of IT system failures
Generate recommendations for corrective action

Slide 3: Course schedule

Scope of Value For Money audit

· VFM concepts - the nature of economy, efficiency and effectiveness

· evaluation of available best practice guidance

· evaluation of auditees compliance with best practice.

VFM audit method

· how to undertake a survey of auditees information systems

· what makes a good VFM study?

· identifying and explaining IT system failure.

VFM audit experience

· different types of VFM study

· discussion of examples of reports with a significant  emphasis on information system issues

· case studies

Slide 4: What is Value for Money audit

Value For Money (VFM) audit is concerned with establishing an organisations objectives and analysing its resource usage and performance indicators to determine whether the organisation is operating effectively. The elements involved in achieving value for money are usually broken down into:

economy
 - spending less ‑ inputs

· Is the auditee using resources of the right quality as an input to its business?

· Is the auditee procuring resources at the right price?

efficiency - spending well ‑ processes

· Is the auditee doing things right?

· Is the auditee wasting resources through inefficient business processes?

effectiveness - spending wisely ‑ outputs

· Is the auditee doing the right things?

· Is the auditee achieving its objectives by efficiently using appropriate resources to achieve optimum results.

Slide 5: Economy

Economy focuses on spending less for resources of a given quality. In terms of IT expenditure economy issues might include:

· failing to take advantage of bulk discounts on consumables (disks, paper etc);

· using top quality paper for temporary outputs;

· providing an expensive workstation where a simple terminal would do;

· buying in resources when there is spare in‑house capacity;

· making non‑urgent international calls during peak rate periods; 

· building your own system when a suitable off-the-shelf system is already available and cheaper ;

· buying in a system from an expensive supplier when in-house resources could build a system for less;

· Failing to outsource when an external supplier could provide the same service at lower cost; or

· failing to test suppliers against the competition at regular intervals.

Economy issues relate to the use of input resources that are of an inappropriate quality or too high a price.

Boiling water for tea using bank notes as a fuel would be one example - IT enthusiasts often want, and get, a Rolls Royce or Ferrari product when a Ford or a Suzuki jeep would have done.

Slide 6: Efficiency

Efficiency focuses on spending well ‑ achieving a high level of output for a given level and quality of resources input.  IT issues relating to efficiency might include:

· performing checks that serve no real purpose;

· processes that use more computer resources than are needed through inefficient use of processing or storage facilities;

· running background tasks at peak times;

· making frequent international telephone calls when a single daily call would be sufficient; or

· duplication of systems that provide the same function.

Efficiency issues relate to processes.  An inefficient process uses too much input for the outputs that are generated.

It would be inefficient to boil a gallon of water for each cup of tea.

Slide 7: Effectiveness

Effectiveness is concerned with spending wisely ‑ producing the right outputs at an appropriate quality using efficient processes and input resources of an appropriate quality and price. Ineffective use of IT might include:

· systems that serve no business function;

· systems that consume more resources than can be justified by reference to the business benefits;

· systems that impede the achievement of business objectives; or

· systems that are unreliable.

Effectiveness issues focus on relevance of outputs.  An effective system will produce a high level of usable output from a minimum of inputs.

It would clearly be ineffective to efficiently produce cups of tea if the customers wanted coffee.

Slide 8: VFM audit objectives

The external auditor will usually be primarily concerned with ineffectiveness but the explanation for an ineffective system may lie in failure to achieve economy or in inefficient processes that lead to high levels of unusable output or consume too much input resources.

Although VFM audits are mostly retrospective the overriding objective in undertaking them lies in identifying improvements that will contribute to the effectiveness of the auditee’s operations in the future.  IT aspects of this objective include:

· improving the auditee's handling of IT strategy;

· improving the auditee's IT project management;

· improving IT services by improving the economy and efficiency of IT operations;

· validating central guidance and encouraging on the one hand its adoption and, on the other, its improvement where experience has shown that central guidance needs to be changed;

· learning lessons from past IT projects that can be applied elsewhere; and

· explaining waste with a view to avoiding it in the future.

Where appropriate, and without compromising the SAI’s independence, the SAI may consider recommendations for corrective action in a proactive fashion, which will increase/ improve the effectiveness and efficiency of the IT system under audit.

Slide 9: VFM audit method

As stated at the start of this module, there are many approaches and methodologies which may be employed when carrying out a VFM review. This slide introduces the first steps in the method covered by this module.

In the methodology covered by this module, there are three stages involved in a VFM audit:

a survey to identify suitable subjects

· building a model of the auditee’s business and identifying the role that it systems do, or could, play in achieving corporate objectives or monitoring resources and progress against objectives.

identifying evidence of under‑performance

· the auditor needs sufficient,  relevant,  reliable evidence to support VFM points

· how can evidence be gathered?

identifying explanations of under‑performance

· have best practice standards been published?

· is the best practice adequate?

· has the auditee followed best practice?

· Is the IT environment appropriate in terms of sound management practices and procedures, to minimise the risk of IT system failures?

Generate recommendations, where appropriate (without compromising the SAI’s independence)

· Where are the areas in which corrective action can be taken to bring the IT system “on track” and improve the system’s effectiveness and efficiency?
Session 2: Survey

Slide 10: Introduction

The aim of a VFM survey is to identify those aspects of an auditee’s business which may warrant further scrutiny.  A good subject for study will have the following features:

· Materiality: the subject will have sufficient importance in terms of cost or impact to justify the cost of undertaking the study;

· Interest: the subject must be one that would interest potential recipients of the study report;

· Evidence: there  must be sufficient, reliable and  relevant information to establish that there is a problem to be investigated; and

· Results:  there must be scope for achieving improvements through the study recommendations.

In order to identify topics that meet these criteria it is necessary to build up a model of the auditee’s business.  This involves collecting information on:

· objectives;

· organisation;

· resources;
· IT strategy and environment;  and

· performance indicators.

Slide 11: Objectives

The auditor cannot begin to consider the effectiveness of an auditee’s operations without building up a picture of the auditee’s objectives.  The top level objectives may be defined externally by, for example, legislation or by the head of the senior management of the organisation.  They will usually form a hierarchy with a single main aim or “mission”.  

A mission statement for a railway company might be to:

“maintain, develop and use railway assets to transport customers and goods with a minimum of inconvenience commensurate with the need for economy and efficiency.”

Ownership

· Objectives should be owned.  If no-one is responsible for an objective then it is unlikely to be achieved.

Hierarchy

· Objectives should flow from the organisation’s mission statement.

Measurable and measured

· Objectives should be linked to performance indicators.  If there are no measurable indicators of success then the organisation will not be able to determine whether it is performing well or not.

· Some organisations adopt performance measures which are difficult to quantify, for example,  measures of customer satisfaction. These are harder to assess and often  require a degree of judgement to be exercised. 

Activities driven by objectives

· The organisation’s activities should contribute to objectives.  Any activity which cannot be linked into the hierarchy of objectives should be examined to see whether the objectives are wrong or the activity should be dropped.

For any one time period objectives may be restated as targets.  A target requires a specific level of performance against an objective.  To use the railways example again, the objective

“minimise the time it takes for a customer to buy a ticket”

may be turned into the target

“customers should not wait more than 30 minutes at a ticket counter.”

Slide 12: Weighting objectives

Once the mission of the organisation has been established, it should be broken down into high level objectives that contribute to the mission.  These may, in turn, be broken down to lower level objectives until operational aims and objectives are clear enough for managers to act upon them.  

There is no absolute rule as to the number of objectives that should be stated at each level of the hierarchy or the number of levels that are required but it is generally reckoned to be poor practice to break a single objective down into more than eight objectives at the next level down in the hierarchy.  The desirable size and detail of the hierarchy of objectives  is a matter of judgement in the light of the complexity of the auditee’s business.  

Objectives do not all have the same importance.  The auditee may have already attached a weighting to each objective to express its importance.  If no weightings have been applied then the auditor will find it useful to establish the importance of each of the objectives identified.  

One method for analysing the importance of objectives is to assign 100 points to the mission statement of the organisation and then ask the head of the organisation to assign the 100 points to the top level objectives.  The owners of the top level objectives can then be asked to assign the points that they were awarded to the objectives at the next level down the hierarchy.  If this is repeated for all of the objectives in the hierarchy then a picture will be built up of the importance of each objective.  

The result might look like this:

1.
100


1.1
40



1.1.1
30



1.1.2
10


1.2
60



1.2.1
15



1.2.2
45

This table provides some useful information.  The bottom level objective 1.2.2 turns out to be more important than the higher level objective 1.1.  This may have been overlooked if points had not been allocated to objectives.

Slide 13: Organisation

Analysis of objectives clarifies what an organisation is aiming to do.  

Analysis of the organisation and management of an organisation reveals how it proposes to meet its objectives.

The auditor should undertake a high level review of policies, standards and controls to determine whether they are appropriate and adequate.  Any weaknesses should be noted as potential risks to value for money.  Weaknesses at this level suggest a high chance of systematic failure - a tendency for all programmes to fail and may well warrant a report.

Organisational culture is a subjective area but questions of organisational culture  are worth exploring, particularly the attitudes of top management; their stance on whether the organisation should be entrepreneurial or bureaucratic; centralised or devolved; customer or product based can all potentially impact upon performance.

The auditor should consider the financial control environment.  What are senior management attitudes to regularity, probity and governance?  Senior management attitudes are likely to influence those of the whole organisation and may give rise to value for money concerns.

The structure of an organisation can be modelled with an organisation chart. This should help to identify activities which are discussed further on the next slide...

Slide 14: Activities

The auditor should aim to identify the staff involved in particular activities such as policy, finance, service delivery, and sales.  A hierarchy should be built up which can be mapped onto the hierarchy of objectives.

Activities inherit their importance from the objectives that they contribute to.  Using the example method above, owners of objectives could be asked to allocate their objective points to activities that support their objectives.  The sum of the allocated points provides a measure of the importance of the activity.

For each main activity the auditor should consider the competence of the staff, whether they are complying with organisational standards and policies and whether they have a clear view of the objectives that they are trying to achieve.

Produce outputs

· Activities are the engine of the organisation;  they consume inputs and produce outputs.

Business units / Cost centres

· Activities correspond to managerial responsibilities and may be used as one of the bases for budgeting and cost control.

Link to objectives

· Activities should be driven by corporate objectives.  An activity that serves none of the agreed objectives should be reviewed to see whether the objectives should be revised or the activity should cease.

Link to performance indicators

· Activities may be the focus of two kinds of performance indicators:

· measures of economy and efficiency that relate resources consumed to outputs produced; and

· measures of effectiveness that relate resources consumed to the impact achieved in terms of corporate objectives.

Slide 15: Information systems

Information systems have two main roles;  some directly support delivery of business objectives and others are involved in the cycle of planning and monitoring activities.

Support activities / Contribute to objectives

· the primary function of an information system is to assist activity managers in delivering against their objectives;

· information systems should be “owned” by activity managers because the systems are intended to assist activity managers; 

Monitor progress / Record resource usage 

· the second main function of information systems lies in collecting and analysing information to assist managers in assessing progress against objectives.

Besides individual systems, it is useful for the IT VFM auditor to assess the IT strategy and environment from a holistic point of view:
· What is the level of IT governance and maturity ? It may be useful to refer to a model like CoBIT’s IT Governance Maturity Model.

Slide 16: Resources

Inputs to activities

· resources committed represent the inputs to activities and will clearly be important in assessing the significance of an activity and whether it is being carried out economically, efficiently and effectively.  The scale of internal staff and financial resources committed to an activity should be apparent from an examination of departmental organisation, plans, reports and accounts.

Resource management

· it is very helpful if the auditee has a full resource management system that can provide a breakdown of the costs associated with each activity and objective.  Where there is no such system the auditor will have to estimate costs of activities from available accounting information

Internal versus external

· assessing external resources in terms of the burden on the organisation’s customers and others can be more difficult but should at least be considered

Slide 17: Performance

Impact versus output

· Activities produce outputs which may, or may not, contribute to objectives.  The degree to which outputs contribute to objectives is determined by the impact of outputs; this is measured by performance indicators attached to objectives and activities.

Performance regime / performance indicators

· Effective performance assessment requires a culture of continual assessment, feedback, review and adjustment.

Benchmarking

· Benchmarking involves assessing the performance of more than one organisation in the same type of business.  This may be useful to highlight the effectiveness of different approaches.

Stakeholders

· Stakeholders are external interested parties whose feedback may assist in the measuring of performance; customers, shareholders, journalists and academics are all examples of stakeholders.

Slide 18: Performance regime

A good performance regime is one that provides continuous assessment against objectives and provides for review and adjustment.  This requires a combination of good management information and good control systems.

Key indicators

· There should be a few key indicators, critical success factors, to highlight overall progress towards key objectives.

Clear responsibilities

· each objective should be “owned” by the person responsible for the function to which the objective relates;  high level objectives will be “owned” by senior managers whereas short term targets will be owned by operations staff.

Good resource management system

· performance regimes require information both on resources consumed and impact achieved;  executive information systems may draw the information together from many disparate systems.

Regular review

· performance indicators will be ignored if there is no structured review process;  there is little motivation to achieve objectives if no-one is ever called to account.

Decisive action

· management should take decisive action promptly where an activity is consuming too much resource,  delivering late, delivering too little or failing to meet quality standards;  prompt action may avoid a minor problem turning into a crisis.

Targets

· objectives should be stated in such a way that they remain valid in the medium term;  targets interpret objectives in terms of short-term, measurable performance indicators

A regime like that described above will enable management to assess their own performance as well as highlighting areas of concern for the external auditor.  If the auditee has no performance monitoring regime the auditor may wish to make a point of recommending that one be set up before undertaking any detailed VFM audit work.  The absence of a control mechanism is a major systematic weakness that will put the whole of the auditee’s business in jeopardy - lack of evidence is evidence of danger!

Slide 19: Performance indicators

Objectives with no measurable performance indicators are of little use as progress cannot be monitored.

Performance indicators (PIs) should cover all material aspects of the clients business.  If there is no PI for an activity this implies that it has no aim which raises the question of why the activity is undertaken at all.

Good PIs are comparable across time, across business units and, perhaps, with other businesses of the same type.

The auditor should distinguish between PIs that 

· measure intermediate outputs from activities (economy and efficiency) and 

· those which measure the impact of outputs in relation to objectives (effectiveness).

Link to objectives and activities

· PIs should be relevant to the measurement of achievement of objectives and relate to the activities which aim to deliver against objectives.

Measurable

· PIs cannot motivate staff or act as part of the control mechanism unless they can be measured in an agreed way;  gaining agreement for the means of measuring performance is a key issue.

Comprehensive

· all objectives should have PIs

Consistent / comparable

· the basis of measuring PIs needs to be consistent over time and between organisational units

Verifiable

· evidence used to calculate PIs should be sufficient and reliable enough for internal and external auditors to be able to gain an assurance that PIs are accurate.

Slide 20: Benchmarking

Benchmarking involves comparing key performance indicators with those of other organisations.  This can be done using existing performance indicators where they are comparable across organisations or through an external survey designed to reveal differences in performance of similar functions; it involves comparing accounting ratios, inputs, outputs or performance indicators against the same indicators for other businesses of the same type.

Examples of areas where benchmarking can be applied include:

·   different hospitals

·   local courts

·   local police forces

·   local government offices

·   local offices which perform similar functions

Benchmarking may be used to compare

· Activities

· Impacts

· Across time

· Across organisations

Slide 21: Stakeholders

Stakeholders are outsiders with a particular interest in the organisation. They can provide a different perspective of the success or failure of programmes, and on the extent of value for money achieved; they are rarely concerned with the internal workings of the organisation and focus mainly on the effectiveness of the programme and the quality of what is delivered by it. Customers are one, particularly important, example of stakeholders; others may include shareholders, politicians, journalists and researchers.

Analysing feedback from stakeholders can provide a useful supplement to the view of performance which can be obtained from performance indicators. 

Slide 22: Framework


  

This diagram shows the relationship between the components of the business  model.  The left hand cycle relates to objectives and the mission of the organisation.  The right hand cycle relates to processes in the organisation;  it is the mechanical part of the organisation which is driven by the imperatives of the left hand cycle.  Activities link the two cycles;  they are driven by objectives and produce outputs that may, or may not, have the desired impacts.

Activities are the focus for the collection of performance information; information systems may assist in the collection of performance information as well as contributing to the efficiency  and effectiveness of activities.

Assessment of VFM brings together all of the issues considered above.  They fall into two groups:

· means comprising inputs, activity, outputs and feedback; and

· ends comprising objectives, activity, impacts and review.

Activities link means and ends; they are the mechanism by which the objectives are realised.  Ends are driven by the mission of the organisation and the vision of the head of the organisation.  Means are driven by managers concerned with the process of turning input resources into outputs.  Activities link the two aspects of organisational performance.

Analysis of objectives and activities will have created two sets of hierarchies which have complex interactions between them as one objective may drive many activities and one activity may service many objectives.  One way of visualising the interaction is as a cell.  The mission is at the nucleus and is surrounded by objectives that interact with each other and activities.  The combination of all of the outputs of all of the activities is represented by the cell wall which is the point of interaction with the external environment. A complex organisation may be viewed as many specialised, interacting cells with a skin around all of them.

In this model, the intermediate outputs of activities which act as inputs to other activities are hidden.  Only the final outputs are visible at the cell surface.  It is these final outputs that have impacts on the external environment and will determine the success or failure of the whole cell.  It is in this external environment that stakeholders can be found.  Stakeholders are people or organisations that have a particular interest in the success or failure of the organisation these might include customers, suppliers, shareholders, the media and politicians.

In relation to VFM audit it is the impacts which determine effectiveness, intermediate outputs and the processes that produce them determine efficiency whilst input resources are concerned with economy.

Outputs are usually stated in terms of units of some product.  This information can be related to the activities which were identified.  Every activity should be related to estimates of resources consumed and outputs produced.  Although this information may help the auditor to identify an area of the organisation that is under-performing it is usually issues of effectiveness, and hence impacts, that drives study selection.

A regime like that described above will enable management to assess their own performance as well as highlighting areas of concern for the external auditor.  If the auditee has no performance monitoring regime the auditor may wish to make a point of recommending that one be set up before undertaking any detailed VFM audit work.  The absence of a control mechanism is a major systematic weakness that will put the whole of the auditee’s business in jeopardy - lack of evidence is evidence of danger!

Slide 23: Study selection

The sections above provide a framework for the collection of a vast array of information about the auditee’s objectives, activities, performance and stakeholders.  This information can be considered in a number of different ways to highlight areas of the business that have failed or are failing. The auditor may focus on:

· a table of activities that sets out their importance, the resources they consume, linked objectives, linked performance indicators and stakeholders.  For each heading the auditor could note any evidence of under-performance;

· a table of objectives that sets out their priority, links to activities, links to performance indicators and stakeholders;

· services such as finance, estates management, IT, or personnel cross referenced to the objectives to which they relate; or

· stakeholder feedback on a particular programme with cross references to the performance information and activities involved.

There are many possible ways of identifying a topic suitable for a VFM audit report but there are some principles that help to eliminate unsuitable topics:

· the subject should be material in the sense that the resources consumed are significant or the objectives of the programme are critical to the organisation;

· there should be evidence of under-performance; and

· the auditor should be able to provide an explanation that will make a difference in the future.

Reasons for choosing a particular topic include:

· poor performance;

· high cost;

· low priority linked to high cost;

· high priority;

· evidence of weaknesses in management ethics or culture;

· evidence of control weaknesses or systematic failure of projects; or

· relevance to many organisations.

The process of selecting good subjects for VFM audit studies may be likened to a jeweller examining a many-faceted stone.  There are many ways to look at an organisation and from some points of view it may look perfect whilst from others it looks fatally flawed.

Slide 24 / 25: Materiality of IT systems

The analysis above has concentrated on the business with little emphasis on IT systems. There are good reasons why studies that concentrate on IT are rare:

· slide 24: spending on IT is dwarfed by spending on other aspects of the business.  In the UK central government sector spending on IT is running at some £2.5 billion per year whilst total annual cash flow is some £450 billion;

· slide 25: IT is a means to an end.  IT systems exist to support activities which themselves exist to support business objectives and it is far more important to focus on the achievement of the objectives than it is to focus on the means by which objectives are achieved.

Slide 26: IT topics in VFM studies

In most cases, IT will form part of the explanation for failure to achieve objectives.  Having said this, there are occasions when a study which concentrates on IT can be justified:

· studies that investigate very large projects where the investment is material in its own right;

· where a topic is identified that affects several departments (such as security) then the aggregate impact is large enough to justify a study; in such cases the emphasis is usually on improving central guidance and encouraging clients to follow it.

· where gross failures or successive failures are apparent then a study may be justified to improve the clients IT infrastructure and management.

· studies that compare IT operations across multiple organisations;

· studies that investigate the exploitation of emerging technology so that lessons can be drawn out from the work of pioneers.

Session 3: Evidence

Slide 27: Introduction

The output of the survey is a list of areas of the auditee's business where performance or costs give rise to concern.  This session examines whether there is evidence that IT systems might form part of the explanation.

The analysis used for the survey will have revealed:

· a hierarchy of objectives with associated performance indicators;

· activities linked in to objectives;

· costs linked to activities; and

· information systems that support activities.

The next stage, for the IT auditor, is to examine those information systems which support activities that are related to those objectives that are of particular concern.

Slide 28: Evidence categories

There are a number of indicators of failing information systems and these are examined below.  The main categories are:

· user dissatisfaction;

· unreliable systems;

· poor integration with other information systems;

· escalating costs;

· delays in implementing new information systems;

· abandoned projects;

· high cost, or slow, maintenance; and

· disputes with providers.

The following slides examine each of these indicators and provide suggested:

· sources of information that might be used to establish whether there is evidence of failure; and

· links to possible explanations of failure.

There is scope for an exercise here.  Go through the user dissatisfaction slides and then ask groups to suggest sources of evidence and possible explanations for other categories.

Slide 29 / 30: User dissatisfaction

Slide 29: Evidence

The best place to start in investigating the level of user satisfaction with a system is with the system owner.  The owner will be the manager who is responsible for defining who may use the system and how it will develop.

Ask the owner who the users are.  This will validate the analysis during the survey stage and provide a list of users who may be interviewed.

Ask whether there are records of user feedback on the system. User requests for enhancement and calls to a help desk, if there is one, will be a useful indication of the level of user satisfaction with the system.

If  there are no current records of user satisfaction then a survey may be required.  Write to a sample of the users of the system asking them whether they are satisfied with the system's performance and, if not, why not.

Slide 30: Explanation

If there is evidence of widespread user dissatisfaction then this suggests a failure to adequately involve users in the specification of the system or in the acceptance of the system when it was delivered.  There may be weaknesses in the standards for project management or in the application of them in the context of the system under examination.  User training may have been handled badly.

User dissatisfaction may equally result from poor operational management; the system may be capable of meeting its design objectives but fail to do so due to poor operational support.

Slide 31 / 32: Unreliable systems

Slide 31: Evidence

Talk to the information systems manager to find out whether logs are kept of system failures and problems reported by users.  If there is no log you may have to interview users or send out survey forms.

Slide 32: Explanation

Systems that fail regularly point to weaknesses in the design and development standards or in their application to particular systems.  Poor operational support or inadequate infrastructure may also be part of the explanation for poor reliability.

Slide 33 / 34: Poor integration

Slide 33:  Evidence

Ask users whether they have to enter information more than once or manually collate information from more than one system.  Both of these features would be likely to lead to inefficiency and user dissatisfaction.

If there is a data administrator, talk to them to find out whether the same information is stored more than once.  Duplicating the storage of information is not only inefficient but also a threat to the integrity of information as the various copies of the information may differ due to some being updated but others remaining inaccurate.

Slide 34:  Explanation

Poor integration points to weaknesses in strategic planning and co-ordination of information systems.  There may be inadequate senior management oversight of information system planning and development.

Poor integration is usually due to an inadequate IT strategy and inattention to IT standards in particular.  End user computing can be a cause where users start designing their own data structures outside of any corporate standards.  Poor control over procurement can lead to severe integration problems as it can result in a multiplicity of different data storage and communications standards.

There should be a corporate data repository with standards covering data formats, operating systems and communication protocols. The XOpen procurement guides are a good starting point.

Slide 35 / 36: Cost overruns

Slide 35:  Evidence

Ask the system owner to provide a copy of the business case that supported procurement or development of the system.  If there is no business case then this, in itself, is a serious weakness that points to inadequate control over the development of information systems.

Ask the system owner for a record of the budget for the system and any variations to the budget as it was progressed.  If there are significant variations then this might point to poor controls over the quality of business cases, poor project management or poor procurement procedures.

Examine running costs of the system.  

Slide 36:  Explanation

Development cost overruns may be due to poor estimation during approval or inefficient development processes. 

Operational cost overruns may be due to poor management of the IT infrastructure or to inefficient IT systems.

Establishing the cause of cost overruns will require a detailed examination of development and operational standards and their application in the case of the system which is inefficient.

Slide 37/38: Delays

Slide 37: Evidence

Examine the business case, if any, provided by the system owner. Examine records of project board meetings. Examine the information system strategies covering the period during which the system was proposed, designed and procured or developed.

The project initiation document should break down the project into deliverables (project components) that are not more than one month apart.  There should be evidence that performance against the schedule of deliverables was monitored and any slippage investigated.  Amendments to delivery dates for components of the project should be subject to approval by the project board. Examination of project board minutes can provide evidence of the adequacy of control over the schedule of deliverables.

Slide 38: Explanation

If there is no detailed schedule of deliverables this points to weakness in the project approval process.  If deliverables were set out but slippage against the schedule was ignored then this points to weak project management and inadequate oversight by the project board; such weaknesses may be due to poor project management standards or to failure to follow the standards in the system under investigation.

If the original timetable was unrealistic then the auditor should consider the client’s standards for the preparation and quality control of business cases.

Poor project management may lead to delays even where nothing unforeseen has impacted on progress.  Is there evidence that the project manager and project board failed to monitor progress adequately?

If users are not committed to the development of an IT system then there is a high probability that it will fail.  Users are in a good position to sabotage new developments.  Marketing new systems to users, engendering a sense of ownership, training and awareness can all be used to reduce the chance of user opposition.

Slides 39 / 40: Abandoned projects

Slide 39: Evidence

Examine the project documentation for evidence of abandoned systems.  Minutes of the information system steering committee may also reveal a history of abandoned projects.

Failure of a significant project should be apparent from minutes of senior management meetings.  

The finance department tend to have a long memory where resources have been wasted on the development of a system that has failed.

A history of failed IT initiatives can be built up by talking to users.

Slide 40:  Explanation

If there are post implementation reviews then they will help to explain failures.  If post implementation reviews are not carried out then this is a failing in its own right.

If there is a history of abandoned projects then this points to weaknesses in investment appraisal, requirements analysis and project management; it may also point to weaknesses in procurement procedures if systems developed by external suppliers have been abandoned.

Slides 41/ 42: Running costs

Slide 41: Evidence

IT support staff and the change management team will be able to readily identify IT systems that cause them problems due to the frequency with which they are changed.

If there is a resource management system and IT systems are separately identifiable as cost centres then analysis of reports on IT system maintenance cost will identify those systems that need further investigation.

Slide 42: Explanation

If the running costs of the system are high then this may indicate an excessive degree of system maintenance.  Examine change control records to investigate the volume of system changes and how long they took.

Changes that take a long time may point to weaknesses in system design or documentation.  High volumes of changes indicate weaknesses in requirements analysis and inadequate user involvement in the development or procurement process.

If maintenance costs are reasonable but running costs are high this suggests that the system is uneconomical or inefficient which may indicate weaknesses in system design standards or in operational management.

Slides 43 / 44: Disputes with suppliers

Slide 43: Evidence

Examine correspondence between the auditee and suppliers and minutes of meetings held with suppliers.

Where the subject of investigation is a "service" then the auditor should expect to find a detailed service level agreement which specifies the nature of services to be provided and the quality of those services.  Quality of service is usually expressed in terms of measurable performance indicators so that performance against the agreement can be monitored.

Where it is a system, rather than a service, which is being examined then the auditor should look for detailed terms of reference which set out what the supplier should deliver and when.

Slide 44: Evidence

It can be very difficult to distinguish between inadequate supplier performance and inadequate specification (terms of reference or service level agreement) by the auditee of what the supplier was to deliver.

The auditor should check that users were adequately consulted during the formulation of the specification and that they signed off the resulting specification documentation.

If the specification does not reflect user requirements then this points to weaknesses in requirements capture standards and the procurement process.

If the user specification does match user expectations but the supplier has failed to deliver the specified system or service then this suggests poor supplier evaluation during the procurement process.

Slide 45: Lack of evidence

In undertaking the survey and looking for evidence the auditor is likely to have found gaps in available evidence.  Lack of evidence is itself evidence of poor controls and should be pursued.

Lack of evidence is evidence of danger

Session 4: Explanation

Slide 46: Introduction

This is the third stage of a VFM audit examination.  The first stage will have established the importance of the report subject area.  The second stage will have identified evidence of failure.  This stage is concerned with establishing the cause of material failure.

In undertaking the survey and looking for evidence the auditor is likely to have found gaps in available evidence.  Lack of evidence is itself evidence of poor controls and should be pursued.

The survey identified significant systems for investigation. The collection of evidence should have revealed whether there is reason to believe that significant IT systems are failing. The explanation phase of the performance audit approach seeks to find out why significant IT systems are failing.

Slide 47: Explanation categories

The factors which might explain the failure of IT systems are grouped under the headings:

· IT strategy;

· IT standards;

· user involvement;

· business cases;

· procurement;

· project management;

· operational management; and

· business continuity planning.

Slide 48: IT standards

Experience has shown that standards are important in the successful implementation of IT systems.  The UK has an organisation called CCTA (the Central Computer and Telecommunications Agency);  their mission is to help the UK public sector in the effective exploitation of information systems.  The formulation and promulgation of standards and methodologies is at the heart of CCTA’s role and, as a result, they have published a vast array of books that set out best practice in relation to various aspects of managing IT.  The notes below make frequent references to CCTA guidance.  There may be equivalent national guidance which would be more appropriate.  If you do require copies of CCTA documents they can be obtained via

CCTA Library
Rosebery Court
St Andrews Business Park
NORWICH
NR7 0HS
UK

Phone:
+44 (0)1603 704930

Many organisations have formalised their standards for project approval, design and development as part of their preparation for quality accreditation under ISO 9000;  this is a development that the auditor should applaud.  The CCTA quality management library sets out what is expected of a quality management system.

The auditee's standards should be documented and promulgated in policy statements and procedure manuals.  This should be supported by awareness programmes and training so that staff know why the standards exist and how they apply to their area of work.

IT Strategy

IT strategy standards should define the annual planning process and its links into the corporate planning cycle.  There should be mechanisms for the review of the IT strategy and the incorporation of new projects that link into corporate objectives.  The CCTA IS planning guides set out the IS strategy life cycle and the issues that should be taken into account.

The IT strategy should be a controlled document that is owned by a committee chaired by a senior manager.  This committee is often called the IT steering committee.  Members of the committee should represent a broad cross section of the auditee's business including the interests of business users, resource management, IT management and IT operations.  If this committee does not exist or it is chaired by a junior member of staff then this suggests a lack of commitment to co-ordination of IT systems and may form part of the explanation of IT system failure.

Management

IT standards should set out guidelines and methods to be used for the management of IT projects.  The CCTA Projects IN Controlled Environments (PRINCE) method is one such management methodology.  Project management standards set out the roles, responsibilities and procedures to be followed for IT projects.  Well defined IT project management standards promote consistent quality; their absence promotes chaos and inconsistency.

Design and development

The auditee's standards and procedures should set out guidance and methods to be used for the design and development of IT systems. CCTA's Structured Systems Analysis and Design Method (SSADM) sets out a structure for the orderly design of information systems and may be used as a benchmark against which the auditee's standards for design and development may be measured.  The absence of strong design and development methods may lead to a failure to meet user requirements, systems that do not work at all or systems that are difficult to maintain due to poor program structure and documentation.

Technical

Technical standards should define the corporate commitment to industry standards.  The statement of technical standards should cover operating systems, hardware, communications protocols, database management systems, data formats, networking infrastructure and programming languages.  These standards will facilitate the integration of the auditee's information systems. Absence of technical standards is likely to lead to duplication of data input, inability to consolidate information and high maintenance and support costs.

Change management

Standards for change management should cover policy on approving new changes, documenting and testing changes, user acceptance and controls over introduction to the live IT environment.  The aim is to ensure that changes are fully evaluated before they are authorised, that they are carried out according to design and development standards and only implemented after formal testing and acceptance.

Poor change management standards are likely to result in unreliable systems with inadequate documentation.

Standards ignored?

· The best standards in the world will not help if the organisation fails to train staff, gain their support and enforce compliance with standards through quality assurance.
Slide 49: IT strategy

IT systems exist to help an organisation meet its business objectives. The survey stage of the VFM audit review will have identified whether the auditee has formulated a statement of its business functions and whether the auditee's IT systems can be related to the defined objectives.

IT strategy weakness may form part of the explanation for under performance if the auditee:

· has no corporate strategy or

· has no IT strategy or

· cannot relate the IT strategy to the corporate strategy or

· has many IT systems that fall outside of the IT strategy.

Where an IT system has failed, or is failing, the auditor should consider whether it was developed outside of the IT strategy and, if so, why.  Is the strategy deficient?  Is enforcement of the strategy weak?  Is there adequate co-ordination of expenditure on IT systems?  Are senior managers committed to oversight of the development of IT systems to support their business?

Slide 50: User involvement

IT systems exist to serve their users' needs.  If the users have systems imposed upon them or fail to take control of the development process then it is likely that the IT systems will be a hindrance rather than a help.

IT systems should be "owned" by a senior user who is responsible for co-ordinating the development and usage of the system.  The standards for project management and change control should ensure that the owner's acceptance is required at key stages in the development life cycle.

Development standards should provide for extensive consultation with users before design begins.  The owner should formally sign off the statement of user requirements as evidence that the user community is committed to it.

User awareness and training are crucial to the acceptance and efficient use of a new system.  Knowing that respected colleagues were involved in the design and development of an information system can also help in achieving commitment to the new system.

Inadequate user involvement is likely to lead to user dissatisfaction with the system that is delivered, disputes with service providers and, ultimately, operational ineffectiveness.

Slide 51: Business cases

Was the business case scrutinised in sufficient depth?

Were risks identified and residual risk accepted?

IT systems can be a substantial drain on the resources of the auditee.  They should, like any other project, be the subject of a business case that sets out:

· the owner and user community;

· members of the project board;

· a system description;

· links to other systems and organisations or authorities (there may be links to other  internal systems or links to external organisations);

· links to objectives and activities in the corporate plan (this may include consideration of the need to satisfy contractual obligations);

· whether there are any legal or judicial constraints or considerations which could affect the proposals;

· standards to be complied with or reasons for deviation from corporate standards;

· options for meeting the requirement;

· benefits and a benefits realisation plan;

· estimated resources required;

· a plan for quality control;

· a plan for user awareness and training;

· any security considerations; and

· a draft timetable.

The business case is crucial to good control over information systems.  It provides a formal vehicle for project approval by the information system steering committee and a reference point against which progress on the project can be measured.  The process of formulating a business case and progressing it is set out in the CCTA PRINCE and IS guides.

Organisations that proceed with information system development without formal business cases and an appropriate approval mechanism are likely to have poorly co-ordinated and inefficient information systems.

Slide 52: Procurement

Was functionality and performance adequately specified?

Do service level agreements reflect user expectations?

Procurement of information systems and services should take place within a formal framework of procedures.  The CCTA Total Acquisition Process (TAP) is one such framework which you may wish to consider as a model against which auditee's procedures can be measured.

Best value for money is likely to be achieved through competitive tendering.  The auditee's procedures should include:

· preparation of detailed terms of reference which set out the user requirement unambiguously and form the basis of an invitation to propose;

· proposal evaluation criteria which closely follow the format of the invitation to propose;

· a schedule of deliverables which will be subject to user acceptance before payment is made;

· service level agreements which set out the level of service that the user requires;

· agreements on ownership and copyright;

· agreements on maintenance of system or service components;

· provision for escalation of any disputes that arise.

Poor procurement procedures are likely to lead to high levels of write-offs, frequent disputes with suppliers, general user dissatisfaction and high costs.

Slide 53: Project management

Is a formal project management method mandated?

Was it applied appropriately in this case?

Do internal audit have the skills to oversee IT projects and were they adequately involved in this case?

Were deliverables staged?

Good project management ensures steady progress towards a well defined goal.  The CCTA PRINCE method sets out the components of good project management and may be used to compare with your auditee's practices.

Features of good project management include:

· a project board which has representatives from the user, technical and business communities;

· internal audit involvement in monitoring progress and overseeing acceptance testing;

· a project document which sets out the deliverables from each stage of the project along with quality assurance criteria and expected resource requirements;

· a risk management plan which identifies risks to the project and a strategy for reducing them to an acceptable level;

· small gaps between deliverables to ensure that the project manager is quickly aware of any slippage against targets;

· the right skills to, on the one hand, understand the user requirement but, on the other, understand any technical difficulties and limitations; and

· understanding of the need to gain the commitment of the user community through involvement, training and awareness programmes.

Slide 54: Operations management

Is the capacity of the operational system in accordance with the design specifications?

Is there an adequate problem management function;  tracking the resolution of reported problems should highlight whether poor performance is due to operational management or the project management of the design and testing phases.

Once an information system is in place, the day to day management of the service that it provides will fall to an operations manager. In order to ensure that operations are efficient the user must clearly specify service levels that are required.  This will help to define the resources required to achieve required service levels.  The CCTA guidance on the intelligent customer function is a good starting point for an understanding of the components of good relationships between the demander (user) and provider (operations).  The CCTA IT Infrastructure Library (ITIL) is a good reference point for standards for the management of the IT infrastructure.

Ineffective operation of an information system may be due to:

· poor design or development;

· poor operational management; or

· ill‑defined service level requirements.

Poor operations management will tend to result in high running costs and poor reliability.  Care will be needed to distinguish poor operational management from inadequate analysis of user requirements and from poor project management during development or procurement.

Slide 55: Business continuity

Does the auditee know which business functions rely on which systems?

Have they planned for failure of key systems?

Are plans tested?

Poor levels of reliability may be due to inadequate business continuity planning.  Business continuity plans should identify those activities that are critical to the auditee's business and provide for their continuation when the services that support them are disrupted.  Plans should be tested regularly to ensure that they are practicable and that the users understand what to do.

Slide 56: Obsolescence

Manufacturers strive to constantly improve IT hardware and software;  this can lead to frequent version and product changes with the result that quite new products are costly and time consuming to maintain.  A system that is more than five years old is likely to be obsolete from the manufacturers’ point of view.

If the system is more than two years old then it is possible that user requirements have changed rendering the system obsolete.

The auditor should consider whether the system is worth maintaining or whether it would be more cost effective to procure or develop a new system.

Session 5: Recommendations

As mentioned in the Module Introduction, it may not be enough for the SAI to stop at recognising explanations for IT system failure, and ensure that the lessons learnt are kept in mind while developing and implementing future IT systems. It may often be necessary for the SAI to generate recommendations for corrective action, which would have a positive impact on the effectiveness and/or efficiency of the current IT system being reviewed.

This will of course depend on the context in which the SAI operates. Very often, the SAI conducts its VFM review only as a post mortem, where the audit findings can only serve as lessons to be kept in mind for future IT projects, not the IT project under review. However, other SAIs conduct VFM reviews concurrently, or at the end of each phase of IT system development and implementation. In such situations, it is feasible for the SAI to give proactive recommendations for corrective action “mid-course”.
Logically, the recommendations for corrective action should flow from the explanations for failure. These are best illustrated with case studies, which should be chosen by the leader from the SAI’s experiences.
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