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Module introduction 

This four day  module covers planning a certification audit and building a team to undertake the work;  it includes detailed coverage of controls at the management,  installation and application levels. This IT controls module has been prepared to train auditors to be able to understand the types of IT control which are likely to be encountered when reviewing computerised financial systems. 

Objectives

After completion of this module, the  trainees shall be able to:

· understand the objectives of certification audit and the control issues raised by IT systems;

· identify and document key financial systems;

· undertake a review of management, operational and application controls;

· make recommendations for improving controls;

· identify and test key controls; and

· understand the impact of IT control weakness on the audit approach.

Audience

The IT controls module has been designed for those auditors who carry out IT controls  reviews, either as part of the audit of financial statements or those who carry out security reviews.

Contents

The module covers planning a certification audit and building a team to undertake it. There is detailed coverage of controls at the management, installation and application levels together with the identification and testing of key controls.

Session 1 : Module introduction and contents

This first session provides an introduction to the IT controls module. It allows the course leader and the trainees to introduce themselves. The session also contains administrative details which should be passed to the trainees. 

Method

Slideshow and discussion

Timing

30 minutes

Equipment required

Whiteboard

Flipchart

OHP/ or Audio Visual Unit

Handouts

Session 1 student notes

Session objectives

The objectives of this introductory session are to:

· describes the objectives of the IT controls module.

· outline the sessions comprising the IT controls module. 

· describe the administrative arrangements and introduce the lecturers and trainees (if not already covered or introduced on previous IT audit training modules).

Target Audience

Leader Guidance

The IT audit training needs of each SAI’s will be different. For example some SAI’s may focus on performance audit whilst others focus on the audit of financial statements. The  INTOSAI IT audit training materials have been designed to be modular. Each SAI should carry out a training needs assessment before any decision is made on which modules are required. This module concentrates on IT audit in the context of financial audit. 

The lecturer should be aware that the financial audit standards and working practices may differ from one SAI to the other. Lecturers should bear this in mind and make amendments to the presentations and course materials as necessary. 

Where the course is being delivered by a lecturer unfamiliar with the working practices or auditing standards applied in the trainees home countries, the trainees should be encouraged to ask questions or put forward suggestions of how their own practices differ. This should provide the lecturer with the opportunity to mould the course as it is delivered to make it as relevant as possible.

Slide S1/1 :  Session title

This introductory session should be used to describe the course administration arrangements and put the IT controls module in context. 

This module begins by explaining why the auditor may be required to examine a client’s systems of internal control and then proceed to provide the students with training on how to carry out an IT controls review.

If this module is being delivered a part of complete IT audit training package and the trainees have already been informed of course administrative arrangements, it may not be necessary to reiterate all of the course administrative details or reintroduce the lecturers and trainees.

If the lecturers are new to the trainees the course should start with the lecturers introducing themselves. The lecturers should outline a few details of their qualifications and experiences in:

· financial and performance audit;

· IT; and

· IT audit. (both carrying out controls reviews and teaching)

The teaching for the course will be in the form of lectures, discussions, group exercises, quizzes and case studies.

The lecturer should stress that to get maximum benefit from the module, the trainees should ask questions where a point requires clarification or expansion. The more interactive the sessions the better.

The course will include a fair amount of group work and case studies. This session may be used to divide the trainees into smaller teams for group work. 

Each group should consist of 4-5 trainees.

The lecturer may adopt his/her own method of group selection.

Slide S1/2  : Module Objectives

The leader should determine what the aims and objectives are of the trainees and reconcile them to the pre-determined aims of this IT controls module. This should ensure that both leader and trainees have the same objectives and are moving towards a common goal.

The leader should proceed by asking the course participants what they aim to achieve from the IT controls module. Ask them what their aim and objectives are. Note down the key points from their replies on a flipchart for later reference.

Although this module is primarily aimed at the financial audit process and the provision of an external audit opinion on a client’s financial statements, most of the issues and control concepts covered are equally applicable to the work of the internal auditor. 

The main aim of this module is to teach the trainees how to carrying out an review of a client’s computer installation, and the applications which are associated with the processing or reporting of financial transactions. This module takes the trainees through the basic principles of reviewing an IT system using a proforma audit guide.

The objectives of this IT controls module are outlined below. 

Identification and documentation of key business systems : which of a client’s numerous IT systems are of importance to audit. Once identified they need to be documented.

Review computerised controls (management, operational and application controls) and test key controls :  How to plan and carry out a review with the aid of a pre-prepared IT controls proforma. Once controls are identified how to test them.

Provide the client with recommendations : to improve the client’s internal controls.

Slide S1/3 : Module contents

The following timetable is intended as a guide. Lecturers may alter the time spent on each session to meet local requirements. If all sessions are to be delivered,  the module is expected to last approximately 5 working days. The slide summarises the split.

IT controls introduction and general IT controls :    2 days

Application controls                                             :    1 day

Case studies  (incorporated into sessions)            :    1 day

Total                                                                         5 days

Slide S1/4, S1/5, S1/6 and S1/7 : IT controls sessions

The next four slides what sessions will be covered each day and a brief outline of the contents of  each session . 

DAY 1

Session 1 : Course administration and introductions   i.e. this session

Session 2 : IT and the audit process

Session 3 : The IT controls model

· Elements of internal control, i.e. physical,  technical, managerial, procedural and personnel controls.

· The categorisation of controls  : preventive, detective and corrective.

· The relationship between general IT controls and application  controls (the IT controls onion).

Session 4  Planning an IT controls review

· Gathering information on the client’s IT systems

· Involvement of other specialists

· Identification of systems to document 

Session 5: Documenting IT systems

· Documenting what hardware and software comprise the client’s key IT systems

· Flowcharting of transaction streams through a computer system.

Session 6: Organisation and management controls
· High level policies and procedures

· Risks associated with inadequate high level controls

· The organisation and management of a typical IT department.

· Segregation of duties

DAY 2

Session 7: IT operations

· What is IT operations

· The risks associated with poorly controlled IT operations

· Controlling IT operations

Session 8: Physical and environmental controls

· Risks associated with poor/absent controls

· Client approaches to dealing with the risks

· Specific physical and environmental controls

Session 9: Logical access controls

· The risks associated with inadequate logical access controls

· What resources to protect

· Access security framework and logical access controls

Session 10 Change management

· Reasons for system change

· Risks associated with inadequate change controls

· Change control procedures

DAY 3

Session 11:Third party service providers

· The benefits of using third party service providers

· Possible problems associated with using third parties

· Contracts

Session 12: End user computing

· What is end user computing?

· Risks associated with end user computing

· Computer viruses

· End user computing controls

Session 13: Introduction to application controls

· the need for application ownership

· the roles and responsibilities of the application administrator and users

Session 14: Application security

· Application access controls 

· The control of masterfiles, standing data and transaction files

· Audit trails and audit logging

· Configuration management

Session 15: Input, Processing and Output controls

· The need for transaction controls

· Input, processing and output controls

Session 16 : Masterfiles and standing data controls

· What they are

· Why they are important 

· Controls to protect the data

DAY 4

Session 17 : Case Studies and Revision
Session 18 : Module Review
Session 2 : IT and the audit process 

Slide S2/1 : Session title  

This next session reviews the role of IT controls in the overall financial audit process. 

Method

Slideshow and discussion

Timing
60 minutes

Equipment required

OHP for acetates or audio visual unit for slideshow 

Whiteboard

Flipchart

Handouts
Session 2 student handouts

Session 2 quiz.

Slide S2/2 : Session objectives

This slide introduces the objectives of this IT controls module.

The objectives of this session are :

Determine how risks differ in an IT environment :

· Ascertain what effect IT systems have on the nature and extent of financial audit risks. 

· Should the auditor be concerned if a client uses a computer system to process transactions and prepare the financial statements 

Review how, when and where IT audit fits into the overall  audit process  : 

· What stages in the audit lifecycle can an IT auditor contribute to.

· After all, if an IT review does not contribute to the audit opinion or audit finding, then why spend time, effort and money carrying one out?

Slide S2/3 : Changes in internal controls

This slide summarises the effect of IT on the type and nature of internal controls within a client’s computerised financial systems. There are various categories of control which exist in both manual and computerised systems. This slide considers the effect of IT on theses categories of control.

Computerisation has changed the type and nature of internal controls: 

· Computers can be programmed to carry out checks automatically

· If properly programmed the computer controls will operate consistently

Discuss each of the following general categories of control.

General categories of control : 
· Personnel : If staff are trustworthy, competent, skilled and trained.

· Segregation of duties : a key control in any financial system. Segregation basically means that one person cannot process a transaction through from start to finish.

· Authorisation procedures : ensures transactions are approved. In some on-line transaction systems written evidence of individual data entry authorisation, e.g. a supervisor’s signature, may be replaced by automated controls written into the computer programs (e.g. credit limit approvals).

· Record keeping: protection and storage of documents, transaction details, audit trails etc.

· Access to assets and records: locked doors and filing cabinets now inadequate. Financial data and programs are vulnerable to unauthorised amendment. Remote access risk. WANs (Internet) has increased the risk of unauthorised access. New controls needed to deal with new risks.

· Management supervision and review: helps to deter and detect errors and fraud.

The next issue to cover is how these basic types of control differ in a computerised environment. A couple of examples of the differences are given in the next slide. 

Slide S2/4New causes and sources of error

This slide provides two examples of new risks of error which arise when a client uses and automated system to process financial transactions. 

System generated transactions 

· IT systems may initiate, approve and record financial transactions.

· This is likely to become increasingly common (EDI and paperless trading systems.) 

· These systems increase efficiency (automated transaction leads to less  manually intervention and hence lower staff costs).

· Causes the auditor problems. E.g. assurance to transaction authorisation in accordance with authorities. 

· Used in inventory and stock control systems: When stock level falls below a certain level, the system automatically generates a purchase order and sends it to the supplier (perhaps using EDI technology).

Systematic Error

· Computers process on a consistent basis.

· Given the same inputs and programs, they invariably produce the same output. 

· Consistency can be viewed in both a positive and a negative manner. 

· If the computer is doing the right thing, then with all other things being equal, it will continue to do the right thing and visa versa. 

· If an auditor finds an error (s)he should be thorough in determining the underlying reason for the error. The computer may have processed hundreds or thousands of similar transactions incorrectly.

Session 3 : The IT controls model

Slide S3/1 : Session title

Session 3, the IT controls model, introduces the concept of general IT controls and application controls. A framework is described which shows how the two types of control interact. The session also describes how IT controls integrate with the manual controls identified by the financial auditors.

Method 

Lecture and discussion

Timing

60 minutes

Equipment required

Overhead projector if using transparencies

Audio-visual unit if using Powerpoint slides

Whiteboard

Flipchart

Handouts

Student notes for session 3

Slide S3/2 : Session objectives

The objectives of this session are to :

Introduce the internal controls framework, including the concept of general IT controls and application controls.
· explain what we mean by general controls and application controls.

· show how both types of control contribute to the IT controls environment and the IT auditor’s control assessment. 

Describe how IT controls fit into a client’s overall control structure

· IT audit should be integrated into the overall audit approach. The financial auditor should take account of strengths and weaknesses within both the computerised and manual systems.

 Slide S3/3 Internal controls

Accounting systems do not have a monopoly on internal controls. Internal controls can also be important in administrative systems, e.g. time recording, office automation, and manufacturing systems (e.g. production line control systems).When reviewing a client’s control systems, the auditor will be able to identify three components, accounting controls, operational controls and administrative controls.

Accounting controls: 

· these safeguard the client’s assets 

· ensure the reliability of the financial records

Operational controls:  

· these deal with the day to day operations , functions and activities 

· they ensure that operational activities are contributing to business objectives.

Administrative controls : 

· these are concerned with ensuring efficiency and compliance with management policies, including the operational controls.

Since this module is primarily concerned with the financial audit process, the following sessions will concentrate on the accounting and financial controls. The operational and administrative controls are more relevant to a performance audit review and are covered in the INTOSAI IT audit training module “performance audit.”

Slide S3/4 : Control categories

This slide considers the categorisation of controls into three categories, preventive controls, detective controls and corrective controls.
Auditor’s categorisation of controls
When we look at financial or accounting controls we examine them to see if they reduce the likelihood of the financial statements containing material errors. 

We put the controls into categories depending on when they act.

We categorise the controls as being either : 

Preventive controls:

· Designed to prevent  errors, omissions or malicious acts occurring.

· E.g.  the use of passwords to gain access to a financial system. 

Detective controls:

· These controls are designed to detect errors, omissions or malicious  acts  that occur and report the occurrence. 

· E.g. the use of automatic expenditure profiling where management gets regular reports of spend to date against profiled spend.   

Corrective controls : 

· Designed to reduce the impact or correct an error once it has occurred and been detected.

· E.g. the use of default dates on invoices where an operator has tried to enter the incorrect date.

Slide S3/5 : Elements of Internal Control

In 1992, the Committee of Sponsoring Organisations of the Treadway commission, in the US, issued an integral framework which provides practical, broadly accepted criteria for establishing internal controls and establishing their effectiveness. The slide provides a graphical representation of the controls framework, (COSO).

Five elements / levels contribute to a client’s internal control structure.

The general controls environment :

· Factors which set the tone of the business and the working environment. 

· Controls within this level are normally associated with high level policies, ethical values, the business culture and the human resources structure.

· E.g. human resource policies. organisational/reporting structure, accountability.

Risk assessment : 

· The first proactive step in the control process.

· This should include an assessment of the threats, vulnerabilities and impact.

· If there is no risk then why spend time and effort putting in a control.

Information and communications :
· Controls to ensure staff receive and control information about the business. 

Control activities : 

· Ensure that the business continues to operate in the manner expected by senior management.

· Measures and controls to address risks identified during risk assessment stage.

Monitoring: 

· there should be some form of monitoring to ensure that the policies and procedures continue to function and remain appropriate.

All the levels of control identified aim to ensure that:

· Assets are safeguarded

· Transactions are accurately recorded

· All valid transactions have been recorded in a timely manner

· All transactions were authorised

· Transactions were processed correctly and in accordance with management’s’ requirements.

Slide S3/6 : Limitations of internal controls

To be effective, internal control systems must be well designed and operated in accordance with specifications and instructions. However, controls cannot provide the auditor with absolute assurance that errors are not present within a client’s financial statements. This slide examines some control limitations.  

There are inherent limitations of any system of internal control. These are :

Reasonable or absolute assurance: 

· Assurance provided by controls should be reasonable, rather than absolute.

· "Reasonable" since the cost of internal control should not exceed the benefits.

· Law of diminishing returns.

Obsolescence : 

· Systems and procedures often change.

· There is a risk that controls may become inadequate.  For example, changes in a system may result in employee confusion.

Involvement of people : 

· The effectiveness often depends on the people responsible.

· Internal control may rely upon the honesty, pride and sense of duty that people have when fulfilling their duties. These are risky assumptions.

· Assumes that prompt disciplinary action will deter individuals from fraud;

· Assumes that staff will report irregularities;

· Assumes that personal relationships within the organisation will not influence the "formal" relationships established by the organisation;

· Staff will perform only those functions required by the organisational structure.

· Documentary evidence for an action implies that the action has taken place.

· Employees have sufficient training, experience, time and motivation to do their duties conscientiously.

Management power to overrule or bypass controls : 

· Management often has the ability to overrule controls.

Because of these inherent limitations of internal control, an auditor cannot use tests of controls alone to obtain all the necessary audit evidence. When an auditor chooses to rely on internal control to reduce substantive tests, the audit approach is said to be "system" based or controls reliant.

Slide S3/7 : General and application controls

It controls are divided into two categories, general controls and application controls. The categorisation depend upon a control’s span of influence and whether it is linked to any particular financial application.  This slide provides a graphical representation of the relationship between the two types of control. The general controls are the underlying base or foundation controls upon which applications and programs rely. 

Within the IT environment two levels of control can be identified. 

General IT controls 

· At the lowest level there are the general controls. 

· The general IT controls establish a framework of overall control for the IT activities and provide some assurance that the overall control objectives are satisfied.

· They act as a foundation, onto which specific application controls can be designed.

Application controls
· These are specific control procedures within and related to specific accounting applications 

· They can provide assurance that all transactions satisfy the audit assertions/objectives

· They may consist of manual procedures carried out by users (user controls) and automated procedures and controls performed by the computer software.

Additional considerations
· The structure of internal financial control in IT systems is complex because of the presence of  automated programmed procedures.

· In manual systems the  financial controls may have developed over time as a result of staff experiences. 

· Building new controls into a manual system is not particularly difficult. 

· In a computerised financial system the majority of the controls must be built in when the system is being designed and developed.

Slide S3/8 : General IT controls

This slide introduces the various categories of general IT control. These are concerned with IT related policies, procedures and working practices. They are not specific to individual transaction streams or particular accounting packages or financial applications. In most instances the general controls elements of an IT review will concentrate on the client’s IT department or similar function.  

Categories of general control include:

Organisation and management controls:

· High level IT policies and standards.

Segregation of duties :
· Of IT from users and within the IT department.

Physical controls :

· Physical access to the computer systems.

· The existence of suitable environmental controls to reduce system damage.

Logical access controls :

· System controls to control access 

System development and program change: 

· To ensure that changes don’t have an adverse effect on the systems.

Controls over computer personnel :

· Control of programmers, system analysts, and computer operations staff

· This can cover both internal and external IT services.

Business continuity planning : 

· Controls to ensure that the computer systems are there and working when they are needed

· NOTE: Business continuity planning is a large subject in itself and forms a separate training module
End user computing :

· Controlling what staff can do with their desktop computers.

Slide S3/9 : Application controls

This slide provides a outline of the different types of application control an IT auditor would review when assessing risks to a particular transaction stream.

Application controls are particular to an applications and may have a direct impact on the processing of individual transactions

These controls are used to provide assurance (primarily to management) that all transactions are:

· Valid,

· Authorised 

· Recorded. 

Application controls are closely related to individual transactions.

Hence, it is easier to see why testing the controls will provide the auditor with audit assurance as to the accuracy of a particular account balance.

E.g.  testing the controls in a payroll application would provide assurance as to the payroll figure in a client’s accounts.

As they are related to transaction streams they normally cover :

Input controls : 

· Controls over the input of transactions, including who can enter what and when. 

Processing controls:

· Controls which ensure the computer processes data as intended

Output controls : 

· Controls to ensure the output data is complete, accurate and distributed correctly.

Standing data, masterfiles controls:

· Controls to ensure that common and reference data is accurate and protected from unauthorised amendment.

Many application controls are simply computerised versions of manual controls.

E.g. computerised authorisation by a supervisor using an on-screen access code rather that putting a signature on a piece of paper.

Slide S3/10 : IT controls framework

The relationship between general controls and application controls can be represented pictorially using what is commonly known as the “IT controls onion”. This slide show the various layers of control which contribute to reducing audit risk. The outer layers comprise the general IT controls. In the centre are the various financial application, each of which have their own input, processing and output controls. 

One way of looking at the relationship between general and application controls is to allocate the general controls to protecting the financial applications and the databases. 

Meanwhile the application controls operate on individual transactions and ensure that they are correctly input, processed and output. 

Draw the controls “onion” on the whiteboard Start in the middle of the onion with the financial statements and work out through layers of control. Trace the audit process for a typical payment processing lifecycle back in a similar way to tracing an audit trail. Ask the trainees for examples of  IT related risks within each stage.

Possible issues or risks the auditor should consider.
The accounts
· Completeness of the accounts, all payments included

· Correct disclosure of a payment

Output controls : 

· Whilst the payment (cheques or EFT payments file) was in the spooler awaiting printing or transmission can we be sure that the details have not been altered and the payment redirected to another bank account.

 Processing controls ;

· Has the payment been correctly processed using the correct labour rates etc. 

· Has the client used the correct version of the accounting package.

Input controls :

· Keystroke and transposition errors.

· The transaction may be fraudulent or unauthorised. The input clerk may have entered the wrong date putting the transaction in the wrong accounting period.

All theses controls so far have been connected to the application.

We have assumed that staff are competent, diligent and honest employees. This may not be the case. As we progress to the outer layer of the onion we find the more general IT controls which are aimed at:

· Preventing an unauthorised person gaining access to the system.

· Ensuring that the correct programs are being run on the computer systems.

Operating system controls: 

· Control who can access what.

· Ensures that only those with legitimate access to the finance systems should be able to use those applications.

Network Access controls :

· Network connections need to be controlled to ensure that unauthorised external users cannot gain access to the systems.

Staff selection, vetting and training :

· Staff selection procedures and other personnel procedures should reduce the risks of errors etc by ensuring that staff are honest, reliable and that they know what they are doing.

System Security and Internal audit : 

· These controls normally appear in the form of a systems security officer and an internal audit department. Their actions should assist in the identification of risks and the adoption of measures to reduce the risks.

Physical and environmental controls :

· Computers can easily be damaged, lost or stolen.

Policies and standards : 

· Sitting on top of  all these controls is management’s policies and standards. They influence the lower level controls.

Session 4 : Planning an IT controls review

Slide S4/1 : Session title

This session considers the action an IT auditor should take when planning to review a client’s systems of internal control.

Method

Lecture and discussion

Timing

45 minutes

Equipment required

OHP for viewfoils,

Audio-visual unit for Powerpoint slideshow

Whiteboard

Flipchart

Handouts

Session 5 student notes

Slide S4/2 : Session objectives
The objectives of this session are to :

Introduce the planning stage of an IT controls review :

· Introduce the first stage on the audit process.

Identify the key steps involved when planning an audit or a client’s IT environment:

· Review the steps in the audit planning process and determine what the IT auditor should do at each stage.

To describe the circumstances under which an IT specialist would be required to carry out an IT controls review.

· Review what factors to consider when determining what level of IT audit experience is required to carry out the controls review.

Slide S4/3 : Why carry out a controls review?

This slide considers the circumstances under which an external financial auditor may be called upon to review a client’s computerised financial systems.

Ask the trainees why their SAI’s carry out controls reviews. Write these on a flipchart.

The answers should include:

Client request
The client may wish to know:

· what controls weaknesses exist, whether they are significant and what can be done about them

· how the controls compare to other businesses, i.e. controls benchmarking.

Sponsor’s request
· where the sponsoring government, ministry or department has asked for a review to be carried out on an organisation 

· where the client is owned or receives a substantial proportion of its funding from public sector sources

Legal, regulatory requirements
· where legislation or regulations require regular or periodic controls reviews 

· e.g. annual internal controls reviews of banking systems to satisfy national banking laws and finance regulations.

Slide S4/4 : Knowledge of the client

This slide covers the information needed by the auditor to gain a preliminary, high level understanding of the client. The information gained in this stage of the planning process will feed into the auditor’s assessment of risk.

In determining an audit strategy the auditor should obtain a knowledge of  the client being audited and the environment in which it operates.

The auditor should gather information on the following : 

The organisation and operation of the client

· Why the client exists

· What does the client do

The financial reporting requirements

· What type of account is required (accruals, cash, commitment)

· Reporting period

· Accounting rules (public sector/private sector)

The legal and regulatory environment

· Certain industry specific rules and regulations

· E.g. banking and finance 

Who are the stakeholders and what interest do they have in the client’s business

· The Government, Parliament (or equivalent), the public, pressure groups, shareholders

· High interest may influence the auditor assessment of materiality

The client’s accounting process, including the use of computers

· The complexity of the financial systems

· In most cases will include the IT systems

Slide S4/5 :  Knowledge of the client’s IT and internal control environment

This slide considers issues which the IT auditor should consider when gathering information on the IT systems used by the client. Gathering information is an integral part of gaining a knowledge of the entity, since without such information the auditor would be unable to say that a full understanding of the client has been achieved.

Gaining knowledge will allow the auditor to make an assessment of the complexity of the systems to be reviewed. 

This will in turn have an impact on the skills and resources the IT auditor will require to carry out a review.

The expression forewarned is forearmed is applicable. Knowing what the client uses prior to a controls review will allow the IT auditor gather background information. 

The IT auditor will need to consider several questions when tasked with reviewing a client’s IT systems. These are: 

Are there any problems I should be aware of ?

· Whether there have been any problems with the client’s financial systems.

· E.g. last year the client’s system may have failed to produce a trial balance. 

Does the client intend to make any changes ? 

· What changes, if any, are planned for the financial system. 

· The auditor should avoid the situation where he/she has turned up at the client’s premises and discovered that a new financial system has only just been installed with out the auditor’s knowledge.

What systems does the client have ?

· The hardware the client uses to run its financial systems.     

· The auditor will only be concerned the financial accounting systems. 

· The system software (operating system , security and networking software)

· The financial applications : the auditor should determine which applications need to be reviewed as part of the financial audit process

Who will I need to talk to get the information I need ? 

· The key  client staff in the finance and IT areas. 

· The IT auditor will probably need to contact and interview these staff when carrying out the detailed controls review.

Slide S4/6 : Sources of information

This slide covers the various sources of information an IT auditor can consult when gathering information on a client’s systems and internal controls. 

Before showing the slide ask the trainees to think what possible sources of information they could consult to gain an understanding of the client’s IT systems. Give the trainees 5 minutes to discuss amongst themselves and then write their answers on a flipchart.

The sources should include:

Last year’s auditor
· (S)he will have first hand experience of the systems, client staff and working environment.

· Often a valuable source of information

Last year’s working papers 

· The auditor should confirm that the information remains up to date and accurate.

· Problems tend to repeat year on year.

Observation
· See for yourself

· Tour the client’s computer facilities

Interviewing IT personnel

· The IT manager, the system administrator, system owner

Reviewing internal audit reports 

· IA are closer to the client and its systems

· Often know a considerable amount about the risks and weaknesses

· Even better if they have IT auditors

Key client documents 

· The IT strategy, the business plan, expenditure profiles

· Identifies future systems, major investment

During the planning phase the IT auditor will only be aiming to get a high level overview of the client’s systems.

Slide S4/7 : Classification of IT auditors

This slide considers the classification of IT auditors. To ensure the best utilisation of staff resources IT auditor have been categorised according to their abilities, training and experience. This enables SAI’s to direct appropriate staff to each IT audit.

 The INTOSAI IT audit curriculum has categorised three levels of IT audit skills. These are:

Generalist auditors
· This equates to the mainstream auditor who is familiar with the issues and methods of IT audit.

· They can undertake simple IT audits

· They can assess when the services of a more experienced IT auditor are required.

IT auditor
· Someone who has chosen to specialise in IT audit

· They have undertaken IT audit training and have carried out  numerous IT reviews

· They have sufficient skills and experience to undertake most IT audits.

The expert IT auditor

· Someone who, through length of experience, has an in-depth knowledge of one of more detailed areas of IT audit.

· For example, a specialist communications auditor, a specialist in the IBM MVS operating system or a Unix specialist.

Slide S4/8 : IT audit experts

This slide is intended to bring to the trainees attention the perception their colleagues may have of them once they complete this course.

Stress to the trainees that when they return to work, many of their colleagues will consider them to be IT experts. They will be expected to know all there is about IT audit, after all they have just spent 4 weeks studying the subject.

In addition colleagues may expect them to know about IT equipment, such as how to fix a faulty computer or printer.

In truth the trainees will be on the first rung of the IT audit ladder, i.e. one step above a knowledgeable generalist financial auditor.

Slide S4/9 : the need for computer specialists

This slide considers under what circumstances would an audit require the services of either an IT auditor or an expert IT auditor. 

In an ideal world all financial auditors would also be competent in IT audit.

They would be able to review a client’s computerised financial systems.

However, few if any, SAIs train all financial auditors to be computer audit specialists.

More efficient to rely on the work of  IT auditors or specialists who are familiar with the issues and up to date on the latest technological risks.

If a client operates a very complex system, the IT auditor may have to call in an  IT specialist to provide advice on some of the more technical issues.

In addition to the existence of complex client systems the financial auditor may also call upon the assistance of an IT auditor in the following  circumstances:

Where particular risks have been identified : 

· Where there is a significant risk from the client’s use of IT.

· Determined from past history of IT related frauds, failures, the client’s attitude to IT and computer controls.

Where the client demands a specialist : 

· Certain clients may insist that an IT auditor reviews their systems.

· This can be implied where client’s have disputed past findings based on the experience of the auditor carrying out the review.

Where system development id prevalent :

· Experience shows that in house developments tend to result in more problems.

Where changes are expected, new systems planned:
· Where there have been significant changes which impact on the audit objectives.

Regardless of who does the work, the auditor must ensure that the work contributes to the audit objectives and that all work carried out is to a satisfactory standard.

Conversely, the financial auditor is unlikely to need an IT audit specialist where :

· the client operates a simple system  with standard, non-modified, off-the-shelf accounting applications.

· there have been minimal or no changes made to the financial systems.

Slides S4/ 10 to  S4/12:  IT audit services

IT auditors can contribute to many stages in the financial audit process. This slides considers what services the IT auditor can provide  at each stage.
During financial audit planning
Documenting  the client’s IT systems

· Identifying which systems have an impact on the accounts

· Documenting transaction flows 

Identifying an evaluating audit risks
· Identify and obtain an understanding of IT related risks

· Determine how risks could affect the audit approach

· Evaluate the impact of general and application controls on the risk assessment

Provide advice on auditing specific accounting packages

· Guidance on the strengths and weaknesses of commonly encountered packages

Identify and evaluate key controls

· Determine spans of control and whether they are key.

· If a controls reliant approach is adopted, design appropriate compliance tests

Assessing for using computer assisted audit techniques (CAATs)

· These can improve the efficiency and effectiveness of the audit.

During the audit  

Test controls : 

· Obtain evidence in relation to the operation of specific IT controls. 

Use CAATs tools/techniques

· Confirm the results of computer processing by : re-viewing the data download and conversion; review CAATs program logic; and reviewing the CAATs output

Report system failures, computer problems to the financial auditor

· Failures could impact on the auditors assessment of risks  

After the audit
Contribute to client reports or management letters
· Provide the financial auditor with recommendations for inclusion in a management letter or report to the client.

Slide S4/13 : Nature, extent and timing of audit procedures

Once tasked with carrying out a controls review the IT auditor should aim to deliver an audit output which contributes to the overall financial audit. This will involve consideration of the nature and extent of audit procedures. This slide outlines key issues which must be considered.

When planning an IT review, the IT auditor will need to consider  the audit approach. this will include an assessment of which systems need to be reviewed and when.

When determining which systems to reviewed the IT auditor should bear in mind:

The contribution made by each system to the figures in the financial statements

· larger contribution implies more audit interest

· However, it is often the smaller systems which attract the greatest risk

The terms of the engagement

· The terms of engagement should define the scope of the audit and the system boundaries 

The size and complexity of the computer systems

· Systems which carry out complex calculations or rely on manual input are higher risk

· Errors may not be detected in complex systems, since users significant reliance on the system.

Higher risk transactions/balances

· Certain categories of transactions are often at greater risk of fraud and error, for example travel and subsistence transactions, transfers to and from suspense accounts. 

Known weaknesses in internal control or a history of errors

· History tends to repeat itself and the same type of errors occur year on year. 

Slide S4/14 : Timing of audit involvement

IT audit should not be considered as an end in itself. It should contribute to the overall audit effort and as such will be dependant upon other audit activities. This slide illustrates how the timing of an IT audit is heavily influenced by the financial audit timetable.

Financial audit controls reviews
Largely  dependent upon the financial auditor’s  requirements.

The financial auditor is most likely to ask the IT auditor to carry out a review as an input to his/her audit plan.

The IT auditor will then have to prepare an IT audit plan, carry out the IT review and feed his/her findings into the financial auditors overall risk assessment.

For example : Draw the time-chart for the following example .

· the client has a 31 March year end .

· the financial audit plan would have been prepared in the previous November. The IT auditor’s findings would have contributed to the financial auditor’s plan.

· the IT auditor would have  prepared his own plan and carried out a review of the IT systems in September or October

IT controls reviews
·  The IT auditor may carry out a controls review for purposes other than to support a financial audit.

· In  these circumstances the timing of the audit will be more flexible.

· The timing is likely to be subject to mutual agreement between the auditor and the client. 

Session 5 :  Documenting IT systems

Slide S5/1 : Session title

This session looks at the various ways an IT audit can document a client’s IT systems. 

Method

Lecture

Discussion and questions

Case study

Timing

120 minutes

Equipment Required

Overhead projector for viewfoils

Audio-visual projector for slideshow

Whiteboard/Blackboard

Handouts

Session 5 student notes

Flowcharting case study handout

Internal controls questionnaire (ICQ)

Slide S5/2 : Session Objectives 
The objectives of this session are to:

To enable trainees to decide which systems need to be documented
· we consider the types of transaction and systems which process them.

To introduce systems documentation techniques

· methods and techniques developed to assist the  auditor in documenting a client’s systems.

Slide S5/3 : Commonly encountered financial systems/modules

 This slide show the types of financial system encountered by IT auditors.

Before showing the slide, ask the trainees what types of system they commonly encounter and write their responses on a flipchart or the whiteboard.

Typical systems, sub-systems or modules within integrated accounting packages are:

· Sales 

· Purchases

· Stock

· Cash management (receipts and payments)

· Asset management systems (automated fixed assets registers)

· Treasury management systems

· Payroll systems

· Grant management systems

· Job costing

The majority of financial applications developed today are designed to be integrated into a larger financial system.

Draw the following diagram on the whiteboard. Elaborate on the components.




At the centre of the system is the general ledger. Several feeder systems, or modules will feed into the general ledger automatically or via manual intervention (journals).

The auditor should identify the types and nature of transactions processed. and then determine the flow of transactions through the systems. The auditor should also the  controls which act on the transaction from initiation through to the accounts.

Slide S5/4 : Understanding the system

This slide reviews what is meant by the commonly encountered auditing phrase “ the auditor must gain an understanding of the system”. 

To evaluate any accounting information produced by a computer, the IT auditor should gain assurance that the output, i.e. the accounts are reasonable. The auditor should gain an understanding of the accounting systems and associated controls. 

The production of a documented system description will aid the auditor’s understanding of the accounting systems and provide a basis for the subsequent evaluation of procedures and controls within the systems. 

The level of detail required 

· This will be dependant upon the scope and purpose of the audit.

· More detailed review if a controls reliant audit approach is feasible/probable.

· If a substantive audit approach is likely, (from past experience, prior knowledge), a basic understanding of system processes and transaction recording is required.

· High level narratives/ flowcharts can be used to show a basic understanding. 

· Professional judgement and SAI operating practices determine the level of detail.

· Should be detailed enough to show how transactions are initiated, processed and recorded in the accounting records, together with the identification of internal controls at each stage in the processing cycle.

Gaining an understanding of the system enables the IT auditor to :

Understand the flow of transactions

· Unless the auditor knows enough about the system to determine where all the transactions originate, and how they flow through the financial systems, then the auditor would have little assurance that the financial statements are complete.

Choose an effective audit approach

· Without information on the systems and controls the auditor could not reach an informed decision on whether to adopt a controls reliant or substantive approach.

Channel resources to the higher risk areas

· Make best use of resources by concentrating on areas of higher audit risk

Comply with auditing standards and guidelines

these require the financial auditor to review the client’s and obtain an understanding of the systems, (e.g. IFACs auditing guideline no 15).

Slide S5/5: Sources of information 

This slide identifies potential sources of information which could assist the IT auditor when documenting a client’s IT systems.

The auditor can gain an initial understanding of how the system operates by performing the following actions:

Discussion  

· Ask the client how the financial systems contribute to the business and the production of the financial statements.

· Last year’s financial audit team.

· Other auditors with experience in auditing similar systems.

Client documentation

· Organisation charts, showing lines of authority and separation of  duties among IT and finance personnel.

· Charts of accounts, showing the major classes of transactions.

· Procedure manuals and desk instructions which describe approved working practices.

· Job descriptions.

Internal audit reports 

· Working papers and reports 

Accounting records, system reports, input/output forms

· Obtain copies of accounting records, input documents, standard proformas, documents, system reports etc.

The auditor should  prepare an overview of the system which depicts the main elements and transaction flows. The accuracy of the overview should be confirmed with the client. 

After documenting the system, the auditor should verify that that the system operates as described by carrying out walk-through tests.  Walk-through tests are done by selecting a few transactions and tracing them through the system. Each documented step in the processing cycle is compared to the auditor’s documented understanding of the system. Where differences are found the auditor’s documentation should be updated.

Slide S5/6 :  System documentation methods

This slide introduces the three most commonly encountered methods of system documentation. Subsequent slides cover each technique in more detail.

· There are several documentation techniques the auditor can use to prepare a description of the client’s financial systems. 

· The choice of one or other particular technique will vary according to local auditing practices, the auditor’s personal preferences and the complexity of the client’s systems.

· There are three commonly encountered  techniques for documenting a financial system. These include:

· Flowcharting

· Narratives

· Questionnaires

Slide S5/7 : Stages in transaction processing

Before moving on to what  each documentation technique entails, there are a few stages related to transaction processing which need to be explained in any system description. 

Initiation 

· When the transaction actually occurs and therefore needs to be recorded

Data capture
· Where information is captured by the accounting system.

Data entry
· When and how the transaction information is input into the transaction recording system.

Processing 

· How the financial system gathers all the transaction information together and records the details in  the accounting records.

Accounting 

· The summarised transaction information produced by the system. 

· Used as a basis for preparing the financial statements

Draw the following on the flipchart:




Bear in mind when does the transaction legally occur and when should it be recorded in the accounts?

For example, in a purchasing system. What should be recorded when:

· The purchase order is completed

· The purchase order is sent to the supplier

· The goods are received.

· The payment is made

Slide S5/8 : Flowcharts

This slide introduces the concept of flowcharting.

Graphical representation of the flow of transactions

· Diagrammatically recording and describing the accounting systems. 

· A flowchart can be used to show where internal controls operate within a transaction processing cycle.

· Make use of symbols to represent  activities, checks, procedures, files and documents.

Usually produced from a top down perspective

· Often most effective when they are produced in a top down perspective, i.e. they start at a high level by summarising the transaction flows and are followed by lower level flowcharts which expand upon the stages/procedures in the summarised flowchart.

They usually integrate the computerised and manual elements of a system in one document

· Don’t differentiate between what takes place manually and what takes place inside the computer system.

· Show the whole transaction lifecycle and controls

Slide S5/9 : Flowcharting advantages

This slide describe the advantages of using flowcharts to document financial systems.

Flowcharting is often preferred because:

Brevity
· The auditor can use a flowchart on one sheet of paper to describe a system which if described in other ways, e.g. narrative, would take many pages.

· Information is presented in a concise visual form rather than in longhand text.

Usually easier to understand and review
· In more complex systems the use of flowcharts is preferable since they tend to be easier to understand and review, provided that users / reviewers have been given appropriate training.

· People tend to prefer a diagrammatic description. 

Can show the flow of transaction through the processing and recording cycle

· Allows transactions to be easily traced from start to finish 

Inconsistencies and omissions and relationships are more apparent

· Can more easily identify missing document, transactions which appear from external systems, e.g. inputs from other systems.

· More apparent when something is missing.

· it is often easier to analyse relationships between different procedures and transactions and therefore identify controls and deficiencies.

Flowcharting is better at showing the span of control

· They show which transactions are affected by controls

· Better at showing reconciliations along a transaction stream, e.g. reconciling a number of transactions early in the processing cycle to the number at a later stage to pick up errors and omissions.

Updating simpler
· Updating of flowcharting is usually simpler than updating narrative.

· Especially true if an automated flowcharting application is used.

Slide S5/10 : Flowcharting disadvantages

This slide describes some of the disadvantages an IT auditor could encounter if flowcharting methods are used to document a client’s IT systems.

As well as there being advantages of using flowcharting techniques, there are also disadvantages:

Staff training / experience required 

· May be required to avoid confusing or poorly prepared flowcharts

· Reasonably easy to make mistakes and confuse both the auditor and reviewer

The auditor may be tempted to include too much detail into the flowcharts

· Wasting time making them perfect or, making them difficult to understand. A detailed flowchart of a complex system can confuse more that it enlightens.

They can be limited in scope and may not identify managerial or organisational controls

· They may not consider other related systems or controls which operate around a system, such as management controls.

Symbols and conventions are not uniform

· Flowcharting conventions and symbols are not uniform and may vary from organisation to organisation.

· Many conventions currently exist

· Without a key the reader may interpret the symbols incorrectly

They can be time consuming to prepare

· Hand drawing flowcharts can be take time.

· Obtaining an automated flowcharting package may be costly

Flowcharting software
Ask the trainees if any of their SAI’ use flowcharting software.

There are several flowcharting techniques available to the auditor. 

There are off -the-shelf software packages which can be used to record and print a flowchart of the client’s systems using standard symbols and stencils

Examples of packages which can be run on a personal computer include Topdown, Visio, and Smartcad

Slide S5/11 :  Flowcharting principles

To reduce the potential disadvantages of using flowcharting, auditors should follow a few basic principles. These are outlined in this slide. 

Whatever flowcharting method is used the auditor should bear in mind the following principles:

Standardisation
· Standardised charting techniques and symbols should be used to make understanding, review and update of the flowcharts easier. 

Simple and concise

· the flowchart should be relatively simple, concise and easy to understand.

Left to right/ top to bottom flowlines

· Flowlines should, as far as possible, run from left to right and from top to bottom.

· Reduces the number of flowline crossovers

· Diagonal lines should be avoided

· Try to avoid intersecting line (use a bridge symbol where this is not possible 


Vertical bands to represent sections

· Departments, sections or operating units should be represented  by vertical bands across the flowchart, 

· Operations, procedures and controls should be depicted within the department to which they relate.

· Each columns should be headed up with an appropriate description , e.g. finance.

Draw an example on the whiteboard showing sections/ departments

Explain significant documents
· Significant copies of documents should be explained and accounted for, e.g. multiple copies of invoices

· Explain origins of documents, input documents.

Minimum narrative

· Narrative should be included, but kept to a minimum. Where detailed explanations are required, they should be attached as appendices.

Flowcharting in trainee’s SAIs

This sub-session has no associated Powerpoint slide. Each SAI is likely to have its own flowcharting  documentation standard.  This session should be used to identify any standards the trainees are familiar with.

Ask the trainees if they know what flowcharting standards are used in their SAI. The trainees should be familiar with their own system documentation standards and the leader may need to adapt the flowcharting techniques in this session to meet their particular requirements. 

The trainees should note that a knowledge of the symbols is required. The symbols can mean different things to different people depending on the local flowcharting convention.

For the purposes of this session a standard set of flowcharting symbols will be used.

Draw each of the symbols on the whiteboard and explain what they mean.

· A processing task. The task an be performed by either  a person or a computer.  For example a process could be “bank the cash” (manual)or  “update the  masterfile records”(automated).




· A computer file e.g. a vendor details file which contains the vendors name and address




· A document or a report. The report could be either computer or manually produced.




· The arrow symbol is used to show the direction of flow of data. E.g. if a process  results in a report being produced, the line would  be from the process symbol to the report symbol. If the data flows both ways, then the arrow would be at both ends, e.g. if a process reads a masterfile and then updates it.



 

· The diamond shaped symbol can be used to represent a decision being taken.




· The trapezium shape is used to represent a manual process carried out without mechanical aid.




· A parallelogram is used to represent data input and or data output.




· A triangle is used to represent a document or paper file, with a letter in the middle indicating which order the papers are filed, e.g. N=numerical order, D=date order, A= alphabetical order




· A cross is used to represent an operation performed by client staff, e.g. clerical activities.




Slide S5/12 : Flowcharting example

This slide provides a simple example of a process which can be documented  using flowcharting techniques.

The following provides a simple illustration of a simple flowchart. 

A computer user receives a form containing data on suppliers, checks that the data is complete, and enters it into the financial system. The data form is filed alphabetically. The computer processes the input data and accesses the supplier masterfile. The masterfile is then updated and a report is produced.

 Draw the following simple flowchart on the whiteboard.




 Slide S5/13 : Flowcharting case study








This slide introduces a flowcharting  exercise which reinforces the principles and lessons learnt in this session.

Distribute copies of the narrative and ask each group to prepare a flowchart. The trainees should be given approximately 40 minutes to devise an answer. Once all the groups have a solution, go through the solution on the whiteboard. 

1. Requisition order is raised by the stores department when the level of stores drops below a predefined level. 

2. Requisition order is signed by the stores manager. The order is sent to the buyer section of the finance department.

3. The buyer checks the signature on the requisition order .

4. The buyer fills in a purchase order, using a supplier from the approved list. Part 1 is sent to the supplier, part 2 is filed numerically, part 3 goes to the goods inwards section.

5. The buyer files the requisitions in date order

6. When goods are received they are checked to the purchase order. If not the same the foods are rejected.  If delivery is correct a goods received note is raised. Copy 1 is filed in numerical order. Copy 2 is sent to the buyer.

7. The buyer checks the signature on the goods received note and checks the details to the filed purchase order. The GRN is placed in a temporary file.

8. The supplier sends an invoice to the accounts department. The invoice is stamped and numbered sequentially. The invoice is sent to the buyer.

9. The buyer files the invoice until the GRN arrives. Once received the invoice is matched with the goods received note.

10. Buyer enters account code and signs for approval.

11. Finance review the invoice to ensure approved and account number added.

12. Payment added to payments list for subsequent payment.

FLOWCHARTING CASE STUDY : MODEL ANSWER





 EMBED Visio.Drawing.4  

Slide S5/14 : Narrative descriptions

This slide introduces the use of narrative descriptions as a means of documenting a client’s IT systems. The slide provides a list of issues which a narrative description should include.

Written descriptions of the transaction processing cycle are also used to document systems.

Narrative descriptions are often used in conjunction with the other methods of system documentation.

Narrative descriptions should include:

system objectives and targets

· What the client’s system does, including what type of transaction and the volume of transactions.

Processes and procedures

· The narrative should describe the main processes and procedures carried out in the system.

Links and interfaces with other systems

· If the system receives an input from another system or sends an output to another system this should be mentioned.

Controls

· What they are and how they operate

· Provide a indication of the spans of control 

What happens when exceptional conditions occur

· The normal controls and procedures may not function as intended when special or exceptional conditions arise.

· Determine what happens and how the situation is handled by the client’s staff.

Ad hoc controls

· These could include management review and supervision

Slide S5/15 : Narrative advantages

This slide outline s few of the advantages of using narratives to document a client’s IT systems.

As with flowcharting there are both advantages and disadvantages associated with the method.

Advantages include:

They provide details of the procedures and controls in operation

· The IT auditor can elaborate in narrative where (s)he feels more emphasis is required.

· The procedures and controls can be described in detail.

· Detailed descriptions can assist the suitor when evaluating the strength of a control.

They can, for smaller systems, provide a precise , coherent description of the system, including its strengths and deficiencies.

· If the system is small and simple it could easily be described on one page.

They can be prepared in a short time

· A narrative description can be prepared by an auditor with a word processor in a short time. 

Auditors don’t require extensive training to be able to prepare a narrative description of a client’s system

· Auditors are used to writing narratival descriptions, since it is involves simply writing down what happens when transaction is processed. 

· Most auditors can prepare a narrative description to a reasonable standard with minimal training.

They are useful when describing transactions that are treated in a unique or special manner
· They can effectively describe the unusual transactions, including how the unusual transactions were initiated, how they are identified, and how they are dealt with by client staff.

Slide S5/16 : Narrative disadvantages 

This slide summarises some of the disadvantages experienced by IT auditors when they use narratives to document a client’s IT systems.

The disadvantages of this method include:

Cumbersome
· narrative descriptions can be cumbersome, especially when attempting to describe a large system

· Readers/reviewers may be put off by a voluminous narrative

They can be difficult to interpret

· It may be difficult to show exactly what procedures are carried out by who and on which copy of which document.

 Interrelationships may not be clearly shown

· For example is more difficult to show the spans of controls, especially if a control on one page of the description mitigates a control weakness on another page.

Distribute copies of sample narratival system description. Give the trainees five minutes to read the description and then ask if they have any question on it.

System Description:  Inventory Cycle
Upon receipt of the inventory from the receiving department, the stores clerk enters the information into the inventory receipt subsystem.  Once the receipt is complete, the subsystem verifies the item's part number to the inventory master file.  If the part number doesn't exist, the stores clerk either enters in the new number or corrects the entry.  For new entries, the inventory master file is updated and the new report printed.

The inventory receipt subsystem then updates the inventory quantity file and prints the report for that part number.  The report is then agreed to the input information, signed evidencing performance of the procedure and filed.

The stores clerk receives the day's issues from the sales department through the inventory requisition subsystem.  Quantity is verified and removed from inventory.  The module updates the inventory quantity file and prints a report for the particular part number.  The report is then agreed back to input information, signed evidencing performance of the step and filed.

A store issue chit is also printed.  The receiver of the inventory signs the chit evidencing acceptance of the items.  The chit is then filed.

Access to the inventory application subsystems is restricted to the stores clerk. Also, the stores terminal is the only terminal that can access the application program.

All documents are numerically sequenced.  Computer edit routines verify document sequencing and also perform key field checking

Slide S5/17 : Questionnaires

This slide provides a summary of IT audit questionnaires.

Based on a series of questions on the client’s systems and procedures

· Consist of a series of questions about the client’s accounting systems.

· They do not document transaction flows, but assist in gathering information on the client’s systems, and in particular the control procedures. 

· They can also be used to document background and other client related information.

ICQs aimed at determining if control objectives are satisfied

· Used to evaluate strengths / weaknesses in internal controls in a client’s systems.

· Assist in making enquiries and provide assurance that significant issues are covered.

· ICQs normally list questions related to specific control objectives.

· The questions should be grouped together under related control objectives.

· E.g. there may be questions which are aimed at determining if there are controls to reduce the risk of transactions being lost. If there are controls in place the auditor may be able to rely on them (after testing them), and hence reduce the amount of substantive testing required to satisfy the auditor’s completeness objective.

Normally require a yes/no answer from the auditor NOT the client

· ICQs normally require the auditor to enter a yes/no answer in response to a question, e.g. are computer input documents required to be authorised.

· Space is left for any comments the auditor may have.

Aimed at the auditor

· Auditor should bear in mind the questions are aimed at the auditor, NOT the client. 

· Ask open questions e.g. “ what procedures are there to authorise input documents?”

· The auditor assesses the reply  and decides if the control objective is satisfied.

Can be pre-printed (proformas)

· They ensure a consistent approach.

Slide S5/18 : Questionnaire limitations

This slide describes some limitation of using questionnaires to document and assess a client’s systems. The slide asks the trainees what they believe to be the limitations.

The auditor should be  wary of their limitations

· Be aware that they may need to be adapted as the review progresses.

· The auditor should also ensure that the questions are relevant to the client.

· The questionnaires prompt for yes no responses which may not reflect the complexity of a client’s system

· ICQs can be very large and cumbersome, requiring considerable time to complete.

· They can encourage a mechanistic unimaginative style of audit, ignoring  instinct.

· Factors particular to a client may not be reflected in the ICQ.

Handout copies of the sample ICQ on the control and authority for payments. Give the trainees 5 minutes to consider the ICQ and answer any queries they may have.

Session 6: Organisation and management controls
Slide S6/1 : Session title

This session covers the IT organisation and management issues an IT auditor should consider when reviewing a computerised financial system. This session addresses the client’s high level IT policies which should establish a framework for any lower level, detailed controls the client may have in place.

Method

Slideshow, discussion and case study

Timing

120 minutes

Equipment required

Overhead projector for viewfoils

Audio-visual unit for Powerpoint slideshow

Whiteboard or blackboard

Handouts

Session 6 student handouts

Case study

Slide S6/2 : Session objectives

This session aims to :

· enable the trainees to understand the importance of a client’s organisational policies, standards and high level procedures to the overall control of an IT system;

· provide examples of various types of management control;

· describe the importance of adequate segregation of duties;

· enable the trainees to identify weaknesses in the client’s organisation and management of IT and provide constructive recommendations.

Slide S6/3  : Components of IT organisation and management

This slide introduces the high level controls adopted by management to ensure that the computer systems function correctly and that they are satisfying business objectives.

Our aim, as external auditors, is to determine whether the controls that the client has put in place are sufficient to ensure that the IT activities are adequately controlled. In carrying out our assessment we cover the following areas:

· Risk associated with inadequate controls

· IT organisational structure 

· IT strategy and senior management involvement

· Personnel and training policies 

· Documentation and document retention policies

· Outsourcing policies

· Internal audit involvement

· IT security

· Legal and regulatory compliance

· Segregation of duties

Inform the trainees that the session includes a case study to reinforce the key messages.

The organisation and management principle which are relevant to an IT function are the same as those within a client’s finance function.

Note : the auditor should bear in mind that each client is likely to be different and have different organisational and management requirements.

The auditor should assess whether the client’s organisational structure and controls in  context.

The auditor would loose credibility if he/she made purely theoretical criticisms without paying any regard to the client’s circumstances. For example, recommending that the client employs more staff to increase segregation of duties within the IT department.

Slide S6/4 : Flow of controls

This slide shows the effect inadequate high level policies has on a client’s lower level  standards and detailed control procedures.

· Experience has shown that high level IT policies, procedures and  standards are very important in establishing a sound internal controls framework. 

· Clients which do not have robust high level IT organisation and management controls are unlikely to have adequate lower level, detailed controls.

· The high level policies are important as they establish a framework on which the client can develop lower detailed controls 

· It is a general rule that controls flow from the top of an organisation down (after all controls are ultimately senior management’s responsibility).

Draw the following flow of controls on a flipchart.




1. Management establishes and approves the policies. The policies are usually high level statements of intent.

2. The policies may feed into standards.

3. Detailed procedures (and controls) flow from the standards.

If the high level controls are missing or inadequate there will be a knock -on effect on the lower level controls. This is illustrated in the slide. 

Slide S6/5  : What are the risks ?

This slide examines the risk to the client of inadequate organisational and high level management controls. Risk is present in terms of business risk and audit risk.

Before looking at the client’s controls and searching for potential weaknesses, ask the trainees the questions on the slide.

Give the trainees five minutes to consider the risks.: Write the answers on a flipchart

“why does the client need IT organisation and management controls?”

· Management has ultimate responsibility for the organisations assets. 

· They are responsible to stakeholders; taxpayers and citizens in the public sector, and shareholders in the private sector.

· Management sets policies to ensure that the business risks are minimised

“what risks could arise from poor controls in this area?”

· A direction-less IT function which, in turn does not serve the business needs. 

· Financial systems being unable to meet reporting requirements (e.g. due a change in national accounting standards, or a change in Government  requirements).

· Poor decision making. This may affect the client’s ability to deliver its services and may affect its future as a going concern (a fundamental accounting principal).

· Inadequate IT planning leading to constrained business growth.

· E.g. system being unable to cope with an increase in sales. Overloading a computer system may lead to  unavailability through crashes.

“what impact could a lack of adequate controls have on the external auditor?”

· Ineffective staff who do not understand their jobs (either through inadequate recruitment policies or a lack of staff training or supervision). This increases the risk of staff making mistakes and errors; 

· Disgruntled staff being able to sabotage the system, e.g. when staff find out they are going to be disciplined or made redundant.

· Ineffective internal audit function which cannot satisfactorily review the computer systems and associated controls.

· Loss of the audit trail due to inadequate document retention policies (includes both paper and magnetic, optical media)

· Security breaches leading to data loss, fraud, and errors .

Slide S6/6 : IT organisation and structure

This slide shows the organisation of a typical IT department. The structure  shows the hierarchy of responsibilities.

The chief executive, (or board of directors, management executive, senior management board) should occupy the top of the chart, emphasising the importance of IT to the organisation.

Below the chief executive there is often an IT director. This person may also have other roles and duties, e.g. they will be the director of administration, which includes personnel, finance and IT. 

Working to the IT director will be a number of managers. These managers control teams of staff in different areas such as development, operations, and networks.

The IT director should be a member of the IT steering committee. Membership will allow him/her to discuss the IT strategy and any IT related problems with the system users. Feeding into the IT steering group will be various project teams  and representatives of user departments.

Typically a client will have a security committee which reports to, or has as a member, the chief executive. The IT security officer would report to the security committee.

Slide S6/7 : Senior management control and involvement

This slide consider the roles and responsibilities of  senior management in relation to their business systems. The auditor should review the high level controls exercised by senior management.  

Issues to consider when reviewing the organisation and management controls.
Overall responsibility for IT
· The auditor should determine if there is a board member or senior manager (someone with senior management influence) with responsibility for IT.

· If such a person does not exist there is an increased likelihood that IT will not be given the recognition, attention or resources required to meet business objectives. 

· The external auditor will be concerned if the financial systems are not given the resources required to produce complete and accurate accounts.

The existence of an organisational structure
· There should be a formal organisation structure with all staff knowing their roles and responsibilities

· Staff should  have written down and agreed job descriptions.

Senior management’s involvement in controlling the direction and management of IT services

· Senior management should demonstrate an interest in IT matters

· Ideally there should be a steering committee which comprising of user representatives from all areas of the business, including the IT department.

· The steering committee would be responsible for the overall direction of IT. 

· The nature of the IT steering committee will vary according to the client’s circumstances.

· Responsible for issues beyond just the accounting and financial systems, e.g.  the telecommunications systems and manufacturing /processing systems 

· To be effective the IT steering committee should draw its members from senior and middle management from all parts of the business.

· Senior management’s place is especially important since their presence gives the decisions made by the committee greater weight.

Ask the trainees : “How does the client’s IT steering committee control the strategic direction of IT within the organisation ?”  The answers is via an IT strategy.

Slide S6/8 :  IT strategy

This slide looks at IT strategies and what they should include.

Once the steering committee agrees on a future direction for IT, the decisions should be formalised and documented in a plan. The future direction agreed by the IT steering committee is normally set out in a document known as the IT strategy.
Follow business needs/ future strategy

· The IT strategy should not be prepared in isolation

· Aimed at ensuring the IT will meet business needs

· Linked to the strategic and or business plan

· In the past IT departments were in control of IT spending decisions, hence IT systems being installed because the technical staff wanted new systems instead of because the business required new systems.

· Increasingly common for IT to be seen as an expense which must justify itself. 

· Consequently all major IT expenditure is scrutinised and investments are only made where there is a strong business case.

Forward looking

· The starting point for investment in IT as it identifies future changes which have to be budgeted for.

· The decisions and planned changes specified within the IT strategy  would then feed into the IT department’s annual plan.

· They typically look 3 years into the future. It is difficult to predict and further because of the pace of technological change.

Review and update

· The pace of technological change also means that the IT strategy should be reviewed annually to check that its assumptions and decisions remain valid.

Awareness

· Staff should be kept informed of the main issues in the IT strategy.

Systems covered

· The strategy should include consideration of the finance systems

Approval

· The strategy should be approved by  senior management.

Slide S6/9 : Audit issues ?

This slide encourages the trainees to think about the possible audit implications associated with the absence of an adequate IT strategy.

Ask “why does the financial auditor need to consider the IT strategy?” 

· Minimal effect on the current year’s audit 

· However its absence may have a significant effect on future years’ audits. 

· The IT strategy could forewarn the IT auditor of potential problems in later years.

· E.g. the IT strategy may state that the organisation will replace its financial system in two years time. This may have an impact on auditor’s future work-plans.

If we care what would we do about it ?

When reviewing the IT strategy we should look for the following:

· The size, detail and content of a client’s IT strategy 

· Varies according to various factors including : the size of the client and its IT department; and the importance or criticality of the IT systems. 

· Large government  departments or ministries are likely to have detailed IT strategies which span several hundred pages within many volumes. 

· A small client’s IT strategy might consist of a one or two page document.

· The auditor should consider what is appropriate for the organisation.

IT strategies are covered in more depth in the developing systems module of the INTOSAI IT audit course.

Slide S6/10 : Causes of errors, loss, problems

This slide informs the trainees that the most common source of errors, data loss and system problems is staff. This then follows onto the next slide which considers polices which reduce the risk of staff causing these problems.

Ask the trainees :

“what are the most common cause of data loss, unauthorised data and program  amendment, and system crashes?”

Give the groups a few minutes to consider the question and then write their answers on the whiteboard.

The answer should be 

Accidental/ unintentional people mistakes/ errors and omissions

· Staff may get tired, lazy or complacent and make mistakes

Natural disasters

· Flood, fire, water, earthquake

Fraud

· People have personal needs and desires which  can lead to fraudulent activities

 Hardware / software failure

· Disk crashes, chip burnout etc

· Software bugs, hangs 

Staff are potentially the biggest source of audit risks.

Slides S6/11, and S6/12: Personnel policies

This slide looks at personnel  policies which reduce the risk of errors, mistakes omissions resulting from the actions/inaction of client staff. Slides 6/13 expands on recruitment policies  and slide S6/14 expands on termination policies.

Since staff have been identified as a significant potential source of errors it is important that the client has controls and procedures in place to manage / reduce the risks.  This is achieved through the adoption of appropriate personnel policies and procedures.

Organisational structure/ charts
· Should show lines of reporting and management.

· Should ensure that all staff know how they fit in to the organisational structure 

· They provide an indication of who report to when problems are encountered.  

Job descriptions

· All IT staff should be given job descriptions.

· These should describe what tasks the IT staff should perform as part of their jobs. 

· They can be used for staff evaluation 

· Assist the auditor  in determining whether there is adequate segregation of duties.

Staff planning

· Vital to ensure that there are enough appropriately skilled IT personnel to run the current and future systems.

· Where a client has decided to upgrade their computer systems, staff who are considered to be experts in the old system may feel that their value to the organisation has diminished or even that their days of employment are numbered. Consequently they may feel demoralised and may not support the old systems until the new ones are delivered.

· Technical skill necessary to run new system may not be available. 

· Management may need to identify skilled requirements up front and send staff on training courses recruit new staff or contract in consultants for a period.

· Avoid over-reliance on key staff with succession planning.

Training and staff development

· Staff training and development are closely linked to staff resource planning.

· IT management should  know what staff skills are required in both the present and the foreseeable future.

· Staff should be given the training to meet planned requirements.

· IT training is often costly and should be controlled by training plans and budgets.

· Reduce dependence on key employees with cross-training, i.e. training members of staff to carry out the jobs of other members. It also provides succession planning. 

· The client should be aware that giving staff the knowledge to fill in for another staff member increases the risk that those staff will have a more detailed knowledge of the whole system, including the existence of compensating controls.

Staff assessments
· Assessment policies and procedures should be seen to be fair and equitable

· They should be understood by all employees.  

· Policies should be based on objective criteria and consider all relevant factors, 

· E.g. employee’s education, experience, level of responsibility, achievement

Special contracts

· Common for IT departments to call in specialists, contractors and consultants.

· Those on special contracts to adhere to  the client’s policies and procedures.

Job rotation

· Provides control as the same person does not carry out the same duties all the time.

· Can lead to the detection and identification of possible irregularities. 

· Acts as a preventative control. 

· Staff are less inclined to adopt unapproved working practices or commit frauds if they know someone else will take over the job.

Vacations policies

· Staff should be required to take regular vacations, at least once a year. 

· Reduce the risk that unauthorised or illegal acts remain undetected.

· Required vacations are an insurance condition in some industries, e.g. banking. 

· There have been cases where staff have not taken leave for several years and carried out teeming and lading. Their frauds have only been discovered when they have fallen ill and their work undertaken by another employee.

Slide S6/13 : Recruitment policies

This slide outlines a few controls which reduce the risk of staff errors, fraud etc  by ensuring that appropriate staff are employed.

· The policies should apply to the employment of all staff, including permanent staff, contractors and consultants.

· Staff hiring policies should be adopted to ensure that appropriate staff are employed. 

· The policies are likely to  be heavily influenced by legal requirements, i.e. the employment legislation in a country. 

When hiring new members of IT staff, the client would be expected to take account of:

Background checks 

· Taking up references

· In some countries it may be possible to check for criminal convictions

Confidentiality agreements 

· State the employee will not reveal confidential information to unauthorised third parties.

Codes of conduct

· Rules on contractual relationships with relatives and conflicts of interest

· Policies on the acceptance of gifts, etc.

· New employees should be made aware of their roles and responsibilities in respect of security matters.

Slide S6/14 : Termination policies

Defines steps taken when an employee’s services are no longer required.

Important due to the considerable damage a disgruntled employee can cause to a computer system. Policies should be documented and known.

Voluntary termination  :

· Procedures followed when a member of staff decides to resign or retire. 

· Policies and procedures when a member of staff joins another organisation.

· Secrecy declaration (or a confidentiality declaration). 

Involuntary termination : 

· Employee is dismissed against his/her will. 

· E.g. when staff are made redundant, or dismissed due to poor performance. 

Immediate termination : 

· Policies/procedures for the immediate termination of staff employment.

· Staff told to clear their desks and hand in their keys/passes on the way out

· Normal disciplinary or termination procedures not followed.

· Activated in cases of gross  misconduct such as theft.

· Some organisations have an immediate termination policy for all staff leavers

· Immediate termination procedures more common in IT environments since a disgruntled leaver could cause severe damage to a computer system.

Security measures : E.g. the return of access keys, id cards and badges, and the deletion or deactivation of logical access privileges i.e. their password

Notification :  of other employees. 

Ask the trainees why other employees should be informed. Answer should be so that other employees are aware of terminating employees status and they will be more aware of any unauthorised activities that person may try to carry out.

Final pay routines :  to ensure that that person is removed from payroll.

Leaving interviews : may determine employees feeling toward the organisation.

Return of company property:  including personal laptop computers, pagers etc.

Slide S6/15 : System documentation policies

This slide considers the risks associated with absent or inadequate client documentation policies. 

The IT auditor can gather much useful  information from client documentation. 

The auditor may also need to examine client documentation to test  controls, individual transactions and account balances

The risks associated with inadequate documentation policies include:

Unauthorised working practices
· Staff may adopt procedures which are higher risk and more prone to errors.

· Staff may inadvertently carry out illegal activities for which the organisation can be held accountable.

 Increased errors, problems with the systems
· Increase in the number of errors being made by IT staff.

· Checks and controls may not be carried out.

· Staff may not be able to resolve problems or deal with unusual transactions.

Systems maintenance problems
· Systems which are difficult to maintain, increasing the risk of system downtime.

· E.g. if a client’s network is not adequately documented and a problem occurs with the wiring, those tasked with carrying out repairs would have difficulty in locating where the failure had occurred. They would not be able to determine which floorboard the faulty cabling is under.

Documentation policies should state that all system documentation should be kept up to date and that only the approved versions should be used.

The policy may also state that backup copies of documentation should be stored in a secure off-site location.

Some clients may have decided to adopt the international quality standard ISO 9001, “Quality systems : Model for quality assurance in design, development , productions, installation and servicing”.  

Compliance implies that there will be  policies on document production, approval and issue as well as on policies on controlling changes to existing documents.

Slide S6/16 : Document retention policies

This slide considers why the establishment of document retention policies can assist the external auditor. 

Evidence required to provide an opinion on the financial statements or provide an assessment of the controls environment.
· The auditor needs to examine evidence to reach an opinion on the accounts.

· Historically, this evidence has been obtained from paper documents (invoices, purchase orders, goods received notes etc).

· Computerisation will force auditors to place greater reliance on electronic records.

· If the client does not retain sufficient appropriate evidence the auditor would have difficulty in being able to provide an unqualified audit opinion.

Evidence requirements dependent upon the audit approach.

Two types of documentation required according to the audit approach:

Controls reliant audit approach : 

· Auditors would require evidence of controls in operation during the accounting period. Evidence may consist of reconciliations, signatures, reviewed audit logs.

Substantive testing : 

· Examine evidence relating to individual transactions.

· The audit may need to be able to trace transactions from initiation through to their summarisation in the accounts. 

· Where transaction details are recorded in computer systems they should be retained for audit inspection. 

· Where storage space is scarce e.g. limited capacity on hard disks, the client may archive data or summarise transaction data into balances.

· If the client archives, the auditor may need to ask for it to be retrieved before (s)he makes a visit. If the client summarises transactions into balances  the auditor will need to find or request an alternative audit trail, e.g. asking the client to produce a hard copy of the transactions which make up the summarised balances.

Consider other interested parties
· There may be other, non audit, requirements which require the client to retain transaction documentation.

· E.g. Import regulations, Taxation regulations, Company legislation requirements.

Slide S6/17 : Outsourcing policies

This slide covers outsourcing policies and what impact they may have on an external auditor.

Increasing trend
· More IT services will be delivered by third party service providers.

· Because IT is not seen as being a core business activity.  Management may take the attitude that their business involves the delivery of products and services, and not the provision of IT services. Outsourcing allows management to concentrate their efforts on the main business activities.

· The need for outsourcing may also be driven by the need to reduce running costs. 

Policy may influence future external audit involvement
· There should be policies, procedures and contract clauses which ensure the security of the client’s financial data.

· The auditor may need to obtain a copy of the contract to determine if adequate controls have been specified.

Ensure needs of external auditor are identified and known to client
· The auditor should ensure that audit needs are taken into account when contracts are drafted

· Contract terms are frequently difficult to change once they have been signed.

· Even if the third party is willing to amend the contract it is likely to charge a large fee for doing so. The fee may be passed on by the client to the auditor.

Detailed controls associated with third part service providers are considered later in this module.

Slide S6/18 :  Internal audit involvement

Internal audit can be considered to be both a control mechanism and a source of information on the client’s systems. This slide considers factors which will influence an external auditor’s assessment of the effectiveness of a client’s IA function.

The external auditor can view the client’s internal audit function as part of the overall control structure (IA  prevents, detects and corrects control weaknesses and errors).

Management sets policies 

· Management has ultimate responsibility for ensuring that an adequate system of internal controls is in place. 

Internal audit checks compliance with management’s policies

· Management puts policies and procedures in place and gets assurance that the controls are in place and adequately reduce identified risks, by relying on the review work carried out by internal auditors

The external IT auditor should carry out a general assessment of the client’s internal audit function. Based on past experience and direct examination of IA’s work.

The external IT auditor should determine if:

· Assurance can be taken from the internal audit activities;

· Internal audit staff  can be used to provide direct audit. E.g. the external auditor may ask the internal auditors to assist with checking the existence of fixed assets.

Questions to ask include:

Reporting  freedom : does internal audit report  to senior management?
Management / IA relationship : is management required to act on IA’s reports?
Scope of reviews / limitations : is IA empowered to carry out a full range of assessments or are there significant restrictions on the scope of its work?

Resourcing : sufficient resources available, in terms of finances and staff?
Quality : is the quality of internal audit’s work acceptable, in terms of planning, supervision, review and documentation?

IA may not have staff with IT audit skills and experience. Some internal audit departments may have in-house IT audit staff, others may contract in. May ignore IT. 

If the external auditor intend to place reliance on the work of internal audit (s)he should review the work to the SAI’s own auditing standards.

Slide S6/19 : IT security policy

This slide introduces IT security policies and their importance to both the client and the external auditor. The following slide looks at what a policy should contain.

· It is important that the client establishes an IT security policy which clearly states the organisation’s position.

· Many of the lower level detailed controls flow from the logical access section of the IT security policy. E.g. detailed password controls.

Normally a concise narrative

· IT security policies are normally expressed in the form of a concise narrative, i.e. a few pages of text.

Senior management approved

· The policy requires senior management approval if it is to have any weight, 

· Should be approved at board level or equivalent. 

· The policy should be seen to be backed by senior management.

Availability

· The policy should be available to all employees responsible for information security. 

· Where the client has staff who have access to a computer system this will include all such staff.

Ask the trainees to write down what they think should be included within an IT security policy. Write their answers on a flipchart.

Move to the next slide.

Slide S6/20 :  Contents of an IT security policy

This slide outline what a client’s IT security policy should contain. This slide provides the IT auditor with guidance of what to look for when reviewing a client’s policy. IT security is also covered in the INTOSAI IT security module.

Definition of information security : 

· Its overall objectives and scope

· Computer security considers three areas, confidentiality, integrity and availability 

· External auditors are primarily concerned with the integrity and availability.

· If data has been subject to unauthorised amendment , i.e. integrity breached, then there is an increased risk that the accounts contain errors.

· If the systems are unavailable, the auditor may not be able to carry out testing.

· If the systems are unavailable for a prolonged period and the client relies on them for processing large volumes of transaction then there is a risk that not all the transactions will be input once the systems are up and running.

Statement of management intention, 

· Supporting the goals and principles of information security

· Supported by more detailed IT security standards and procedures.

Specific security policies, principles, standards and compliance requirements 

· An expansion of specific security policies, principles, and standards, e.g. 

· Compliance with legal and contractual requirements

· Security education and training

· Virus prevention and detection policy

· Business continuity planning policy

General and specific responsibilities 

· Which staff have specific responsibilities and which rules apply to all staff.

· Responsibility for IT security is normally assigned to a security administration function. In smaller clients may be a part-time job carried out by the IT security officer. Larger clients would be expected to have dedicated IT security personnel.

Security incident reporting

· An explanation of the process for reporting suspected security incidents.

· Monitoring compliance with the policy and ensuring the policy remains up to date.

The detail contained within such documents will depend on the amount of detail with the IT security policy.

Draw the following relationship on the whiteboard to illustrate the relationship between policies standards and procedures.

· The IT security policy : states that all computer systems should be protected by password controls.

· The IT security standards : state that the passwords should be 6 characters in length, be hard to guess and consist of a mixture of alpha and numeric characters.

· The IT security procedures : would provide users with guidance on how to change their passwords in the various systems they are authorised to use, e.g. the power-on password, the network password etc.

Slide S6/21 : Legal and regulatory compliance

This slide prompts consideration of the many laws, rules and regulations a client’s IT system may have to comply with. The lecturer, should review local legal and regulatory requirements and amend this part of the course as necessary.

Varies from country to country

· Each country sets its own laws.

· Some countries have made specific laws for computer systems.

May include rules/ laws regulations for:

Data protection and privacy : to protect personal data on individuals, e.g. their payroll information or medical records.
Computer use/ misuse : to make attempted computer hacking and unauthorised computer access a criminal offence.
Banking and finance regulations : where banks may have to undergo regular reviews if they wish to continue operating.
Copyright laws / theft of software : to prevent the theft of computer software.

· The client should be aware of local requirements and have taken appropriate measures to ensure compliance e.g. staff training and awareness.

· Non-compliance could result in action varying from a warning letter to prosecution or even closure of the business. 

· Where penalties are significant the client may make a breach of regulations or legislation an internal disciplinary offence.

Slide S6/22 : Segregation of duties

This slide reinforces the principle of segregation of duties as a fundamental control objective in financial systems.  The slide explains its relevance to the IT environment.

Fundamental control concept
· A proven way of ensuring that transactions are properly authorised, recorded, and that assets are safeguarded. 

· Occurs when one person provides a check on the activities of another. 

· Also used to prevent one person from carrying out an activity from start to finish. 

· Reduces the risk of fraud since collusion would be required to bypass the control.

· Segregated duties can also provide a form of error checking and quality control.

Separation of duties includes both 

· Separate responsibility for the control of assets from the accounting records.

· Separation of functions within the IT environment. 

Programmers and operators

· Segregation of duties between programmers and operations reduces the risk of staff with programming knowledge making unauthorised program amendments.

· Staff should not have duties which fall into both types of activity. Programming staff should not be allowed access to live data files and programs.

· IT departments often divided into 2 types of activity, programming and operations

In an ideal environment all functions would be segregated

	System design & programming
	Systems support;
	Routine IT operations;

	System security;
	Database administration
	Change management


Problems, limited scope in small clients 

· Cost pressures may result in reduced staff numbers, so less scope for segregation. 

· Pragmatic audit approach required when providing recommendations. 

· Where scope for segregated duties is limited the auditor should look for  compensating controls, e.g. strong computer security and end user reconciliations.

Segregation between IT and users
· IT should be segregated from end users e.g. finance, stock, grant assessment etc.

· Staff with duties in both may have greater knowledge of the systems, including the existence of compensating controls, so detection of unauthorised changes difficult.

Slide S6/23 : Case study 

This slide introduces the general IT controls case study.

The trainees should have been given a copy of the case study scenario prior to attending this module. The trainees should have read the material before attending. 

The trainees should be divided into groups of approx. 4-5  and given 40 minutes to discuss their findings

In this session the trainees are required to :

· Identify strengths and weaknesses in the client’s overall organisation and management structure, as well as any problems with segregation of duties. 

· Identify risks to particular applications should be highlighted

· Suggest recommendations for rectifying identified problems

· Present their finding to the other groups.

To assist the trainees in pulling out relevant issues they should be provided with an example of a controls review checklist. 

For the purpose of this case study part A of the IT review checklist has already been completed. Provide trainees with Part A.

Distribute blank copies of sections B1 and B2 of the IT controls review checklist : These may be used by the trainees to document their findings.

After the trainees have provided their answers distribute copies of model answer to B1 and B2.

Session 7 : IT Operations

Slide S7/1 : Session title

This session reviews the activities and functions which exist within a client’s IT department. The session considers the importance of controls within  the client’s IT operations.

Method

Lecture

Discussion and questions

Case study

Timing

90 minutes

Equipment required

Overhead projector for viewfoils

Audio-visual unit for Powerpoint slides

Whiteboard or blackboard

Handouts

Session 7 student notes

GOSTF case study : section on IT operations

Slide S7/2  : Session objectives

This session aims to teach the trainees:

· the staff roles and functions typically found within IT operations

· the importance of controls within the IT operations environment

· to identify control weaknesses and provide recommendations to the client’s management

Slide S7/3 and Slide S7/4 : Roles and responsibilities of IT operations

These two slides introduce the trainees to the types of activity which take place within a typical IT department.

Computer operations are the logistic and infrastructure aspects of hardware/ software. 

Computer operations shield users from the need to consider these matters by ensuring that the application systems are available at scheduled times, they operate as expected and the results of their processing, such as printouts, are produced on time. 

In a well run IT department, we expect to find computer operations that are transparent to users, fully supporting them in the performance of their roles.

 Ask the trainees what tasks they believe are the roles and responsibilities of IT operations. Write these on a flipchart. The answers should include the following:

Capacity planning 

· Ensuring that the computer systems will continue to provide a satisfactory level of performance in the longer term.  

· This will involve IT operation staff having to make estimates of future CPU requirements, disk storage capacity and network loads capacity.

Performance monitoring 

· Monitoring system messages and the day to day system performance.

· e.g. response times.

Initial program loading 

· Booting up the systems after they have been turned off.

· Installing new software. 

Media management
· Includes controlling disks and tapes, CD ROMS (and punched cards in old systems). 

Job scheduling 

· A job is normally a process or sequence of batch processes which are run overnight or in background and which update files etc.

· Jobs are normally run periodically, daily, weekly, monthly, quarterly or annually. 

Ask what types of finance related job would be run in each time period

Daily : updating of sales ledger processing system, nightly back-up tape runs

Weekly: Reporting of sales statistics

Monthly: monthly management reports on income and expenditure, cash flow forecasts

Quarterly: reports on customer credit ratings

Annual: depreciation run, year end trial balance, financial accounting reports

System back-ups and disaster recovery 

· Backups of data and software should be carried out by IT operations regularly.

· Back-up and business continuity issues are covered in depth in a later session.

Help desk 

· Includes problem management 

· Help desks are the link between users with IT problems and the IT department. 

· Called when users have a printer problem or they forget their password. 

· Problems may be encountered with individual programs(applications and system), hardware, or telecommunications.

Maintenance 

· Hardware and software. 

Network monitoring
· Common for computers used in business, including government, to be networked. 

· The IT operations function is given the responsibility for ensuring that communication links are maintained and provide users with the approval level of network access. 

· Networking is especially important where the client uses EDI.

Slide S7/5 : Risks

This slide outline the risks associate with inadequate controls within a client’s IT operations.

Applications problems and errors
· Applications not run correctly 

· Wrong applications run, or incorrect versions or wrong configuration parameters entered by operations staff

· E.g. the  system clock and date being incorrect which could lead to erroneous interest charges, payroll calculations etc

· When problems arise they may not be rectified within a reasonable time period

Loss of programs and data
· Improper or unauthorised use of system utilities

· Loss or corruption of financial applications or the underlying data files

· The IT operations staff may not know how to deal with processing problems or error reports. They may cause more damage then they fix.

Delays and disruptions
· Wrong priorities given to jobs.

· Users problems remaining unresolved due to a poor help-desk function

· Users may attempt to fix their own problems.

Higher risk from disasters
· Lack of backups and contingency planning increases risk of being unable to continue processing following a disaster

Inadequate system capacity
· The system being unable to process transactions in a timely manner because of overload, or lack of storage space preventing the posting of any new transactions.

System downtime

· High amount of system downtime to fix faults

· When the systems are unavailable a backlog of unposted transactions may build up.

Slide S7/6  : Service level agreements

This slide covers the contents of a typical service level agreement. These agreements are intended to ensure that the IT department delivers an appropriate level of service.

· Increasingly common for IT departments to draw up and agree service level agreements with the rest of the organisation, i.e. the users departments. 

· They allow users to specify and agree, preferably in writing, what levels of service, in terms of quantity and quality, they should receive.

· SLAs are in effect internal service delivery contracts.

The structure and level of service specified in a SLA will depend upon the working practices and requirements of each organisation. A typical SLA would contain  :

General provisions 

· The scope of the agreement, its signatories, date of next review

Description of services 

· Functions applications and major transaction types

Service hours 

· Normal working hours

· Special occasions such as weekends and bank holidays

Service availability 

· Percentage availability

· Maximum number of service failures and the maximum downtime per failure

User support levels 

· Help desk details, hours, response times, staffing.

Performance 

· Response times, turnaround times 

Contingency 

· Brief details of plans

Security 

· Compliance with the organisation’s IT security policy

Restrictions 

· Maximum number of transactions, users

Slide S7/7 : Management review and supervision of IT operations

This slide examines the role or management supervision and review within an IT department. These controls reduce the risk of unauthorised activities occurring and remaining undetected.

IT operations review

· Periodic reviews of IT operations working practices and organisation

Separation of duties

· From the standpoint of separation of duties, operations staff should not be given the job of inputting transactions or any form of application programming.

Management monitoring

· Operations staff should be supervised by management.

· Operations supervisors/managers

· Operations staff with access to utilities should be supervised to ensure that they only use the utilities for authorised purposes.

Automated monitoring

· Management will be unable to provide continuous monitoring 

· Reliance on automated logging and monitoring facilities within the systems. 

· The logging parameters should be set by management .

· May produce a large quantity of data in a short period.

· Recommending that a client review the audit logs on a regular basis is unlikely to be carried out in practice.

· To assist management in their detection of unauthorised activity, the client should develop a program or system to report exceptions or anomalies.

Need for trust

· Effective supervision over IT operations staff is often difficult to achieve

· Operators have a high level of technical knowledge and they could do things to the system which management would not detect , or even recognise the significance of if they did detect a change. 

· Management must place a high degree of trust on IT operations staff, and that trust will be based on appropriate staff selection and vetting procedures

Slide S7/8 : IT operations skills, training and experience

This slide reviews the need for a client’s IT operations to be staffed by operators who have the appropriate skills, training and experience. 

Need for competent staff

· IT operations staff should have skills, experience and training necessary to carry out their jobs to a competent standard.

· Incompetent staff increases risk of business and audit risks, i.e. errors

How does the client determine needs?

· The IT  auditor should ask if the training needs of IT operations staff have been assessed and action taken as appropriate. 

· Training needs may include non-technical training, e.g. management training for the IT operations supervisors.

Training programs

· As an aid to continuity of staffing, some organisations may teach staff more than one role or introduce a form of job rotation.

Staff assessments

· Fair, objective methods of assessments should be used.

Ask the trainees if they are aware of techniques for assessing staff training needs. 

E.g. work profiling, skills assessments, competency statements for each role or grade. 

They may be able to draw upon their own experience, e.g. if their SAI has a standard method of assessing needs.

Career development

· Closely connected to training is the career development of staff. 

· If IT operations feel that they are in a dead end job with little scope for progression their morale may be low and they are less likely to carry out their work to a high standard (they may even be tempted to cut corners and carry out unauthorised activities).

Slide S7/9 : Computer maintenance

This slide considers the importance of maintenance in ensuring that a client’s IT systems operate satisfactorily and that system unavailability is kept to an appropriate level.

The auditor is concerned with system failures because they can introduce errors into accounting records

Hardware maintenance
· As with most equipment, computers may require regular maintenance to reduce the risk of unexpected hardware failures. 

· Prevention is better than the cure.

· The client should minimise system unavailability by planning maintenance activities in advance, thereby controlling when the system is out.

Infrastructure maintenance
· Although preventative maintenance is becoming less common , especially for  mini and microcomputers, it may still be required for environmental equipment such as air conditioning units and fire extinguishing systems. 

Software maintenance
· Maintenance and upgrading software. 

· Database administrators may also require system time to maintain the database.

In house or contracted out
· The IT operations function should either have an internal maintenance capability or contract out the maintenance to a third party supplier. 

· The IT auditor may wish to examine the maintenance contracts and schedules to determine if adequate maintenance is carried out. Ultimately the key test to the adequacy of the client’s maintenance arrangements is the amount of system down-time or Helpdesk incidents arising from equipment or software failures.

Slide S7/10 : Operations documentation

The client should have clear, documented operating procedures for all operational computer systems to ensure their correct, secure operation. This slide outlines what an IT auditor should look for when reviewing a client’s IT operations documentation. 

Clear, concise and available

· Documentation which is not clear and concise is unlikely to be used by staff

· Documentation can be used by operations staff when they are unsure about how to carry out a procedure or experience difficulties.

· They are also useful in training new staff.

Coverage may include:

Handling of data and  files :  how to move, transfer data, magnetic tapes and disks. 

Scheduling instructions : scheduling procedures and requirements to ensure best use of IT resources. 

Errors and system failures : instructions for handling errors or other exceptional conditions which might arise when jobs are run. 

Contacts : support contacts in the event of unexpected operational or technical difficulties.

Special runs : special output handling instructions.

System restart and recovery procedures.
Housekeeping and daily maintenance : daily data back-up procedures, computer room management and safety.

· The auditor should bear in mind the level and detail of documentation will vary from one client to another

· Level of detail  depends on factors such as the size of the organisation, the type of hardware and software used and the nature of the applications being run.

· The auditor would expect to see large quantities of high quality documentation in a large IT operations functions

· In a small client running office automation software, the documentation would probably  be less detailed and extensive.

Slide S7/11 : Problem management

This slide looks at the controls and procedures a client’s IT operations should have in place for dealing with computer problems.

· The IT operation section should have documented procedures for detecting and recording abnormal conditions and events.

· A manual or computerised log may be used to record these events.

· This problem monitoring and rectification function is also known as a help-desk.

Contents should include:

Date

· Error or fault detection date :when was the fault first detected.

Progress description

· Error resolution description: resolved, pending, under investigation, no further action, unresolvable

Error codes

· Error code: e.g. A3=printer fault, B2=vdu faults, C2=application system fault.

Error description

· a short narrative describing the fault.

Source

· The source of the error.

· What caused the error to happen

Initials

· Initials of those responsible for maintaining the log, closing the log

Responsibility
· Section responsible for dealing with the problem

The ability to add an entry to the log should not be restricted

The ability to update the log should be restricted to authorised personnel. 

Management should have mechanisms in place to ensure that the problem management mechanism is properly maintained and than outstanding errors are being adequately addressed and resolved

Slide S7/12 : Network management controls

Where networks are used to share and transmit financial data, the client normally appoints someone form IT operations  to ensure that the network is secure and an able to meet user demands.

A range of  controls is required where a client uses computer networks . Network managers should ensure that there are appropriate controls to secure data in networks, and that the network is adequately protected form unauthorised access. The controls may include:

Separation of duties

· Separation of duties between operators and network administrators.

 Responsibility

· Establishment of responsibility for procedures and management of remote equipment.

· Day to day responsibilities are normally assigned to a network manager.

Monitoring

· monitoring of network availability and performance. There should be reports, tools to measure system response time and down time.

Network security

· establishment and monitoring of security controls specific to computer networks.

Slide S7/13 : Case study

Distribute copies of the questionnaire on IT operations (IT controls review document section B8).

The trainees should review the case study narrative on GOSTF and attempt to complete the questionnaire. 

The trainees should summarise their findings.

The trainees should be given 20 minutes to complete their review and document their findings.

Ask the trainees for their answers and write these down on a flipchart. Discuss the findings with the trainees.

Session 8 : Physical and environmental controls

Slide S8/1  : Session title

This session looks at the importance of adequate physical and environmental controls within an IT environment. The session looks at the risks involved an the controls a client may put in place to manage the risks.

Method
Lecture

Discussion

Case study

Timing
90 minutes

Equipment required
Overhead projector for viewfoils or

Audio-visual projector for Powerpoint slideshow

Whiteboard or Blackboard

Handouts
Session 8 student notes

Case study on Physical and environmental controls

Slide S8/2 : Session objectives

This session aims to:

· describe the importance of physical and environmental controls

· identify controls which reduce risk to the client’s financial systems

Slide S8/3 : Causes of errors and IT problems

This slide revisits the four most common causes of damage, loss and errors in IT systems. The slide demonstrates that the  risks posed by the top three causes can be managed and recurred by having appropriate physical and environmental controls.

The objective of physical and environmental controls is to prevent unauthorised access and interference to IT services.

According to the Information Systems Audit and Control Association (ISACA) the four most likely cause of errors are : 

· Humans

· Natural disasters

· Fraud

· Hardware faults

The top three causes can be controlled and reduced by employing appropriate  physical and environmental controls.

Human :  keep unauthorised people away from the systems. 

Natural disasters : the risks of fire, electrical damage, and water damage can be reduced by taking some basic precautions.

Fraud : Physical controls can assist in keeping thieves out.

· There are two ways of restricting access to the computer systems, physical access and logical access.

· This session looks at physical access and the protective measures to physically protect a computer system. 

· Logical access is considered in a later session.

· The financial IS auditor’s main concern is that an incident associated with lax physical or environmental controls will increase the risk of either 

1. errors in the accounts, caused by fraud or client mistakes 

2. damage to the client’s computers and  financial data, restricting their ability to record financial transactions and produce a set of auditable financial statements

Slide S8/4 : Physical Risks

This slide considers the risks associated with inadequate physical access controls.

Physical damage

· accidental or intentional

· IT employees

· cleaners, security guards

· other employees

Theft 

· Theft of computers or their individual components

· Computer theft is on the increase and the trend is likely to continue.

· Computer chips are worth a lot of money, are very attractive to thieves

· Many computer components are untraceable (no serial numbers or identifiers)

Show press articles on computer theft. The leader should distribute articles form local papers, if available.

Bypass  logical access controls
· Having physical access to a fileserver can be exploited to bypass logical controls such as passwords

Disclosure, copying of information
· Copying or viewing of sensitive or confidential information, e.g. pricing policies, pre-published results, government policies

· Disclosure of information on system security, e.g. copies of user lists placed in external rubbish bins can be picked up by hackers. (Social engineering techniques) 

Slide S8/5 : Environmental risks

This slide summarises the environmental risks which may adversely affect a client’s ability to run its computer systems.

Fire

· Accidental and deliberate damage

· Smoke damage

Water

· Leaking pipes, air conditioning units

· Leaking roofs

· Floods

Power

· Cuts, leading to loss of data in volatile storage (RAM).

· Spikes :leading to system failures, processing errors

Equipment failure

· Failure of equipment due to temperature or humidity extremes (or just outside tolerances of a few degrees)

·  Static electricity : can damage delicate electrical components the computer clips (ROM, RAM and processor) are delicate and easily damage by static electricity

· Others : e.g. lightning strikes .

Terrorist attack

· Bomb damage

· Terrorism appears to on the increase around the world.

· Computer centres would be easy to attack and their destruction may have significant repercussions on government operations

Some of these risks are also covered in greater depth in the Business continuity planning module.

Slide S8/6 : Risk management

This slide aims to reinforce the message that it is the responsibility of client’s management to ensure that adequate internal controls exist to protect the business’s assets and resources. 

Management’s responsibility

· Management’s responsibility to ensure adequate systems of internal control exist.

Identify risks 

· The costs of controls should be balanced against risks.

· Management may not be aware of what the risks are so carry out a risk assessment. 

· Risk assessment includes risk identification, i.e. identifying the threats to the systems, the systems vulnerability and the impact of something happening.

Manage risks
· Once risks have been identified and assessed,  management should implement counter-measure to reduce the level of exposure to an acceptable level.

· Management balances the risks identified with the cost of controls.

· Some controls would be expensive to implement and would only be justified in a high risk environment.

· Other controls would be considered to be baseline controls, e.g. door locks and would be found at most clients.

Adopt policies to address risks
· Management of risk will include establishing security policies.

· The policies, controls and counter measures will vary from one client to another

Physical and environmental risk management
· Client’s IT security policy should include consideration of physical and environmental risks.

Need for audit judgement
· Auditors should use their judgement when reviewing a client’s controls.

· Auditors should assess what they believe to be reasonable controls given the client’s circumstances.

Security and risk assessment are also covered in the IT security module.

Slide S8/7 : Physical control of IT systems

This slide prompts the trainees to consider the need for controlling physical access to a computer system. The slide also introduces the basic means of controlling a computer system’s physical environment.

Why? : To ensure that only authorised people can gain access to the computer systems.

· Specifically aimed at ensuring that only those who have been authorised by management have access to the computer systems.

How? : By using a combination of administrative, procedural and physical controls, based on the concept of designated areas and perimeters?

· Physical controls are in themselves not sufficient to prevent unauthorised access.

· Physical controls should be supported by procedural and administrative controls.

· Physical access security should be based upon the concept of designated perimeters which surround the IT facilities

· E.g. the client could designate an IT perimeter around the building, around the computer suite, around the printer room etc. 

· Perimeters should be clearly defined and staff should be aware of where the boundaries are.

Group exercise
Ask the trainees to identify physical access controls which  they would expect to see in and around a client’s computer centre.

After 10 minutes ask one group to write their controls on a flipchart, working from the outside of the client’s premises to the computer room and individual terminals. 

Access to the client’s site and secure areas should be controlled by layers of controls, starting at the perimeter fence and working in through the building’s entrance to the computer suite and terminals. Physical controls may be explicit, such as a door lock or implicit for example an employees job description implies a need to enter the IT operations area.

Slide S8/8 : Administrative and procedural controls

This slide considers the administrative and procedural controls which contribute to ensuring that computer equipment is  protected from unauthorised physical access.

Identification
· Staff wearing name or identity badges

Up to date access permissions 

· Removing access rights of staff who are dismissed.

· E.g. the security guards are informed when staff leave

· Keys / access cards being returned when staff  leave or are dismissed.

· Procedures to identify leavers and ensure that their physical access to the building is not allowed.

Visitors

· Visitors : logging of visitors, including who they are, who they work for, who they are visiting, arrival time, exit time. 

· Visitors may be asked to provide some form of identification before entry is allowed, e.g. a driving licence or identity card.

· Visitors may be required to be escorted at all times

· Visitor passes returned at end of visit

Unattended offices procedures

· What should be done when staff leave their office unattended e.g. then staff go home at night or out to lunch.  

· Measures could include locking their keyboards, putting laptops in locked drawers and locking away floppy disks.

· Clear desk policies

Slide S8/9 : Locks on doors

This slide covers one of the most basic means of controlling physical access to an area which contains computer equipment, i.e. locks on doors. The slide introduces the various types of lock an auditor may encounter.

Require one of two things to gain access : What someone has or what someone knows. 

Whatever method is used the “key” to each type of locks need to be tightly controlled.

Mechanical key locks
· The door keys should be stamped “do not duplicate” 

· The keys should not indicate the facilities to which they grant access.

Combination locks
· Also known as cipher locks

· These are normally keypads with numbered buttons.

· Authorised staff are given the combination to gain access. 

· Combinations vary from 3-6 numbers and should be changed regularly, or when a member of the IT staff leaves or moves to another part of the organisation.

Electronic door locks
· Normally use plastic cards with a magnetic strip on the back or smartcards.

· The card hold data which interacts with the locking mechanism and allows entry. 

· They can be set up to identify individuals and log their movements.

· They can restrict access to particular areas according to user needs / authorisation. 

· They can be difficult to duplicate, especially if they are smart card with a microchip.

· They can be easily controlled from a central console, e.g. if an employee leaves, it would take only a few seconds to disable that users access rights.

· They can be connected to silent alarms which activate in a control room when unauthorised access is attempted.

Biometric door locks

· Programmed to recognise the biometric features

· E.g. handprints, voice patterns, fingerprints, retina scans or a signature.

· Expensive and are usually used in very sensitive computer facilities.

Slide S8/10 : Other means of controlling physical access

This slide reviews other methods of controlling physical access to IT equipment.

Video cameras, closed circuit television (CCTV)
· Cameras can be located at strategic points to monitor and record entry and exit.

· If they are monitored 24 hours a day they can act as a preventative control. 

· They can also be a detective control in that they provide a visual log of access.

Security guards
· Security guards may be deployed at the entrances /exits to the client’s premises. 

· They should check the identity of all those entering the facility. 

· They can also be used to carry out patrols during non-working hours.

Perimeter fencing
· Surrounding the site, computer installation.

Burglar, intruder alarms
· Used to monitor inactive entry points e.g. fire exits, or when facilities unattended.

Controls of out of hours employees
· E.g. cleaners, maintenance staff, contractors, sub-contractors, security guards.

· Clients frequently have weak controls over out of hours contractors. 

· E.g. security guards may  have access to most parts of the client’s premises. 

· Cases where cleaners  have not just been cleaners but have had another agenda. 

· E.g. cleaner the paper feed mechanism of a printer. The printer jams and makes loud noises, followed by an alarm. Cleaner panics and presses power off button. Mainframe computer shuts down. Rebooting can take several hours.

Deadman doors
· Found at the entrances to sensitive areas such as the computer room. 

· They consist of two doors, only one of which can be open at any time.

· Help to prevent unauthorised persons following authorised staff into a facility. Prevent piggybacking. Similar controls are revolving doors, one-person tubes

Computer locks
· Key locks which lock the keyboard or the computer’s Input/Output mechanisms.

· Problems include users frequently loose the keys or leave them in the locks.

Slide S8/11 : Controls for higher risk environments

This slide covers some physical controls which may be adopted where there is a high risk of unauthorised physical access, damage  or theft of computer equipment. 

Where a high risk of computer theft or vandalism has been identified there are several controls which the client may consider.

Security cabinets

· With the increase in chip theft security product suppliers have produced metal security cabinets which fit around PCs.

· These consist of a metal shell which is attached to a solid surface. The computer is then locked into the metal shell. This makes it more difficult to prise open the computer and remove the chips.

“Intelligent” water
· This consist of water with a unique chemical signature.

· When the client’s premises is broken into an intruder detection system activates and sprays the “intelligent” water from ceiling level sprinkler nozzles. 

· All persons (thieves etc) and equipment coming into contact with the water can then be traced back to the crime scene.

“Fog Screens”

· These devices activate when an intruder is detected 

· Spray a mist into the room which creates a dense fog.

· This reduces the visibility to the extent that it is then very difficult for a criminal to see what he/she is doing

Slide S8/12 : Fire controls

This slide covers the preventative, detective and corrective controls which can put in place to reduce the risk of fire damage adversely affecting the client’s ability to continue processing following a fire.

These systems are designed to prevent a fire breaking out in then first place and if a fire does occur deal with it in an efficient manner. 

Prevention
· making the IT facilities fire resistant by using fire resistant building materials.

· a no smoking policy in the building or the computer suite

· a clean computer room, where dust and paper are not allowed to accumulate

· maintenance and electrical safety inspection of equipment, e.g. to detect overloaded circuits, power supplies etc.

Fire detection
· Smoke and heat detectors

· Connected to fire alarms

Fire suppression
· Hand held fire extinguishers

· Care needs to be taken to ensure that the correct extinguisher is on hand. 

· E.g. some extinguishers are unsuitable for electrical fires. Portable carbon dioxide or halon (BCF) fire extinguishers are suitable for use on electrical fires. Water extinguishers should be available in or near stores of computer consumables, e.g. printer paper and stationery.

· Automatic suppression systems: activate automatically when a fire is detected.

· Normally sound an audible alarm when activated and begin a timed countdown. 

· The system should divide the premises into segments or zones. 

· Allows the system to activate only in those areas where a fire has broken out. 

· Fire suppression systems often use either water or halon. 

· Halon is favoured as it does not damage equipment like water and it is less hazardous to health than carbon dioxide extinguishers.

· The fire suppression system should be regularly maintained. 

· The client’s premises could also be inspected by the fire department /authorities. 

· Staff should be trained in the proper use of the fire suppression equipment.

Slide S8/13 : Water protection

This slide describes the risk presented by the unexpected ingress of water into a computer system and the types of countermeasure a client may implement to reduce the risk.

Water + Electricity = TROUBLE

· Computer equipment (and in particular the electricity) and water don’t mix. 

· Computer facilities should firstly be located in a position where the equipment is less likely to come into contact with water, and secondly if water does manage to get into the computer rooms, its presence is detected.

Sources of water

· Floods

· Leaking roofs

· Burst pipes

· Overflowing sinks, toilets

· Leaking radiators

· Condensation

Location of computer room

· Water flows under the influence of gravity

· The risk of water damage can be reduced by locating the computer facilities at a higher elevation, i.e. not in the basement.

· It is common for computer facilities to be located on the third to sixth floors.

· Even where computer facilities are located above ground level, there may still be a risk of water damage from burst pipes or leaking roofs. Flat roofs have a reputation for leaking.

Water detectors
· Water detectors should be placed under raised floors. They should be connected to visual and audible alarms.

Slide S8/14 : Power supply controls

This slide review the controls or countermeasures a client can put in place to reduce the risk of being adversely affected by a disruption in the power supply.

The auditor’s primary concerns relate to the possible impact that electricity has on the availability of the systems and the integrity of the data processed. 

Just turning the power off can lead to corrupted data files.

The client’s systems should have controls in place to minimise the effect of a power cut or deviations in supply (power spikes or drops in voltage). 

Protection is normally achieved through short and long term countermeasures.

Short term
· Electrical surge protectors :

· The voltage and frequency of mains power can vary: power spikes and drop-offs.

· Computer equipment can be sensitive to 

· Voltage regulators monitor the incoming electricity and moderate it according to system requirements.

· Electrical surge protectors are commonly built into uninterruptible power supply devices.

· Uninterruptible power supplies 

· Also known as  UPS equipment

· Allow for the continuity of computer processing until  either the power returns, the back-up generator can be activated or the system can be closed down in a controlled manner. 

· UPS requirements vary according to local needs, e.g. the frequency and duration of power outages.

Long term
· Back-up generators

· Normally used when power cuts last for more than a few hours.

· Two types of generator are available, diesel and gas turbine. 

· Alternative power cabling

· In some circumstances clients may feel the need to connect their computer facilities to two electricity  substations.

· An interruption to one power supply may not affect the other.

Slide S8/15 : Heating, ventilation humidity

This slide review the need which some systems have for a regulated atmosphere, i.e. an environment in which the air temperature and humidity are actively controlled.

Common requirements of older equipment and the large mainframes and mini-computers
· Many of the larger computer, mainframes and minicomputers require a controlled environment in which to operate efficiently.

· They may require control or both temperature and humidity.

· Mainframes  can generate a significant amount of heat and without proper ventilation there is a risk of equipment failure.

Small tolerances
· Some computers can only tolerate small temperate or humidity variations.

· A variation of a few degree in temperature can cause systems to fail.

May need heaters, air conditioning, humidifiers
· These may be controlled through the operation of air conditioning equipment.

·  If air conditioning is important to the continued operation of the computer equipment the auditor should review the client’s maintenance procedures and contracts.

· Computer systems are becoming increasingly environment tolerant.

· More systems are being built to operate in “office environments

Slide S8/16 : Maintenance and house-keeping

This slide reviews maintenance and housekeeping controls and their contribution to reducing the risk of accidental damage to computer equipment. 

Cleaning of debris etc
· The client may have controls to ensure that the computers and the areas in which they are located are clean and free from debris (waste paper, dust, smoke, etc)

Eating/ drink policies in computer rooms

· There may also be polices prohibiting the consumption of food and drinks in the vicinity of the computer equipment.

· A knocked over cup of coffee can have a significant impact on a computer.

Case study
The trainees are required to read the case study on the Government Office supplies Trading Fund and extract details relevant to physical and environmental controls.

The trainees are required to note the weaknesses identified, the risk arising from the weakness and recommendations to reduce the level of risk. 

The trainees should be given approximately 20 minutes to prepare their answers. One or more groups may then be required to present their findings to the other trainees.

Section B3 of the IT review checklist should be provided to the trainees as a guide.

Discuss the trainee’s findings, covering any points they missed.

Session 9 : Logical access controls

Slide S9/1 : Session title

This session reviews the software controls a client can put in place to reduce the risk of unauthorised access to programs and financial data.

Method

Lecture and slideshow

Discussion 

Case study

Timing

75 minutes

Equipment required

Overhead projector for viewfoils

Audio-visual unit for Powerpoint slideshow

Whiteboard or blackboard

Flipchart

Handouts

Session 9 student notes

Newspaper cuttings detailing hacking incidents or attacks by organised crime.

Case study on logical access controls

Slide S9/2 : Session objectives

The objectives of this session are to:

· describe the importance of logical access controls in computerised financial systems;

· assess the risks associated with inadequate logical access controls

· identify specific logical access controls which a client may use to protect its financial systems.

Slide S9/3 : Why have logical access controls

This slide shows how, due to computer networks, physical access controls are rarely sufficient to protect financial programs and transaction data from unauthorised access. 

· The days when information was written on paper and stored in filing cabinets are, for the most part, in the dim and distant past. 

· The majority of the financial systems encountered by auditors are computerised.

· Clients rely on their computer systems to initiate, process and report transactions.

· Computer systems cannot easily be controlled by physical access controls

· Especially true when a client’s  computers are connected to LANs or WANs.

For example :

· A financial system is connected to a WAN using telephone communication links such as dial up modems. 

· Locks on doors, burglar alarms, security guards etc would not be able to stop someone accessing the computer system across the network. 

· Other methods of protecting the systems and the data are  required, i.e. logical access controls.

Slide S9/4  : what are logical access controls ? 

This slide provides a definition of logical access controls.

Logical access controls are defined as :

“a system of measures and procedures, both within an organisation and  in the software products used, aimed at protecting computer resources (data, programs and terminals) against unauthorised access attempts.”

There are three basic elements to logical access security:

User identification : 

· A user identifies himself/herself to the computer with a user-name or logon id etc.

User authentication : 

· The computer requires confirmation that the user is who he/she says they are.

· This is achieved by something the user has or knows.

· Passwords are a common form of authentication. Other forms of authentication include PIN numbers (used to authenticate yourself after putting your bank card into an ATM), a signature or biometrics such as your hand-print.

Resource protection : 

· Resources are the computers files, directories, peripheral devices.

· Based on the needs of each user. 

· E.g. when a user logs on, the computer knows who they are and restricts access to certain files applications or other resources according to their job requirements.

Note : some operating systems and associated logical access control options, file parameters etc are very technical in nature. Where the client’s systems are technically complex and the auditor does not have a working knowledge of the client’s particular systems, the IT auditor may need to obtain additional support and assistance.
It is unlikely that an external IT auditor will have a detailed knowledge of more than a few systems (e.g. the common operating systems such as Unix and Windows NT).

Internal IT auditors are likely to be more familiar with the systems since they live with them on a day to day basis.
When tasked with an in depth review of logical access controls on a complex system the IT auditor may need to call in additional assistance from specialist in that operating environment.

Slide S9/5 : Risks

This slide summarises the risks associated with inadequate logical access controls.

The main impacts  which could arise from a lack of controls are

Unauthorised disclosure
· Of financial information, e.g. profit /loss/ pricing policies

· Of security information, e.g. passwords

Unauthorised amendment
· Of transaction data

· Of the financial programs

· Of standing data, e.g. of pay rates

Breach of system integrity

· Deletion of accounts

· Alteration of chart of accounts.

· Corruption of data 

Analogy
Inadequate logical access controls in would be equivalent to placing financial records on a desk in the corridor. 

Anyone on the network could look at any data he or she wanted to look at. 

In addition they could make changes to any data they wanted without anyone knowing what changes have been made, to what or by whom.

Ask the trainees if they would you be happy if their payroll and other personal details were openly displayed on a table inside the entrance to your office?

The possible impact of a breach in a logical access controls is greater where the computers are used to initiate, as well as record transactions. 

Clients should have controls to prevent unauthorised access to electronic financial instruments (e.g. a computerised payments file prior to its transmission to the bank).

If connected to a WAN, then the analogy is similar except that instead of placing the financial and accounting records on a table in  an office corridor, the records would be on the equivalent of table in the street.

Slide S9/6 : Attackers

This slide provides examples of the most common perpetrators of unauthorised access to computer systems.

Computer systems may be attacked from several directions. The attacker that first springs to mind is the computer hacker.

Hackers
· Normally highly computer literate people who attempt to gain access to a system to prove that they can.

· They see hacking as a personal challenge. 

· Although their prime intent is just access they may inadvertently cause damage to the systems or data.

Employees 

· May be staff from the IT department or normal system users.

· The client should ensure appropriate controls over temporary and part-time staff.

Former employees  

· Former employees, especially those with a grudge may attempt to access the system to carry out some form of revenge.

Interested parties

· may include competitors, foreign powers (espionage), organised crime. 

Hand out copy of newspaper article “ City surrenders to £400m gangs”, or other local press cuttings. Give the trainees 10 minutes to read the article. 

Vendors and consultants
· These are often the people who put a system in place or those who maintain it.

Slide S9/7 : Impact / Consequences of inadequate logical access controls

This slide show some of the possible implications of a breach in logical access security. The slide begins with the external auditor’s prime concern and then proceeds  to review the business consequences. 

Qualification of audit opinion
· The external auditor’s  main concern.

· The accounts may be un-auditable because of a loss of the financial audit trail

· The accounts may contain material errors due to a loss of data integrity.

The following weaknesses are primarily the client’s concern. 

However they could have repercussions on the external auditor, e.g. if they resulted in the client being closed, going bankrupt.

Failure to identify significant weaknesses could, in certain environments, also lead to the auditor being sued.

Financial loss
· The loss can be direct losses due to fraud,

· Indirect losses arising from the cost of amending the system and correcting data.

Legal obligations
· The client may have certain legal obligations concerning the storage and disclosure of data, 

· E.g. legislation requiring the client to maintain the confidentiality of personal data. 

· In a banking environment a loss of integrity could lead to a breach of banking regulations and disciplinary action.

Loss of market share and, or credibility
· This is especially important in the financial services sector.

· Breaches in security can lead to a loss of credibility and business.

Ask the trainees : “would you deposit your life savings in a bank which has a reputation for losing money?”. Where attackers, have been successful these organisations have been reluctant to admit their loss.

Disruption of business activities
· E.g. if a hacker gained access to a computer system and changed all the product dimensions in a manufacturing processing system.

Slide S9/8 : What to protect ?

This slide aims to show what system components and resources need to be protected

Data files 

· May consist of transaction files or databases. 

· Files containing masterfile or standing data information should also be protected

Applications
· Unrestricted access increases the risk that the financial applications will be subject to unauthorised amendment leading to fraud, data loss, and corruption.

· Unauthorised access could be used to make amendments in the programming logic.

· Where a system carries out complex calculations it may not be possible to check the calculations and unauthorised amendments may remain undetected.

Password files
· If anyone can read them there would be little to stop unauthorised access to privileged system user accounts.

· Any unauthorised user who obtained the access permissions of a privileged system user would be able to cause considerable damage.

· Inadequate protection makes accountability difficult. Unauthorised users could use “stolen” identifications to make amendments which cannot be traced back to them.

System software and utilities
· Software such as editors, compilers, program debuggers. Access should be restricted as they could be used to make amendments to data files and software.

Log files
· Used to record the actions of users and hence a form of accountability.

· They record who logged onto the system and what applications, data files or utilities they used whilst logged on. 

· If inadequately protected, a hacker, fraudster could delete or edit  the log to hide his/her actions.

Spooled and temporary files
· Used to store information before it is acted upon. 

· E.g. details of cheques are sent to a temporary file before printing

· Without protection someone could edit the file and change payment details.

Slide S9/9 : Access security framework

This slide describes the type of access security framework which forms an integral part of the  implementation of logical access controls. 

Management should direct what logical access controls should be in place by establishing a corporate access security policy. 

In drawing up a policy management should determine the business requirements for access control and determine the access requirements for each system. 

Corporate security policies are normally relatively short documents. The access control policy is normally a component of an overall security policy. 

Access policy contents:
Definitions
· E.g.  what is meant by security and specifically the terms confidentiality, integrity and availability.

Security statements : 

Ask the trainees for examples of  what might be included in specific security statements. The trainees should be able to remember examples from session 6.

· Every system and related files must have an owner and must be classified in terms of the importance of confidentiality, integrity, and availability.

· Access to the information contained in the systems will be granted only on a need to know basis. 

· The need to know will depend upon the function  (roles, responsibilities and duties) of each system user and the function of the computer system.

· The level of protection will be commensurate with the level of risk and the value of the asset.

Responsibility 

· The responsibilities of all users should be defined.  This is normally done by grouping users into “normal users”, system owner, security management and IS/IT audit.

· Detailed  logical access controls will be based on the high level statements within the corporate IT security policy.

Slide S9/10 : Operating system and application logical access controls

This slide introduces the two categories of logical access security, i.e. those within the operating system (including specific security software) and those in each  application.

2 levels of logical access control

Installation  :    operating system and utilities

Application :    program specific access controls

Separation of duties between levels

· The logical access controls at each level are normally controlled by different staff.

The system administrator

· (S)he controls access at the installation level and responsible for administering who can log onto the network and controlling access to applications and data files.

· Has a better understanding of the operating system and would know what applications and powerful systems utilities need to be protected. 

The application administrators
· A separate application administrator would be responsible for administering who can do what within each application

· (S)he would have a better knowledge of the applications and those who use it. 

· The application administrator alters access privileges according to user  needs.

· E.g. the finance system administrator would know a purchase order clerk does not need access to the sales system so access to that system would not be permitted.

Example

· A new finance user would firstly have to be added to the list of authorised users via the operating system access control utilities. 

· The systems administrator would grant permission for that user to access the system (logon and password) and “see” the icon for the financial application. 

· Unless specifically granted permission, the user would not be given access to other applications such as payroll, stock or the Executive Information System.

· Once the user is added to the list of authorised system users (s)he can log on and select the finance application. (S)he is then controlled by the access controls within the finance application. The user would be able to carry out activities commensurate with their job requirements. Therefore, an account payable clerk (s)he would only be given access to the accounts payable menu options.

Slide S9/11 : Logical access controls at the installation level

This slide considers issues relating to controlling access at the installation level. 

Vary from system to system
· Logical access controls are frequently built into the operating system software by the manufacturer (Unix, Novell, NT).

· The strength of the access controls varies from one product to another.

Independent evaluations
Logical access controls are frequently built into the operating system software by the manufacturer (Unix, Novell, NT). The strength of the access controls varies from one product to another. There are some organisations which carry out independent testing of the security features within operating systems. The criteria for evaluation of “trusted” computer systems viz. CC (Common Criteria), ITSEC (IT Security Evaluation Criteria) and TCSEC (Trusted Computer Security Evaluation Criteria) are described in the IT Security module.

Bolt-on security products
Where operating systems do not have in-built logical access security the client may have installed a separate package. For example, it is common for users of IBM mainframe computer to install access control packages such as RACF or ACF2.  There are also propriety security packages availability for microcomputers.

Slide S9/12 : Logon procedures and controls

This slide covers logon procedures and controls a  client may introduce to reduce the risk of an unauthorised access to its computer systems

Terminal logon procedures are used to gain access to data and applications on computer systems. The logon procedures guide users through the steps they must take to identify  themselves and to authenticate their identity to the computer.

Logon scripts used to initiate access
· When the user requires access to the system the logon process is activated

· E.g. by powering up, or by clicking on an icon, or typing in a logon command.

· This initiates a logon script or program

Non-release of client identification

· Client’s name should not be displayed until the user has successfully logged on.

· Limits the clues the system may give an unauthorised user. 

· E.g. if a space research organisation displayed a login message with its name, a hacker would have a head-start when attempting to guess passwords.

Don’t welcome those attempting to logon

· The login should not “welcome” anyone. 

· Famous case whereby a hacker gained access to a system with a welcome screen .

· Hacker escaped prosecution as the screen was deemed to be an invitation.

Only tell users of success / failure at end

· User no informed of success or failure until the whole login process had passed. 

· This ensures that an unauthorised user is not informed of where (s)he went wrong.

Automatic disconnection

· Automatic disconnection after a set number of login attempts.

On screen help disabled
· Any on-screen help facilities should be disabled during the logon process to ensure that unauthorised users do not receive guidance on accessing the system

Last logon display
· Display the last login time & date, and details of any unsuccessful login attempts. 

· This should bring any access attempts to the attention of the user.

Slide S9/13 : Account management

This slide covers the need for a systematic policy for managing Information System accounts.

The organisation should have a systematic policy for managing information system accounts, including establishing, activating, modifying, reviewing, disabling and removing accounts. This would broadly cover the following activities:

· Identification of account types (individual/ group/ system), and establishment of conditions for group membership.

· Specification of access rights/ privileges on a need-to-know basis;

· Procedures for identification of requests to establish accounts, and approval of such accounts;

· Monitoring of guest/ anonymous accounts, and disabling of unnecessary accounts.

· Notification to account managers of change in IS users’ status (transfer / termination etc.)
Slide S9/14 : User identification

This slide reviews some controls a client may use to identify users. The logon scripts covered in the last slide would prompt users to identify themselves. This slide considers controls supporting the identification process.

Login identifier codes
· User identification is normally achieved by users entering a login identifier.

· The computer maintains a list of logon ids for all authorised users.

Policy for composition of identifiers

· The client should have a policy for the composition of login identification codes, for example, the first three letters of their surname, their initial and a two digit number.

e.g. Mr James Smith has a login id of SMIJ27.

Logins should be unique
· Uniqueness is important as it allows for the identification of each person.

· This in turn aids accountability, especially where the authenticated login ids of  users are logged against the activities they perform on the system.

Other forms of identification
Magnetic swipe cards
· Other systems may use a token as a form of identification, e.g. a card with a magnetic strip on the back

Smart cards
· Cards with an in-built processors and data storage capabilities.

Slides S9/15 to S9/18 : User authentication and password controls

This slide reviews the controls a system may employ after a user  has identified himself /herself to the computer system. The system should confirm that that person is who (s)he claims to be. This is known as authentication.

Achieved from what user knows or has
Authentication is achieved by the user knowing something, possessing something or from a comparison of physical characteristics

After a user has identified himself to the computer system the computer has to confirm that that person is who s(he) claims to be. This is known as authentication.

Authentication is achieved by the user knowing something, possessing something or from a comparison of physical characteristics.  Authentication factors can generally be classified into three categories:

· Something the user is (e.g. fingerprint, retinal pattern, DNA sequence, voice pattern, signature recognition etc.)

· Something the user has (e.g. ID card, security token, software token or cell phone)

· Something the user knows (e.g. password, pass phrase or PIN)

Password are most common
· Most access control systems authenticate the user  via the input of a password.

· If the password is correct the user is allowed access. If not, access is refused.

Password controls may include:

Rules on password composition
· The client’s password policy should prohibit passwords which are based on:

· family names, addresses, initials (including pets)

· car registration numbers

· telephone numbers 

· easy to guess combinations e.g. qwerty

· solely alpha or numeric characters.

· dictionary words

· what users can see from the window.

Minimum/ maximum lengths
· The more characters the more difficult to guess.

· However the longer a password must be, the more likely it will be forgotten.

· A minimum of 6 characters is common for financial systems.

Ageing
· Passwords should expire after a certain number of days (30 -60 days is common).

· Systems may not allow users to change their passwords immediately after making a change. They must wait a period, e.g. 7 days before any further changes.

Password history
· Password history records of prevents users from recycling their favourite passwords.

Password secrecy 

· Passwords should never be written down or shared.

· Passwords should not appear on the screen when users enter them. Screens should display a series of stars, asterisks or blank spaces.

Initial allocation
· Initial allocation procedures for new users to the system should be in operation. 

· Initial passwords are usually allocated by the system administrator. 

· If system allows users to change their passwords they should do so immediately.

· The system may be able to force users to change their password, via ageing.

Password encryption. 

· Passwords should be protected to prevent unauthorised disclosure. 

· Encryption is a common method of protecting the data in the password file. 

· If you can see an unencrypted password, you will be able to tell what the actual password is. You can then copy it and use it at a later date. 

· Systems may apply an algorithm (encrypt) to passwords and store the result in a password file.

· Use of hidden password files which cannot be seen by users. Prevents use of crack.

Staff leaver passwords
· Leavers’ ids and passwords should be locked. 

· Reduces risk of unauthorised access by a disgruntled former employee.

· Require procedures whereby the IT administrator is kept informed of staff leavers.

· IT should not be the last to know a member of staff has been disciplined/sacked.

Vendor and default passwords
· New systems may have user accounts and default passwords  for installation engineers, vendors and consultants. 

· They may have high access privileges and should be controlled/ disabled.

· E.g. systems may have standard user ID “test” and an associated password “test”.

User guidance, procedures and awareness 

· Users should be aware of what the client’s password policies are.

· Written procedures benefit users as they would reduce the likelihood of users making mistakes when they are changing their password etc (e.g. what keys to press and how to think of a hard to guess yet memorable password).

Historically, the majority of access control systems authenticate the user by requiring the input of a password. However, with increasing Internet connectivity and its attendant risks, strong authentication
 involves the use of multiple authentication methods to provide more reliable authentication of identity. For example, the US Government defines four levels of authentication from Levels 1 to 4, with Level 1 providing the lowest assurance and Level 4 the highest:

· Level 1 – This provides some assurance that the same claimant is accessing the protected transaction data. It does not require “identity proofing”, nor are cryptographic methods required. While plaintext passwords or secrets are not transmitted across a Level 1 network, simple password challenge-response protocols are allowed.

· Level 2 – This provides single factor remote network authentication with identity proofing requirements. Successful authentication requires that the claimant prove, through a secure authentication protocol, that he controls the authentication token.

· Level 3 – This provides multi-factor remote network authentication, with a minimum of two authentication factors, and involved proof of possession of a key or a one-time password through a cryptographic protocol. Successful authentication requires that the claimant prove through a secure authentication protocol that he controls the token, and must first unlock the token with a password or a biometric, or must also use a password in secure authentication protocol, to establish two factor authentication.

· Level 4 – This provides the highest practical remote network authentication assurance and is similar to Level 3, except that only “hard” cryptographic tokens are permitted.
Slide S9/19 : Resource protection

This slide introduces the concept of resource protection and suggests possible controls which a client may implement to achieve this.

· Access to a computer and being able to log on does not imply that a user can or should have unrestricted access to all the applications and data files. 

· An additional level of controls is required to restrict users to only those applications, data files or system resources (e.g.  invoice printers, cheque printers, backup tape drives) for which they have been granted specific access. 

· Control facilities should be an integral part of the application system (i.e. cannot be by passed at the option of the user or administrator).

Menu controls and restrictions 

· Software controls employed to restrict access to particular areas of a system.

· Menu restrictions ensure users only access areas where they requires access.

· Menus controls can be present within the operating system or applications.

User access determined by management
· Access granted to authorised users who require access to carry out their jobs. 

· Access should be specifically authorised by management, e.g. application owner.

· Application owners are normally the senior user of an application and they are given the responsibility for ensuring that the application meets business objectives. 

· E.g. the owner of a financial accounting application is normally the head accountant, the owner of a personnel system is normally the personnel manager.

Controlled environments
· The ability to ‘contain’ users within their group of authorised functions, as well as to restrict functions by user, time, and resources. 

· Users may be restricted to pre-defined menus. 

· On logon users are automatically placed in a controlled environment and are presented with their menu options.

· Attempts to access other parts of the system (e.g. the operating system command line prompt) would result in the system logging the user off. 

Denial of operating system prompt
· E.g. on a DOS system the C:\ prompt and on a UNIX system the $ or #  prompt. 

· Restricting access reduces the risk of users  using unauthorised applications.

Slide S9/20 : File permissions

This slide shows the commonly used file permissions which system may use to control how they are used and which users can access them.

File permission refers to the ability to controls access to data. It  includes differentiation between enquiry and updating or modifying of data.

Each resource on the system may be assigned access privileges. 

When a users attempts to access a resource their permissions are checked against the file’s permissions. 

If the user has the right privilege levels (s)he may be able to use the file or resource. 

Common file/resource attributes are :

Read
· The ability to see a file/ program /transaction 

Write
· The ability to edit or write to a file/ transaction record 

Create
· The ability to create a new data entry

Update
· The ability to update an existing record

Delete
· The ability to delete an existing file/ record or program.

Execute
· The ability to run a program

Copy
· The ability to make copies of files/ programs 

Slide S9/21 : Example of UNIX file permissions

This slide provides an example of how a typical Unix system holds information on file permissions.

For example, on a UNIX system file, permissions may be displayed as follows:




Go through the file permissions on the slide.

To see the permissions for files on  Unix system normally requires access to a command line prompt and typing in of the Ls-l command.

Slide S9/22 : Additional permission controls

This slide outlines additional controls which can ensure that controls over file permissions operate effectively and continue to provide the required protection.

· When reviewing file permission controls the auditor should check that the following supplementary controls are in operation.

Consistency
· Ensure that access permissions are consistent with authorised requirements 

· Ensure that access in one area or to one function does not circumvent authorised restrictions in another. 

· E.g. having write permission of a directory may override specific permissions allocated to files within that directory.

Special control over more powerful file permissions 
· Special restrictions of the ability to add, delete, or modify menu items, programs, or utilities. 

· This ability is usually restricted to the system administrator.

Review and update
· Access permissions should be reviewed and kept up to date.

Slide S9/23 : Other logical access controls

This slide identifies other controls which if implemented contribute to ensuring that only authorised users can gain access to a computerised financial system

Restrictions on concurrent sessions
· Users cannot log on to more than one terminal at any time.

· Reduces the risk of an unauthorised user gaining access to the system.

· If the legitimate user is logged on the impostor cannot gain access. 

· If the impostor is logged on and the legitimate user attempts to gain access but is prevented the user is informed of the problem and corrective action taken.

Working hours limits
· Some operating systems can restrict users access to predefined time periods.

· E.g. if management believed that no member of finance would have need to gain access to the system during the night (e.g. 9 p.m. to 6 am) 

· Systems can be configured so that they cannot log on during non-working hours.

Restricted sign on attempts
· Setting limits on the number of unsuccessful password attempts 

· Repeated failures result in a user’s ability to log on being locked.

· Setting an upper limit on the number of unsuccessful attempts reduces the risk of someone guessing passwords. 

· Once the limit is reached, a system can lock a user’s id for a set period, e.g. 30 minutes or keep the id locked until released by the system’s administrator.

Automatic terminal time-out
· Unattended terminals may be exploited to gain unauthorised access.

· Some systems can be configured to log users out after a set period of inactivity.

· Alternatively a screen saver may activate which requires the user to re-enter their logon password to free the screen (e.g. Windows 95 and Windows NT).

Terminal specific access
· Access to certain applications  may be restricted to specified terminals. 

· For example the client may wish to configure a system such that access to a payroll application can only be gained from a terminal in the personnel department. Similarly for terminals in finance.

Slide S9/24 : Automated logging of security events

This slide outlines the use of automated security logging as a means of reducing the risk of unauthorised access to systems remaining undetected.

The controls mentioned so far have been preventative in nature, i.e. they are designed to ensure that unauthorised persons are prevented from gaining access to the systems.

Systems may have logging capabilities which can be activated to record specified events. There are two types of audit log commonly used by computer systems, the security audit log and the transaction audit log.

Detective control
· Logs are usually used reactivity by security administrators, i.e. they are only reviewed when it is known that something has happened.

· Other security administrators use the log actively by looking for unusual events and following them up.

Records security events
· A security audit log may be used to record a wide variety of data on user activities.

The following are examples on commonly logged events:

· Log ons-offs : when users have unsuccessfully tried to log on or an attempt was made to access a protected file of directory.

· Access to applications, resources, files :  Use of system utilities and applications. Which were accessed by whom and when.

There may be many events logged
· Logging everything  would take up a significant system resources and lead to system degradation. 

· Clients are unlikely to spend time reviewing huge log files. The client should strike a balance between the activities  which are logged and the importance of the systems.

Log protection

· Logs should be protected so they can’t be over-written or deleted by someone covering their tracks.

Summary, reporting tools
· If a large amount of data is written to a log file, the client may use exception reporting tools to highlight events which require additional attention.

Transaction logs are covered in session 17, application security.

Case study
The trainees are required to read the case study on the Government Office supplies Trading Fund and extract details relevant to logical access controls.

The trainees are required to note the weaknesses identified, the risk arising from the weakness, and any recommendations they believe would reduce the level of risk. 

The trainees should be given approximately 20 minutes to prepare their answers. One or more groups will then be required to present their findings to the other trainees.

Session 10 : Change management

Slide S10/1  : Session title

This session concentrates on the role and requirements  of the external financial auditor. This session considers the risks associated with inadequate change controls and the controls a client may have in place to reduce associated risks. Guidance on role of the internal auditor and the performance auditor is provided in other INTOSAI IT modules, “the audit of developing systems” and “performance audit of IT” respectively.

Method

Lecture and slideshow

Discussion 

Case study

Timing

60 minutes

Equipment required

Overhead projector for viewfoils

Audio-visual unit for Powerpoint slideshow

Whiteboard or blackboard

Flipchart

Handouts

Session 10 student notes

Case study on change controls

Slide S10/2  : Session objectives

The aims of this session are to cover:

· The importance of change management controls to computerised financial systems;

· The risks associated with inadequate change controls and controls which may address those risks.

Slide S10/3 : Introduction

This slide introduces the session by emphasising that most, if not all, systems will change after they have been implemented. Such changes attract risks which may have an impact on the business and the auditor. 

Change in the context of this session refers to changes to both hardware and software. Hardware includes the computers, peripherals and networks. Software includes both the system software (operating system and any utilities) and individual applications.

The systems development process should lead to the implementation of a system which satisfies audit requirements.

· Even when the system development process has been completed  it is likely that it will have to be changed, maintained, or altered during its lifecycle. 

· This change process may have an impact on the existing controls and may affect the underlying functionality of the system. 

· If the auditor intends to rely on the system to any extent to provide audit evidence, a review of the change controls is required.

· Change controls are needed to gain assurance that the systems continue to do what they are supposed to do and the controls continue to operate as intended.

Change is inevitable
· All systems change, especially financial systems

· Reasons for change will be looked at in the nest slide. 

Changes may affect 

· The effects of change may not be apparent .

· Unknown to the client, a seemingly minor change could have an impact on : the audit trail ; the control systems; the system’s functionality; or the processing logic.

· The scale of change can vary considerably, from adjusting the system clock to installing a new release of an application or operating system. 

· The effect that a change has on the operation of the system may be out of proportion to the size or scale of the change made.

· With computer systems the saying “a butterfly flaps its wings in Peru and it snows in Japan” can be said to apply to computer system changes. 

· E.g. altering the clock by one hour, to reflect “British summer time” may cause an automatic staff  time recording system to crash due to night staff logging on at a negative time.

Slide S10/4 :Reasons for system change

This slide identifies the most likely reasons for client’s making changes to their financial systems. 

Even on the day systems go live there are invariably users who are not satisfied with the systems and submit request for changes (RFC) to be made. Examples include:
To enhance functionality
· Everyday system users may not be content with the functionality of the system. 

· This could be discontented with the screens they have, or system response time. 

To make systems operations easier, more efficient
· This category includes the tape/disk operators, the Helpdesk manager, the database administrator and network management personnel.

To increase capacity or performance
· The system may require additional resources or increased capacity components.

· E.g. a more powerful CPU to cope with increased processing demand, or additional disk drives as the existing drives fill up.

To rectify problems
· Users may also identify bugs in programs which cause the system to produce erroneous results

· Each problem or incident recorded on the Helpdesk will contribute to the identification of underlying problems. 

· If the problems are significant enough a request for change may be produced by the Helpdesk function.

To improve security
· Identified weaknesses in system security may result in requests for change which should improve security.

Routine updates
· System developers may update and improve the system software.

· Vendors may “insist” that the client runs the current version of their software.

To meet changes in business or reporting requirements
· Changes in legislation, business requirements or business direction may require the financial system to be amended.

Slide S10/5 :  Aim of change controls

This slide summarises the purpose of change controls, i.e. what are change controls  supposed to achieve. 

What is the purpose of change controls ? 

Change controls are put in place to ensure that all changes to systems configurations are authorised, tested, documented, controlled, the systems operate as intended and that there is an adequate audit trail of changes.

Slide S10/6 : Risks

In the previous slide the trainees were taught the aims of change controls. This slide considers the risks of having inadequate change controls.

Unauthorised changes

· Accidental or deliberate but unauthorised changes to the systems.

· E.g. if there inadequate controls application programmers could make unauthorised amendments to programs in the live  environment. 

· Increases the risk of fraud, error and lost business assets.

Implementation problems

· E.g. where the change is not in time for business requirements, e.g. changes in annual tax rates.

Erroneous processing, reporting

· Systems which do not process as intended, i.e. they do the wrong thing.

· This could lead to erroneous payments, misleading reports, miss-postings of transactions and ultimately qualified accounts.

User dissatisfaction

· systems which users are not happy with: this could lead to data entry errors, staff morale problems, a loss of productivity, union actions.

Maintenance problems

· Poor quality systems which are difficult or expensive to maintain (e.g. due to a lack of system documentation). 

· Where there are inadequate controls there could have been multiple changes to the system so that nobody is sure which versions of software are being used.

· Nobody would know which bugs had been fixed, or what parameters have been altered in different versions.

Use of unauthorised software and hardware

· Systems (hardware and software) in use which are not authorised. 

· This could lead to incompatibility between different parts of the system,

· Potential for breach of copyright legislation.

Problems with emergency changes

· uncontrolled emergency changes could lead to data loss and corruption of files.

Slide S10/7 : Change control procedures

This slide introduces some basic controls which a client could put in place to reduce the risks identified in the preceding slide. 

Procedures for management authorisation

· The systems are management’s and they should exercise control over them. 

· Where changes cost money management usually wants to know about it. 

· Change requests should be allocated a priority rating to indicate the urgency with which the change should be considered and acted upon.

· The task of determining change priority is normally the responsibility of an IT steering committee, change board or system owner.

· The priority of changes is determined by assessing the cost of the change and the impact on the business and its resources.

· The change board or IT steering committee may appoint a change manager.

Thorough testing before amended software is used in the live environment

· Software should be tested to ensure that it does what it is supposed to do.

· Testing reduce the risk that  the change will have a detrimental effect elsewhere.

· Untested software should be kept in way from the live environment. This reduces the risk that live data will be adversely affected by unplanned side effects. 

Management review of the effects of any changes

· Once changes are in place management should indicate whether they are content.

· Satisfaction is normally expressed by signing off a change.

Maintenance of adequate records

· Records provide a  development trail.

· RFCs printed on standard proformas and/or data input screens.

· RFCs should be logged and given a unique chronological reference number.

The preparation of fallback plans

· Just in case anything goes wrong.

Procedures for making emergency changes
· Circumstances where there is not sufficient time for the normal change procedures.

· Emergency change procedures should be established. 

· Covered in more depth later  in this session.

Slide S10/8 : Change categories

The slide and the following chart provide an example of typical change control categories. 

Ask the trainees for examples under each category.

Change categorisation

	
	Description and impact
	Examples of this type of categorisation

	E
	Emergency changes
	Complete system failure

Business critical functions unavailable

	1
	Potential impact on all users of a system 
	Replace a system

Install a new  version of the operating system

	2
	Potential impact on all users of a service or application
	Install a new version of an application

	3
	Potential impact on some users of a service
	Reorganise a database

correct an error 

	4
	Minor changes requiring the rebooting of the system
	configuration changes (adding new system components)

Adjusting the system clock

	5
	Minor changes
	Changing network definitions

Initialising a new hard disk.


Slide S10/9 : Change considerations

This slide identifies factors which the client should bear in mind when deciding whether or not a change should be given approval to proceed. 

· Ideally changes to systems components (both hardware and software) should not be carried out until authorisation has been given.

· Authorisation normally given by the system owner or user representatives, the programming team leader and the change board.

· Any decision on whether a change should go ahead should consider:

The potential impact on the IT systems and services to users (capacity, security, system response times, reliability)
· How will the change affect systems and users.

· Identify effects and assess significance

The effect of not implementing the change (the do nothing approach)

· Often a valid approach and overlooked

The resources required to implement the change (costs, people)

· Resource availability

· May require scheduling of resources to be available when required.

Future resource requirements if the change goes ahead.

· Assess impact on future resource requirements 

· E.g. may need to bid for more staff, money, new hardware.

Slide S10/10 : Change process

This slide provides a graphical representation of a the basic change control process, including the identification of client staff involved at each stages in the process.

· Authorised RFCs are passed to the relevant technical staff (programmers, etc).

· Programmers request a copy of the current source code. 

· Larger IT departments may have a specific change control section to controls movement of code between the live, development and test environments.  

· Access to the code should be restricted to authorised change control personnel.

· Modifications should be made to a copy of the source code.

Ask the trainees why the currently used code should not be used.

Amending the original could cause problems if the changes were found not to work. The client would have no unamended programs to fall back to if things went wrong.

· Once programmers have made amendments they carry out unit testing.

· Amended code is moved, (by the change control personnel) to a test environment. 

· All changes should be tested to the satisfaction of users ( they should be involved).

· Alternatively testing may be carried out by independent personnel.

· The client should retain documentation of the testing carried out and the results.

· The transfer of amended and tested software should be carried out a third party, not by the programmer. 

· It is a golden rule that system development staff (programmers and analysts) should not have access to the programs in the live environment.

· Details of the transfer should be recorded and reviewed by management. 

· There may be a need to update documentation.

Slide S10/11 : Change reviews

This slide considers the aims of carrying out change reviews once amendments have been made to the systems.

After a predefined period the change should be reviewed to determine if :

the change has achieved the planned results

· If not why not ? 

· What lessons can be learnt for the next time

Users are content with the amended product

· The systems are there to assist users in contributing to business objectives.

· If users are not content then the business may suffer or not perform to expectations.

There have been any unforeseen problems or unexpected side effects

· Further changes may be required

· Other parts of the business, and systems may need to be reviewed. 

The resources required to implement and operate the amended system were as planned.

· Affect on future resource requirements.

· May need to change budgets, bids for resources.

Slide S10/12 : Emergency changes

This slide considers the control issues connected with the need to carry out emergency changes to systems. 

· In certain circumstances it will be necessary to carry out emergency changes.

· Changes cannot wait to go through the normal change control procedures and must be implemented with minimum delay. 

· E.g. if the month end payroll run is about to be made and a error causes the application to crash. Employees need to be paid on time, so management cannot wait the usual week it takes to go through the normal change control procedures.

· The client should acknowledge that such circumstances do arise and that they should be addressed by appropriate emergency change control procedures.

· Emergency changes carried out in less time, so less time for programming and testing. 

· Programmers under pressure to get the system operating again in the minimum time. 

· Therefore, emergency changes are usually associated with a higher risk of errors and programming mistakes

· Where emergency change procedures exist the auditor should check that they are reasonable and include some form of control.

· E.g.  emergency approval by a member of staff with the appropriate authority 

· E.g.  audit trail : there the programmer provides a record of all the changes

· E.g.  retrospective approval from change board, system owner 

· E.g.  retrospective testing of the change

· E.g.  documentation update procedures

Slide S10/13 : Version control

This slide considers controls a client may use to ensure that the correct software  versions are being  used in the live environment.

· Version control ensures that the client uses the correct software version. 

· Problems may arise if different parts of an organisation are uses different software versions which process transactions in a different may, or have different pre-programmed standing data.

· E.g. different versions of job costing software may use different overhead rates.

· Once software has been accepted and released into the live environment it should be “locked” or “frozen”, i.e. no further changes should be made to that version. 

· If the software, version X requires changing a copy of code would be worked upon.

· Once the next version of the software is ready for release into the live environment, the “old” copy of the software should be archived.

Version numbers used as identifiers, e.g. Version 1.0,   1.1,  1.1.3,    2.7  etc

· Each generation of software is given a version number.

· Major revisions raises the first digit by one.

· Minor revisions raise the second digit by one.

· E.g. the first release is normally known as version 1.0. If minor amendments are made, the next version would be version 1.1. If a major change was then made to the software the next version would be version 2.0 and so on.

Need for consistency

· Whatever procedures are adopted they should be consistently applied.

Current version in production library

· Accepted versions are placed in the production library and should not be changed.

Archiving of old versions

· Old versions of software should be placed in an archive.

· They can be recalled if ever needed.

· Distributed computing has increased the need for version control. Distributed computing has made version control more difficult to control and manage

Exercise on version control
Distribute copies of the narrative describing the release of an application. 

The trainees are required to complete the matrix by inserting the version numbers in the correct boxes.

After 10 minutes draw the release sequence on the whiteboard.

Sequence of events

	 Date
	Description

	1 January 1997
	Version 1.0 is built and moved to the test environment.  

	1 June 1997
	Version 1.0 is successfully tested and implemented in the live environment. Version 2 is built and moved to the test environment where testing begins.  

	1 August 1997
	A “bug” is identified in Version 1.0 and must be resolved quickly.  The user cannot wait until Version 2.0 is ready for live use. A quick amendment is made to a copy of Version 1.0. and the resulting version 1.1 begins testing. Version 2.0 is modified during testing .

	1 September 1997
	Version 1.1 is successfully tested and implemented in the live environment. Version 1.0 is archived and retained in case reversion is required. Version 2.0 continues testing. 

	10 September 
	A serious software error is found in Version 1.1 and management decides to revert to version 1.0. Version 1.1. is archived.

	1 October  1997
	Version 2.0 passes testing and is implemented in the live environment. Version 1.0. is archived. Version 3.0 is built and begins testing

	1 November 1997
	Version 3.0 passes testing and is moved to the live environment. Version 2.0 is archived.

	1 December 1997
	Version 4.0 begins testing


Answer to version control example

	Date  /  Stage
	Test
	Live
	Archive

	1.1.97
	V1.0
	
	

	1.6.97
	V2.0
	V1.0
	

	1.8.97
	V1.1,  V2.0
	V1.0
	

	1.9.97
	V2.0
	V1.1
	V1.0

	10.9.97
	V2.0
	V1.0
	V1.1

	1.10.97
	V3.0
	V2.0
	V1.1,  V1.0

	1.11.97
	-
	V3.0
	V2.0,  V1.1,  V1.0

	1.12.97
	V4.0
	V3.0
	V2.0,  V1.1,  V1.0


Slide S10/14 : Amendment tools and facilities

This slide identifies controls which a client should consider if the systems have loaded on to them any program amendment tools, facilities and utilities.

Often used for emergency changes, quick fixes to data or programs

· Occasions when the client needs to make changes to programs and data using non -standard utilities or system development tools. 

· The most common scenario they are used  is when programs or operators have corrupted data. 

· It may be uneconomic or too slow to write a program to correct the errors. Users may require changes to be made immediately. 

· To meet this need some computer system manufacturers provide special amendment facilities which allow a programmer to change data, e.g. :


ICL     
:      
Change Data;  Patch Block;  On-line Edit


IBM   
:       
IEBCOPY;  AMASPZAP;  IEHPROGM


DOS   
:       
DEBUG

Their presence increases risk and need to be controlled.

· The scope for error and fraud increases where there facilities exist

· The auditor should  determine whether special amendment facilities are available.

·  If so, identify  what controls there are to restrict the use of these programs. 

Controls
· Restrictions on access to these facilities, e.g. by passwords

· Controls to prevent the copying or re-naming of the facilities

· Use of the facilities should require high level approval.

· All use should be documented and the documentation retained

· Management should review the documentation to ensure that only changes they have authorised have been made.

· Management should monitor the use of these facilities to detect misuse, e.g. by reviewing relevant operating system logs.

Slide S10/14 :  Automated change control tools

This slide introduces the use of automated tools which a client may use to control software changes.  

Some clients may make use of automated software control applications to manage and control  programs changes.

These applications can assist the client in a number of ways. They can : 

· Carry out program maintenance functions by automatically  assigning version numbers to different versions of software.

· Provide access controls through security features.

· E.g. password access.

· They can enforce segregation of duties between programmers and operations.

· Provide a backup  facility to automatically back-up software

· Provide an audit trail of changes made to software.

· E.g. CA-PANVALET and CA-Librarian.

Case study

The trainees are required to read the case study on the Government Office Supplies Trading Fund and extract details relevant to change management controls.

The trainees are required to note the weaknesses identified, the risk arising from the weakness and recommendations to reduce the level of risk. 

The trainees should be given approximately 20 minutes to prepare their answers. One or more groups will then be required to present their findings to the other trainees.

Session 11 : Third party service providers

Slide S11/1 : Session title

This session considers the control issues which arise when either client uses third party IT services or when the client is a service provider.

Method

Lecture and slideshow

Discussion 

Case study

Timing

60 minutes

Equipment required

Overhead projector for viewfoils

Audio-visual unit for Powerpoint slideshow

Whiteboard or blackboard

Flipchart

Handouts

Session 11 student notes

Case study on third party service suppliers

Slide S11/2 : Session objectives 

The aims of this session are to cover:

· The use of third party service providers and the impact on the work of the external financial auditor;

· The controls that the auditor could expect to see in place then a client receives IT services from third party suppliers.

Slide S11/3 : Third party terms and jargon 

This slide provides revision of the two types of third party service  providers. The  trainees should have briefly covered both facilities management and outsourcing in the IT awareness module

· The term ‘third party service suppliers’ is used whenever an IT service or IT related service is provided by an organisation which is independent of the client. 

Confirm with the trainees that they understand what is meant by these terms.

As a reminder :  

Facilities management
· When a third party takes over the day to day running of a client’s IT systems. 

· The applications and the equipment remain the property  of the client. 

· Third party simply provides staff to run and maintain the hardware and software. 

Outsourcing 

· When a client contracts with a third party for the provision of complete IT services.

· The third party owns the hardware

· Contractor provides staff and accommodation. 

Market testing
· This term encompasses both facilities management and outsourcing. 

· Used to describe the process by which internal services such as IT are subject to open competition. 

· Name may vary from country to country, e.g. in Australia they call it CTC (competitive tendering and contracting).

· Frequently associated with terms such as “right sizing” and “downsizing”.

· These terms refer to  the process by which IT functions are reduced in size (staff numbers, equipment) and cost.

· All or just a part of an IT department may be subject to market testing. 

· Some organisations market test IT maintenance (hardware and software).

· Others may outsource all development work.

· Some may decide to just outsource computer operations.

· Decision are likely to take account of recommendations from other third party suppliers, i.e. consultants.

Slide S11/4 and Slide S11/5 : Why use third party services? What are the benefits 

These slides consider the various reasons why organisations are making increasing use of third party service suppliers. The slides examine the benefits achieved by a client.

· The use of third party services is not a new development. Computer bureaux have been around for many years. However, the proportion of services supplied by third parties continues to increase.

Cost 
· External suppliers can often provide services cheaper than in-house sources.

· Large IT service suppliers benefit from economies of scale, hence are often cheaper.

Cashflow constraints
· Important where equipment needs replacing and capital costs are high.

· Outsourcing the IT function will result in a smaller initial outlay

· E.g. instead of paying $1million for a new mainframe outsourcing may cost $250k per annum for the next 5 years.

Staffing 

· Clients may not wish to undertake staff recruitment, training and retention.

Scheduling 

· Dealing with peaks an troughs in the workload. 

· Suppliers can divert resources from other operations to cope with peak workloads.

Specialists
· Clients may only requires the services of a specialist for a short period of time.

· If the IT services were provided in-house, keeping such a specialist on the payroll would be very expensive. 

Slide S11/5 :  Benefits

This slide continues to examine the benefits of using third parties to supply IT services.

Experience and expertise
· IT service suppliers are likely to have wide experience of many different industrial sectors and many organisations. 

· They may be able to provide suggestions and improvements in the IT services which would not have been thought about if the service had remained in-house.

Accountability: 

· The third party assumes responsibility for delivering the service to agreed standards at the agreed price. 

· The supplier is responsible for resolving problems. 

· This makes it easier to assign responsibility and accountability for  IT services.

Faster implementation of new systems : 

· New systems are more likely to be developed and implemented on time.

· The service providers are likely to have more experienced systems development personnel, and  greater resources to tackle problems when they arise.

Slide S11/6  : Outsourcing FM’ing around the world

This slide considers the use of third party service suppliers in different countries around the world. 

· In certain countries, it is compulsory to market test defines public sector IT services.

· E.g.  in the UK, central Government requires local government to market test IT services.

· If s third party provider can provide a cheaper, and or better service they are awarded the contract.

What is the position in your country?
The lecturer should ascertain from the trainees what the trainees  National positions are regarding outsourcing, facilities management and market testing. 

Ask the trainees if they are aware of the position in their own countries. Discuss any recent developments

Has IT been targeted more then other services?
Ask the trainees in they are aware of any large outsourced contracts within their own countries.

In the UK, IT is a prime target for market testing.

Examples

· EDS has the contract for the UK’s inland revenue

· The operation of the UK’s stock exchange IT systems have been outsourced to Anderson Consulting.

· EDS has contract for the provision of IT services to social security and welfare departments in the USA.

Slide S11/7  : Different client / different approach

This slide identifies the two main categories of client involved in the provision of external IT services and the different audit approaches required for each.

· Purchasing IT services from a third party service provider is not without its risks.

· The financial auditor is concerned the risks may need to be examined from two angles.

· The areas the auditor should examine are different in each case.

Clients who use third party IT services
· Where the client has decided to purchase IT services from a third party 

· The auditor would most likely review the contract and ascertain how management administers the contract.

Clients who are themselves third party service providers
· Where the client is a service provider the IT auditor will need to clearly establish the aims of the review. 

· If the auditor is merely providing an opinion on the client’s financial statements then the auditor would not need to look at the systems which provide the services to other business. 

· Instead the auditor would concentrate on the service suppliers own accounting systems.

· However, if the auditor was tasked with providing a review of the services provided by the supplier, e.g.  to provide an independent assessment for the service supplier’s clients, then a complete review of all the  systems would be required.

· The auditor review the service supplier’s logical, physical access controls, change management controls etc.

The rest of this session concentrates on clients who purchase third party IT services and what the key issues are when this occurs.

Slide S11/8 : External audit access rights

This slide examines the external auditor’s need to have access to the third party suppliers systems and accounting records.

Understand the systems of internal control
· The external auditor may need access to the service provider’s systems.

· Required to verify accurate processing of  the client’s financial information.

· Required to identify significant factors which would affect the auditor assessment of fraud or material errors.

· If  IT services were provided in-house, this assessment would normally be based on a review of the client’s  systems of internal control. 

· Irrespective of whether the transaction recording is carried out in house or by external providers, the auditor would need to gain an understanding of the systems of internal control and the transactions flows. 

Impractical for many auditors to audit a service supplier
· Third party service providers usually provide IT services to many organisations. 

· Impractical for the external auditors of each organisation to descend upon the service supplier and review their systems.

· Solved by the service provider’s own external auditors providing their clients’ auditors with certificates.

· The certificates would include an opinion, based on their independent assessment of the service provider’s systems of internal control. 

Direct access may be required
· If the external auditor decides that direct access to the third party suppliers is essential to the audit, the auditor should ensure that the client inserts an appropriate audit access clause into the contract before it is agreed and signed.

Note 

If the external auditor also has a responsibility for reviewing economy, efficiency and effectiveness (performance audit), the contract with the service supplier should include clauses which allow for external audit access rights. Access to performance audit purposes is also covered in the INTOSAI IT audit training  module “performance audit”.

The SAI should only examine records which relate to the client being audited and not on the supplier’s own financial affairs.

Slide S11/9 :  Issues to consider

This slide highlights some issues which a client should give some consideration to when deciding whether or not to make use of third party service providers.

Processing errors
· To ensure that processing is accurate and complete the client should have procedures for reconciling data sent to the service supplier with data received back.

· Read only on-line access to the service providers systems allows the client, and the auditor, to trace transactions through the service provider’s systems.

· If the supplier found errors, there is a risk that they would not report the problem to the client, i.e. they may try to cover things up and carry out their own fixes before the client notices (the conflict of interest scenario).

System security (assurances as to system integrity, availability and confidentiality)

· Both the client and the external auditor would be concerned that the service supplier maintains an appropriate level of security over the client’s data. 

· Risk that the security standards and procedures within the service provider are below the level adopted by the client. 

· The client should include security clauses within the contract to ensure that the security of the client’s data is maintained to a specified standard.

Dependence on the service provider

· There is a risk that the client may become dependant upon one supplier for many years to come, perhaps even beyond the period of the contract.

· Loss of in-house IT expertise.

· Frequently staff are made redundant or are transferred to the service supplier. 

· Difficult to bring back in-house. Once outsourced IT is likely to stay outsourced. 

· Expertise in dealing with the client’s systems will be gained by the supplier. 

· Difficult to move away from that supplier once the contract ends. 

· The learning curve for a replacement supplier may be steep.

· Contract should include clauses which allow for a hand-over period after contracts are re-let. This would ease the transition from one supplier to another. 

· Client should consider what would happen if the service supplier went bankrupt or was forced to terminate business, e.g. due to legal problem.

· If supplier can’t provide services, the client may not be able to produce accounts.

Slide S11/10 : Cause for concern (II)?

This slide continues from the previous slide by examining additional issues which could affect the client’s business and the work of the auditor.

Loss of  flexibility
· As part of the tendering and contract award process, the client agrees with the supplier, what services are to be provided. 

· Once the contract is signed, there may be no provision for the client to request changes to be made. 

· The supplier could take the stance “if it is not in the contract we are not doing it.”

· This problem may be particularly applicable in the public sector where business needs change whenever there is a change in Government or government policy.

· The client may need to ask “ what can we do if the supplier is unwilling to change?”

· The auditor should be wary if the client switches its IT service supplier mid-way through a financial accounting period. The auditor would have two systems to review and output of two systems to audit.

· The client should include change clauses within the contract.

Cost of change
· The IT service provider may have no contractual obligation to change a system to meet new business requirements. 

· The only way of encouraging the supplier to comply  may be to agree an additional fee. Such fees are usually large.

· The external financial auditor may not be too concerned if the client has to pay more as long as the cost is reflected in the accounts.

· However, if the external auditor also has a duty to report on performance issues he/she may feel the need to report on the contract and any additional payments made by the client.

· The client should take precautions to reduce the chance of being forced to pay large amounts for any changes.

· These could include clauses in the contract which would specify agreed rates for any changes in the systems, service targets or variations for changes in the volume of transaction processing.

Slide S11/11 :  Cause for concern (III)

This slide looks at problems associated with the client’s a loss of in-house expertise and the possible impacts of staff resistance on the client and the auditor.

Loss of in-house expertise
· Where services are supplied by third parties the client no longer needs to employ IT specialists.

· This results in drop in the technical expertise of the remaining client IT staff. 

· This in turn reduces the ability of the client to deal with unforeseen technical problems. 

· The client would also be at a disadvantage when discussing technical matters with the service supplier.

· Rebuilding an in-house team to take over the provision of IT services would be difficult to achieve.

· The client is likely to rely on the supplier or use costly consultants.

Staff resistance
· Risk that staff will loose their jobs.

· The process could lead to changes in working hours, job conditions or rates of pay.

· IT employees may feel that they are doing a good job and that they are being unfairly treated. 

· These changes can lead to staff resentment, loss of morale and a drop in productivity and performance. 

· The external auditor would be concerned that staff resentment does not lead to unauthorised activities or behaviour, e.g. fraud and sabotage.

Slide S11/12 and Slide S11/13 : Contracts and contract clauses

Slide S11/12 introduces the use of contracts in the provision of IT services. Slide S11.13 asks the trainees to consider what types of clause they would expect to find in an outsourcing or facilities management contract.

· It is important that the client draws up a formal contract with any supplier.

· The contract should be reviewed by a lawyer experienced in these types of contract to ensure that both parties are protected against unreasonable clauses.

Ask the trainees to discuss amongst themselves what they believe should be included in an outsourcing contract. Give the groups 10 minutes to come up with their answers. 

Write these on the whiteboard and discuss each in turn.

Duration of the contract
· How long it lasts for, including the start and end dates. 

· The duration of the contract should not be excessive.

· The client should not tie themselves into a very long term contract, especially where the client operates in a changing environment. 

· Changing a contract mid-term can be difficult if not expensive.

· The contract may also include an extension clause, e.g. if both parties agree the contract may be extended for another 1-2 years. 

· These clauses can help to reduce costs as the client will not have to go through the re-tendering process as often.

Termination rights
· The contract should include each parties’ termination rights.

· Sub-clauses could include what will happen to the data, equipment, software, and what if any penalty clauses will be applicable.

· Periods of notice should also be stated.

· Termination clauses should be reasonable.

· Risk that the service supplier could terminate the contract prematurely and leave the client without the ability to process.

· This would have a knock-on impact on the client’s ability to prepare year end accounts.

Audit access
· If not specified there will be no automatic right of audit access. 

· Determine what access rights are required and ensure that these rights are included within the contract.

· Access rights may also include granting access to the client’s internal auditors. 

· The external auditor may be able to place reliance on the internal auditor’s work.

Limitation of liability
· Explains the liability of both parties in the event of one party experiencing a loss due to the action of the other.

· The clause may specify any limits on consequential losses

· E.g. a limit of £1 Million could be set on consequential damages (to cover lost business, fines or penalties) which the client incurred because the service provider failed to provide the contractual services.

Indemnities
· Indemnity clauses are designed to protect one party from third party claims.

· Normal  practice for the service supplier to indemnify the client against claims.

· E.g. the service supplier indemnifying, or covering the client for claims where a third party claims breach of copyright or intellectual property rights. 

· Indemnity clauses may protect the client against claims of negligence or injury to the service suppliers employees whilst processing the client’s transactions

· E.g. if a supplier’s  fingers are damaged whilst printing the client’s invoices.

Intellectual property rights
· This clause also relates to copyright. 

· Clauses which specify who has the rights to software developed  or maintained by the service supplier on the client’s behalf. 

· The ownership of intellectual property is important, especially when the contract terminates and the client chooses a new service supplier.

Ownership of data
· Similar to intellectual property rights except that it relates to the data processed on the client’s behalf. 

· The contract should make it clear that the ownership of the data remains with the client and not the service provider.

Handover arrangements
· Contract should specify what the arrangements are when the contract comes to an end and a new service supplier takes over processing. 

· Specify a handover period.

· The old supplier should be contracted to provide assistance during the handover period to ensure that uninterrupted processing continues.

Security standards
· Contract may require the service supplier to adhere to specified security standards.

· E.g. the UK’s British Standard for Information Security (BS7799).

· Where the client adheres to pre-defined standards, it is more likely that the IT auditor  will be able to place some reliance on the IT controls.

· Review the supplier’s standards to determine if that there are appropriate controls to ensure data integrity, availability and confidentiality.

· Identify mechanisms which ensure the security standards are being adhered to. 

· Assurance from the service supplier’s own independent auditor, the client’s internal auditors; or directly from the external auditor’s own reviews.

· Consider what security arrangements there are for protecting data in transit.

· E.g. if the client prepares a payments file and sends it to the service supplier on a floppy disk, there should be controls to ensure the disk cannot be tampered with.

· The provider should ensure that the data is adequately backed up.

Service levels
· The contract should include a schedule describing the service levels and standards.

· Schedule should cover the service the supplier has agreed to provide

· Delivery targets should be set in terms of :

· quantity :e.g. how many transactions will be processed, reports etc the services provider will produce

· quality : e.g. processing time, availability of services, standard of output, assistance to be provided, response time.

Contract monitoring
· Monitoring to ensure that the agreed services are being satisfactorily delivered.

· Regular meetings between representative of the service provider and client management to discuss the services being delivered

Charges, costs and invoicing
· Schedules detailing the cost of the contract

· Schedule of charges for any additional services.

· Long term contracts may also include a provision for increasing prices e.g. inflation. 

· The frequency of invoicing, e.g. annual, quarterly or monthly invoicing. 

· Specification of payment terms, e.g. payment within 30 days from receipt of invoice. 

Change control
· The longer a contract is the more likely that the systems will have to be changed during the life of the contract. 

· The contract should include principles by which either party can propose changes. 

· Where changes are permitted, the contract should allow for  changes to be tested.

Case study
Distribute copies of the questionnaire on the use of third party service providers.

The trainees should review the case study narrative on GOSTF and attempt to complete the questionnaire. 

The trainees should summarise their findings.

The trainees should be given 20 minutes to complete their review and document their findings.

Ask the trainees for their answers. Discuss the findings with the trainees.

Session 12 : End user computing

Slide S12/1  :  Session title

This session describes the concept of end user computing and evaluates its effect on the risks to the client and auditor. The session then moves on to identify controls which would reduce identified risks. 

Method

Lecture and slideshow

Discussion 

Case study

Timing

90 minutes

Equipment required

Overhead projector for viewfoils

Audio-visual unit for Powerpoint slideshow

Whiteboard or blackboard

Flipchart

Handouts

Session 12 student notes

Case study on end user computing

Slide S12/2 : Session objectives

The aims of this session are to :

· Define what end user computing is, why it has increased and the impact it may have on the work of the external financial auditor;

· Identify controls which an auditor could reasonably expect to see in place in an end user computing environment.

Slide S12/3 : What is “end user computing”?

This slide introduces the concept of end user computer and provides a definition of what it involves.

· The term end user computing is an imprecise term.

· It refers to the situation where users have “intelligent” computers on their desktops (i.e. computers with their own CPU processing capabilities), together with applications which allow them to develop their own processing, and reporting systems.

· End user computing has given users greater control over the processing and presentation of their data.

· Conversely, end user computing has reduced the control exercised by central IT departments.

Ask the trainees if they believe that they are users of end user computer. Illustrate that if they have PCs with spreadsheets, then they could be categorised as end users.

Slide S12/4 : Examples of end user computing

This slide describes the four commonly encountered incarnations  of end user computing. 

Four commonly encountered examples of end user computing are:

Personal computing;

· The use of personal computers accounts for the biggest rise in end user computing. 

· In 1995 there were estimated to be 120 million IBM PC compatible computers world-wide.

· Now considered normal for all users to have a personal computer on their desks. 

· Personal computers are mainly used for office automation (word-processors and spreadsheets), database interrogation, E-mail and group working. They are also used to access the central systems, e.g. the finance system. 

The use of report writers and extraction software
· E.g. SQL. Where the auditee defines the data extraction formula and tract the data themselves.

The use of executive information systems
· Primarily by senior management

The use of system development and applications generation tools

· E.g. CASE tools and fourth generation languages on home and office desktop computers.

The auditor may encounter instances where end user computing combines several of the examples listed on the slide. For example, a user may access an executive information system via a PC terminal.

Slide S12/5 : History

The following two slide trace the history of EUC, from its beginning through to the present day. 

In the past users had to rely on the central IT department with their large mainframes.
· In the 1960’s and 70’s, processing almost exclusively carried out on large, central mainframes computers.

· Data submitted for mainframe processing in a manual form, e.g. invoices.

· Data entry operators within the IT department would key-in the data.

Users were then given direct access via dumb terminals.

· Users were given on-line access to the mainframe via dumb terminals.

· Allowed them to enter their own transactions directly into the system. 

· Continued reliance on the mainframe to carry out all processing/ report production.

Users dissatisfied with having to rely on the IT department.

· This situation was not ideal for users as they still had to rely on the IT department. 

· Performance deteriorated as more users submitted more jobs for processing.

· This in turn led to a build up and back-log of IT processing.

Introduction of microcomputers resulted  in the birth of end user computing.

· The distinction between mainframes, minicomputers and microcomputers is blurring as smaller computers become increasingly powerful to the extent that the processing power of a microcomputer is not far off the processing power of a mini-computer.

· Development of PCs provided users with computing power at their fingertips.

· Early desktops purchased by end users and run by end users. 

· Users could choose what they wanted to meet their perceived business needs.

Increased hardware performance and 
software has resulted a large increase in EUC

· Increased PC performance allowed software developers to produce applications which give users greater freedom to carry out their  own local processing. 

· Software suppliers began to produce report writers with their packaged software which allowed users the ability to specify the parameters of their own reports and receive an output with minimum delay. 

· Relational databases were starting to appear and with them came data extraction tools such as SQL.

Slide S12/6 : History of end user computing

This slide continues to review the history of EUC by looking a developments since the introduction of word processors and spreadsheets. 

First desktop computers of little use until the invention of the automated spreadsheet and word processor
· Most users could gain little benefit from desktop processing as there were few applications which a user could use for constructive business purposes.

· The introduction of the first generation word-processors (WordStar) and spreadsheets (Visicalc) allowed users to re-key data from the mainframe into a format that they found more useful.

· Early PCs used in isolation, i.e. not connected to other computers.

Desktops then connected to the mainframes
· It was not long before users began to question the time spent re-keying data. 

· Soon afterwards their “intelligent” desktop computers were connected to the mainframes using local area networks and terminal emulation software. 

· Allowed users to directly download data from the mainframe into their PCs.

Increased use of networks
· The next development saw the spread of local and then wide area networks.

· Users given the ability to send data and applications to one another. 

· Networking provided access to network resources e.g. tape drives, plotters, printers and data storage devices (tapes and hard disks).

Recent developments include client server
· Recent developments in end user computing environments include “client server” 

· The PC and central computer (be it a mainframe, a mini or a PC fileserver) split the processing of data between them, i.e. the CPUs on both machines process the data.

Slide S12/7 : Risks

This slide introduces some of the risks, to the client’s business and the auditor, associated with then use of end user computing. The following slides consider specific risks is greater detail.

Controls have been lacking from the beginning
· From the beginning, developments in  end user computing environments has been uncontrolled.

· The majority of  end user computing problems and risks have arisen from the historical absence of controls.

· Users see their desktop computer as their territories over which they exercise their own controls and do what they like.

What do users know about the need for standards, policies, good practice etc ?
· Users do not adopt the same standards or good practices that their colleagues in the IT department use.

· The experts get it wrong so what chance do the amateurs have?

Lack of controls has led to a waste of resources
· This uncontrolled environment can, and has led to a waste of time, effort and money for the client. 

· EUC is expensive. A greater cost per user than central/ mainframe computing.

Auditors are especially concerned where clients process transactions in an end user computing environment.
· Users may write their own transaction processing applications

· Many clients use EUC, in particular spreadsheets, to prepare final accounts. 

Slide S12/8 :  Systems development risks

This slide considers the risks associated with the development of financial systems in an  end user computing environment.

Unreliable systems
· Unreliable systems which do not process data in the way intended.

· E.g. the programming logic has not been thought through or coded correctly.

Inadequate basic financial controls 

· Systems which lack basic data integrity, input, processing or output controls. 

· E.g. financial accounting systems which accept single sided double entries, resulting in unbalanced trial balances.

· No controls to ensure that all account codes feed into the trial balance.

Untested, unpredictable systems
· Systems which are untested and unpredictable.

· E.g. if the system has not been tested to ensure that it can deal with incorrect data input it may crash or hang when such data is entered by a user

Undocumented systems
· Systems which are not documented. 

· This makes it difficult to maintain the system in the longer term.

· E.g. applications developed by former employees which have not been  documented and nobody understands exactly how it works.

Unplanned, poorly thought out changes
· EUC systems are often subjected to uncontrolled change.

· End users have a habit of diving in when they find a problem in their applications. 

· They rarely follow the same change control procedures as used in IT departments.

· This leads to changes which are poorly thought out and programmed. 

· These changes may have a detrimental impact on other parts of the system.

· E.g. changing a formula in a table, may have unplanned knock on effects.

Incompatibility
· Incompatibility,  fragmentation and out of date information.

· Systems purchased by end users may be incompatible with the corporate systems. 

· This makes on-line sharing of data difficult to achieve. 

Slide S12/9  : Duplication of effort

This slide examines the duplication of effort which often takes place in an end user environment, where many users all attempt to solve the same problem.

Lack of communication
· End users tend not to consult with the rest of the organisation 

· They rarely co-ordinate their efforts.

Two or more end users attempt to solve the same problem
· This leads to duplication of effort as two different parts of an organisation attempt to develop an end user application to solve the same problem.

What happens when the duplication is uncovered?

· Problems arise when the duplication is discovered and nobody wants to shelve their project. 

Duplication of the development process AND duplication of maintenance effort
· All  may be developed, increasing the maintenance effort.

· As the systems were developed by different users it is possible that they produce different answers to the same problem.

Slide S12/10 : Data inconsistencies

This slide examines the data inconsistency problems which occur in an end user computing environment.

Where users don’t use a central database there is a  risk that users will use incorrect, outdated data in their calculations
· Data may also be inconsistent from one user department to another.

· With the traditional management and reporting hierarchy, updated information has to go up one branch of the management hierarchy before being disseminated back down another.

· Updating and synchronising databases can be difficult and costly

· Data inconsistencies are likely to be greater where the client uses a distributed system.

E.g. changes in pay rates, overhead rates, the unit cost of supplies etc.
· Data inconsistencies can cause the auditor problems if different parts of an organisation use different standing or masterfile data in their calculations.

· E.g. pay rates for sub-contract staff, or unit costs for sales invoices or overhead apportionment rates for the calculation of full costs.

Slide S12/11 :  Use of resources

This slide investigates the reasons why end user computing has increase the cost of  providing computer facilities. 

End user computing has increased costs
· Experience has shown that end user computing has increased the cost of most organisations’ IT services.

· Unit costs are significantly higher and continue to increase as users want more powerful systems at their disposal.

· Mainframe and minicomputer suppliers have reduced the cost of their hardware in an attempt to compete with some of the higher specification PC fileservers.

Additional hardware and software costs
· Each user requires a PC, mouse, operating system, application etc.

· Many copies of software require licensing, with a  charge per licence.

· Even where users have desktops PCs they may also want laptops for when they are away from the office.

Significant hidden costs
· The increased costs are not just from putting personal computers on users desks. 

· E.g. increased training requirements, greater demands on help-desks. 

· There are also additional hidden costs such as users spending more time trying to solve their own and their colleagues IT problems.

Less efficient use of resources
· End user systems have a tendency to be less efficient in their use of resources

· Includes CPU time, networking and printing resources.

· Increasing requirements for interactive and  graphical interfaces which require more processing power, hard disk space etc.

· E.g.  report writers require significant processing power, which can slow down the rest of a system.

· In some organisation users are not allowed to run their reports during normal working hours. Instead the reports have to be run overnight.

Slide S12/12 : Other risks and problems

This slide considers other risks and problems associated with EUC environments. 

Erasure of central information
· Users download data from central systems for end users processing.

· Problems can arise where the flow of data is two way

· I.e. data is uploaded back into the central system, overwriting the original files. 

· Increased risk of information needed for the audit being overwritten.

· The audit trail may be obscured or lost when users overwrite the original data files.

Compliance with laws and regulations
· End users are less likely to be aware of legislation associated with the use of computers, the storage of personal information, privacy, or copyright. 

· Temptation to copy and use illegal software.

· The attitude “nobody will know if I use this software” is reasonably common.

· An organisation or even individual employees are unlikely to escape prosecution by using the excuse that “I didn’t know what the law required, nobody told me.”

Loss of data 

· IT departments usually recognise the importance or regularly backing up data. 

· Unfortunately, the same is not true in end user computing environments.

Ask the trainees  : (1) if they use a personal computer ( 2) whether they back up the data; (3) how frequently are back-ups produced. Their answers should demonstrate that users rarely make back-ups. Where possible they still rely on the IT department to do back-ups for them, e.g. by saving their files to a fileserver which is backed up

· The increase in computer theft increases the risk of lost data.

Logical and physical security of data and equipment
· Most PCs  use DOS, Windows 3.x, Windows 95, OS/2 or Macintosh OS.

· They are single user operating systems and have few of logical access controls..

· It is reasonably easy to bypass any of the security controls. Anyone with a reasonable knowledge of the OS can access any data file or application. 

· Physical access to desk-top computers is normally less controlled,  on desks. 

· Physical access to a PC can be used to bypass logical access controls.

· Data may be stored on floppy disks which can easily be copied, edited or deleted.

Slide S12/13 : Establishing controls in an end user computing environment

This slide reviews measures which contribute to establishing a controls foundation within an end user computing environment.

Poor controls environment
· Where organisation make extensive use of end user computing, the auditor is likely to find that the general control environment will be weak.  Probably due to : 

· insufficient staff to segregate duties,

· lack of training for computer users,

· inadequate resources 

· or a lack of management commitment to establish standards

Higher risks
· This inherent lack of general controls may increase the risk of errors and fraud. 

Effect on audit
· Less likely that a controls reliant approach will be adopted

· Auditor is required to assess the possibility of relying on the computer controls

· Look for the existence of management and administrative controls, rather than detailed technical controls within the computers and applications.

Top down approach to controls
· Detailed EUC controls should be based on high level policies and standards

· The client should ensure that all the relevant staff are aware of the policies, standards and working practices.

· E.g. via a comprehensive education program for system users.

· Information can be passed through a combination of newsletters, bulletin boards and formal training.

Slide S12/14: Identify Controls
Slide S12/14 and the following two slides identify controls which reduce the risks of data loss, corruption, alteration within an end user computing environment. The controls are aimed at addressing the risks identified in previous slides.

System development controls

Appropriate to the scale and importance of the application being developed.
· Establish development policies & standards for end user developed applications.

· Degree of formality may be dependant upon the criticality of the application.

· E.g. the development of key applications should be formalised and controlled. 

· Development standards ensure that the development of  and changes to, important applications are subject to approval,  testing and all is documented.

· Incompatibility risks can be reduced via hardware /software acquisition policies.

· Policies may also encompass asset purchasing, and recording asset locations.

Duplication of effort
Communication of intentions and progress to other employees

· Users should have a mechanism by which they can communicate their efforts to others in an organisation. 

· E.g. arranging regular meetings between middle and lower level management. 

· Local developments in IT systems could be one discussion items on the agenda.

Data inconsistencies
Use of databases and procedural controls

· Clients should have systems to ensure that users have access to up-to-date data . 

· E.g. holding the data on a central database. 

· Applications should use data from central database instead of  local data  files. 

· Procedural controls help to ensure that the most up to date information is used. 

· E.g. check lists could be prepared to prompt users into using the latest information.

· Access permissions to the central database should be established so that only authorised users can amend the central data.

Legislation
· The client should establish policies to ensure that end users  are aware of, and comply with relevant legislation.

Slide S12/15 : End user computing controls

This slide continues with controls which a client may implement to reduce identified risks within an end user computing environment.

Data loss
· The client should establish controls to ensure that the organisation would not be adversely affected by a disaster affecting important EUC machines.

· Requiring users to back up their applications, data and documentation on a regular basis and storing the back-ups in a secure location (off-site if required). 

· The frequency of backups should be dependant upon how important the data is, the timeliness of the data and how many transactions are processed in a given period.

· Storing data on a fileserver instead of on local hard or floppy disks.

Access controls
· Users should be encouraged to adopt at least basic logical access security precautions on their standalone personal computer, e.g. setting the BIOS password.

· If possible data should be stored on network fileserver. 

· The network operating system should provide better protection.

· Where a  client uses portable computers there should be policies which require them to be placed in a secure environment overnight, e.g. in a locked drawer or cupboard. 

· Even SAI’s with 24 hour security have experienced lost or stolen laptop computers.

· Where risks are high consideration should be given to security software on PCs. 

· They may have more robust logical access controls and may encrypt sensitive data.

End user support
· EUC is on the increase and is likely to become more significant in the future.

· The client should have established a  framework to provide users with support.

· End user support is normally provided via a help-desk function. 

· The help-desk acts as the interface between the IT professionals in the IT department and the end users.

· User request for help should be passed on to the IT specialist with the appropriate skill and knowledge. 

· The role and operation of help-desks is covered in the session on IT operations.

Session 13 : Introduction to application controls

Session title : Slide S13/1

This session provides an introduction to application controls by revising the relationship with general IT controls, and describing the various types of application control and their contribution to the overall financial control framework.

Method

Overhead projector for acetates, projector for slideshow 

Lecture and discussion

Timing

30 minutes

Equipment required

Audio-visual unit for slideshow

Whiteboard or blackboard

Flipchart

Handouts

Session 13 student notes

Slide S13/2 : Session objectives

The objectives of this session are to :

· Revise the relationship between general and application controls;

· Explain the importance of application controls; 

· Identify the roles and responsibilities of application users; and 

· Examine how the external financial auditor can place reliance on a client’s application controls.

Slide S13/3 : General and application controls

This slide provides short descriptions of general IT controls and application controls.

General controls ensure the integrity of the systems as a whole, including an application run on the systems and the data files they produce.

· So far in this module we have concentrated on the general control environment and what happens within a client’s management structure and the IT department to safeguard the applications and the datafiles which they produce.

· Computerised financial controls extend beyond the general IT environment. We also need to look at the controls within individual applications.

Application controls ensure the accuracy, integrity, and completeness of  the transactions.

· In the past, when an auditor was confronted with a manual system, the auditor would look for the presence of manual controls which ensure that individual transactions are initiated, authorised, accurately processed and manually recorded in the accounting ledgers. 

· The same is true when the client uses computerised applications.

· I.e. the auditor should look for controls within a application which ensure that transactions are properly initiated, authorised, processed and recorded.

Slide S13/4 : Application controls

This slide provides some background information on application controls.

The control objectives remain the same
· When a client installs a computerised accounting system the underlying control objectives and concepts remain the same. 

· All the computer does is modify the nature of risks

Application controls can automate control procedures previously carried out by finance personnel.

· Computerised financial systems can also incorporate automated controls which don’t require human intervention.

· E.g. in a manual system a finance clerk would have to manually check the account code on a journal existed. 

· In a computerised application the system would automatically check that the account code keyed in by the user referred to a valid account code.

· Error messages would be produced if the account code was invalid and the transaction could not be processed until a valid account code was entered.

Trend is towards more automated systems.

· The trend is towards more automated financial systems where transactions are entered into the system at an early stage.

· Previously, transactions were initiated on paper, authorised on paper and they would only get recorded on the computer system at a late stage, e.g. just before a payment.

· In today’s systems, transactions can be generated automatically, or they may be entered onto in the system  directly by a user, without using manual forms.

· Automated transactions require automated real-time controls.

Application controls = manual + automated
· Application controls are not only controls which are built into an application.

· Application controls can also refer to the manual controls which operate in proximity to an application

· E.g. a clerk requires a data input form to be signed before it (s)he keys it in.

Slide S13/5 : Types of application control

This slide introduces the various types of application control. Subsequent slides shown later in this session will consider theses controls in detail

Application controls can be categorised as follows:

File integrity controls

Application security controls

Data input controls

Processing controls

Output controls

Masterfile and standing data controls.

In some situations the auditor may need to consider network and communications controls. 

The auditor may need to identify any controls which exist to ensure that data transferral is complete and accurate.

We will consider detailed controls for each of the above in later sessions.
Slide S13/6 : Application Users

This slide introduces the three commonly encountered categories of application user, i.e. the owner, the administrator and the normal user. The roles and responsibilities of each category are explained in the next few slides.

Three categories of user can normally be identified when reviewing a client’s applications. 

Theses are : 

Owner

Administrator

Normal users
The categorisation is based on their roles and responsibilities.

Slide S13/7 : Application owner

This slide examines application owners, and considers who they are and what their roles and responsibilities are.

A senior user
· Application owners are normally a senior user.

· They are frequently drawn from the highest level of management personnel who use the system on a regular basis.

· E.g., the owner of a financial accounting application is normally the head of finance. 

· E.g. the owner of a stock and stores system would be the warehouse manager.

· E.g. the owner of a personnel system would be the personnel manager.

Ultimate responsibility for an application
· The owner has overall responsibility for the strategic contribution the system makes to business objectives.

· E.g. the owner of the accounting system, the finance director, would be responsible for ensuring that the organisation’s transactions were  being recorded completely and accurately and that the system was producing the required outputs, e.g. management reports on sales, spend vs. budget etc. 

· The concept of an application owner is not always apparent to the client.

· Auditor may need to ask questions such has “who has overall responsibility to the senior management for ensuring that that accounting system operates as intended?”

Not  involved in the detailed running of the application
· The application owner is normally a busy member of staff 

· (S)he is unlikely to have time to administer the system on a day to day basis.

Delegates day to day duties
· Often the day to day administration of the system is delegated to an application or systems administrator.

Slide S13/8 : Application administrator

In the previous slide we revealed that application owners delegate day to day duties to administrators. This slide reviews the activities which administrators may perform. 

This person would be responsible, and report to, the system owner
Tasks include
Ensuring logical access controls work as intended and are up to date

· Maintaining a list of authorised application users.

· Adding and removing users from the application’s security profiles.

Checking that the application is backed up

· Ensuring that the IT department has backed up the data according to policies.

Resolving user queries

· Resolving queries from application users.

Identification, monitoring and reporting of problems

· To the owner and IT department.

Application documentation storage and distribution

· Holding and distributing application documentation.

Liaison : with IT department, other system users and the software supplier

· Liaising with the IT department on system performance

· E.g.  storage requirements, response times. 

· Administrators liaise with other application administrators and software suppliers.

Part of the IT function or part of finance?
· Finance system administrators may or may not be part of the finance department. 

· If part of the finance department, then there is a risk that (s)he will be more aware of user problems, he/she will know what access rights users should require to carry out their jobs, and he/she would be more up to date on starters and leavers. 

· However, there is a risk that (s)he would know too much about the working practices, staff personalities and manual controls which operate around the system.

· Others believe the administrator should not be part of the area to which the system relates, e.g. the finance system administrator should not be part of finance.

· Most clients believe the finance system administrator should be part of finance.

· Auditors should ensure that there is adequate segregation of duties.

Slide S13/9 : Ordinary users

This slide describes who ordinary users are, and summarises their roles and responsibilities.

These account for the vast majority of application users
· Most users are ordinary system users.

· In small, clients the administrator may also be an ordinary user.

They use the application as a tool to meet business goals
· These are the day to day users of an application.

· They are given access to parts of the system they require to do their jobs

They are trained on how to use the application in relation to their jobs
· Their training on the system is limited to the user functions needed for their jobs.

· Essentially they  know the parts of the system they are authorised to use. 

· They have little knowledge of systems administration duties.

Slide S13/10 : Application categorisation

This slide explains the categorisation of applications based on the way they update data and the availability of data. 

Batch data entry systems
· Batch data entry systems are normally associated with older financial systems. 

· Transactions are normally passed, by users, to a central IT or finance data input section, where they are batched up and entered onto the computer in batches.

Batch data entry with on line enquiry
· Transactions are entered in batches as before.

· Users can make on-line enquiries on individual transactions as they are entered. 

· However, the effect of the new transactions on balances, account totals, summary figures etc. is not calculated until the entire batch has been input and the batch processing cycle completed.

Batch processing with on line enquiry
· Users enter transactions at workstations. 

· They can amend erroneous transaction data on screen. 

· The user sees what appears to be an updated transaction record.

· A copy of the masterfile is updated an available.

· However, the real copy of the masterfile is not updated until batched and processed at  later time, e.g. overnight updating of the masterfiles.

Real time systems
· The latest development in computerised financial applications. 

· Users enter transactions and see an immediate effect on the account balances

· I.e. the accounts are updated whenever a user enters a transaction.

· Real time systems allow users to correct errors immediately.

· They improve the timeliness of management information.

· However, they don’t include the traditional controls such as batch totals.

Slide S13/11 : External audit reliance on application controls

This slide reviews the role application controls may have in the external auditors decision on whether or not to adopt a controls reliant audit approach.

 The auditor should adopt an efficient and effective audit approach
· Going back to the financial audit model. The auditor should plan an efficient and effective audit approach.

· The most efficient/effective approach could be a controls reliant approach or a substantive approach.

The auditor should obtain an understanding of the systems, and internal controls
· The audit cannot decide which approach is better without knowing what the internal controls are like.

· During preliminary planning the auditor should gain an understanding of the client’s systems sufficient to determine whether it would be possible to rely on the systems of internal control to gain audit assurance on the accuracy of the client’s financial statements.

May include reliance on the system of internal controls, which may be IT based.

· The auditor should assess both manual and IT controls.

· They should not be looked at in isolation.

If controls cover audit objectives and are likely to be robust the auditor may carry out compliance tests.
· Where the systems of financial control appear to be sufficiently robust the auditor may then test the controls.

· Depending upon the number of control failures, the auditor may place audit reliance on the controls and reduce the amount of subsequent substantive testing that must be carried out.

· The auditor may place reliance on controls which reduce the risks to one or more of the audit objectives.

· Include Completeness, Occurrence, Measurement, Presentation and Disclosure etc.

Slide S13/12 : Compliance test audit programmes

This slide reviews the typical contents of a compliance test audit programme.

· To place reliance on a client’s controls the auditor should develop a compliance test programme. 

· These programmes should include the following information:

· a description of the control that is to be tested;

· the evidence that we expect to obtain to satisfy ourselves that the control has operated;

· the extent of planned testing, including sample sizes

· what will constitute a control failure

· how many such failures can be tolerated  before the auditor cannot rely their operation to reduce errors.

Ask the trainees how often systems based audit approaches are adopted in their SAIs. Find out if any of the trainees have prepared compliance test audit programmes.

Slide S13/13  : Evidence of compliance tests

This slide identifies possible sources of evidence which would provide an IT auditor with assurance that a control was working.

Evidence of the controls in operation may be in the form of access control lists, automated user authorisation limits, security logs, change request forms etc.
· Testing controls is achieved by gaining evidence that a control has operated. 

· E.g. if a computer enforces segregation of duties between various finance function the auditor may check the access control lists and the user permissions on those lists.

· Alternatively, if the computer has automated controls to ensure that purchase order clerks can only order goods from a predefined list of approved products from approved suppliers (regularity assurance), the auditor may check the access controls to the approved products list, together with a sample of new additions to the list.

Obtained by using a combination of : Observation, Enquiry, Examination, Sampling and (Computer assisted audit techniques)

· Evidence that the computer controls have operated will normally be obtained from a combination of observation, enquiry, examination and sampling. 

· The auditor may also be able to use computer assisted audit techniques to assist in the examination of controls. 

· E.g. an auditor could download the audit log file and write a routine to extract unauthorised access attempts. The auditor could follow these up to ensure the proper procedures were followed.

Slide S13/14 : Problems with testing IT controls

This slide reviews reasons auditors are reluctant to gain assurance from IT controls. 

Evidence of an automated control having been applied

· They may not provide a history of their operation. 

· In manual systems when a check was carried out by another member of staff, a piece of paper e.g. an invoice or a goods received note would be signed. 

· The auditor would take the signature as evidence that the control has operated. 

· With computerised systems the control may take the form of the supervisor signing an electronic goods receipt note directly on a computer screen.

· Evidence that the person electronically signed the electronic document would be obtained from testing the access controls to the good receipt screens.

Many application controls are preventative in nature

· The spans of computerised controls are often limited. 

· E.g. they cover just one small stage within a transaction processing cycle.

· There are many other stages  in the processing cycle where things could go wrong.

· Additional controls testing would be required at these stages.

Spans of computer control

· Auditors prefer to place reliance on controls with a wide span of influence, e.g. bank reconciliations.

Fear of the hacker, or the “intelligent” thief

· Auditors are often reluctant to place reliance on computerised controls because of the fear of hackers and computer literate fraudsters.

· Auditors fear that hackers can get around automated controls in financial systems.

· If the auditor places reliance on a control and it subsequently turns out that they were bypassed by a computer literate thief, then (s)he would be very uncomfortable.

Computer controls are frequently preventative

· Computer controls tend to be preventative in nature.

· E.g. automatic checks when users attempt to enter data.

· Auditors are more reluctant to place reliance on preventative controls.

· They ask themselves questions such as do we know that the control was working at the time, since no errors were discovered and recorded.

Slide S13/15 : How much controls testing ?

This slide considers how much controls testing is necessary to gain the required (planned) audit assurance.

Based largely on a combination of audit judgement and “statistics”

· This decision is likely to be based on a combination of professional audit judgement and statistical modelling.

· If the SAI employs a statistical sampling method to ensure that the audit opinion is correct to a certain confidence level.

· Where auditors plans to test controls which are performed on many transaction they will need to determine a sample size, based on the model and judgement.

Judgement affected by :
The frequency of control
· E.g. if the auditor plans to place reliance on monthly reconciliations, the control could be tested 12 times in an accounting period. 

· Where controls are frequent they may need to be tested more often.

The degree of reliance to be placed on the control
· More testing needed if an auditor intends to place significant reliance on a control.

· More testing if control mitigates a particular risk in another part of the system.

Source/nature of evidence
· If direct evidence is not available, the auditor may need to carry out more testing. 

· As explained earlier many computer controls do not produce direct evidence and therefore the auditor may need to other sources of  indirect evidence.

Continuous nature of the control
· Auditors should determine if the control operated during the accounting period.

· This may require visits to the client at various intervals during the year.

The importance of the control (and transactions)
· The auditor should consider the importance or sensitiveness of the transactions the controls are applied to. 

· If the transactions are sensitive the auditor may need to carry out more testing. 

We will look in more depth at specific controls testing in sessions 18, 19 and 20.

Session 14 : Application security

Slide S14/1 : Session title

This session identifies control mechanisms which may be built into applications and which are designed to ensure the integrity, confidentiality and availability of transaction and related data.

Method

Slideshow

Lecture and discussion

Timing 

30 minutes

Equipment required

Overhead projector for viewfoils

Audio-visual unit or projector for Powerpoint slides

Whiteboard/Blackboard

Handouts

Session 14 student notes

Operator permissions report

Slide S14/2 : Session objectives

The aims of this session are to :

· review the relationship between general security and application security

· review the purpose of application access controls

· identify security controls frequently built into applications

Slide S14/3 : General and application security

This slide revises the relationship between general IT security controls and application security controls.

Sessions 8 and 9 looked at access security at the installation level, i.e. access to the organisation and its computer networks.
· In sessions 8 we considered on the access controls designed to prevent unauthorised physical access to the computer systems.

· I.e. controls to restrict physical access to the computers and peripheral equipment.

· In session 9, we reviewed operating system controls which prevent unauthorised users gaining access to applications they should not be allowed to use.

This session looks at how the client controls access to and within a financial application.
· This session takes physical and logical access one step further.

· We consider the physical controls within the finance department and the logical access controls within individual applications. 

· We review how the activities and privilege levels of authorised application users are controlled.

· When attempting to find out about the security controls within an application the IT auditor would need to ask the application administrator within the user department. 

· The control principles in this session remain the same as those covered previously.

· There is a degree of repetition, for example the principle of restricting user access according to their needs.

Slide S14/4  : Purpose of application security 

This slide outlines the aims of application security controls and the basic means by which these aims are achieved.

Application security controls are used to :

Ensure the integrity of transaction and application standing, masterfile data

· By allowing only authorised users to access specific application functions and data.

Enforce separation of duties

· By allocating different privilege levels and menus to individual users.

Make users accountable

· by logging their identifiers against their actions.

· Security is all about identifying and authenticating users, protection resources (in this case the financial data and the organisations money), logging and accountability. 

· The security administrator within the IT department should have ensured that these controls exist at the operating system level.

· The application administrator would ensure that there are appropriate access and security controls within their applications.

· E.g. the administrator in the IT department would ensure that only authorised employees would be able to log on to the network.

· (S)he would also ensure that only  authorised members of the finance department would have access to the directory which held the accounting application. 

· The application administrator would then deal with the next level of security and ensure that only finance department staff can access the application.

· The application administrator would then ensure that users are only allowed access to specified  modules.

· Application administrators may be able to control users access within each module.

Slide S14/5 : Application log-on controls

The next few slides review commonly encountered physical and logical access controls used in or around financial applications. The extent and number of controls will vary form client to client . The auditor should use judgement when assessing the application controls and should be careful when putting forwards recommendations.

Log-on ID codes, followed by a password
· Users select and load  the accounting system via operating system menus.

· Users should be asked who they are and then confirm their identity.

· Users are normally required to enter a short ID code followed by their password.

The auditor should review application password policies and procedures  

· The auditor should review the application’s ID and password policies, procedures and controls (as per session 9).

· E.g. policies on password composition, the use of unique ID codes, password ageing policies, allowing users to change their passwords.

Log-on controls vary between applications

· Clients may use off the shelf application with standard access control mechanisms. 

· The auditor should find out what access controls are available and determine whether the client has configured them properly.

· Unfortunately the log-on controls within many financial applications are weak. 

· E.g.  maximum password lengths of 5 characters, no password ageing controls, no automated password composition controls, no facilities for users to change their passwords (i.e. passwords are allocated by the application administrator).

Much depend on the way the controls are implemented or configured

· Much will depend on how the client implements the controls.

· E.g. the application may have the ability to force users to change their passwords, however if the client does not activate this option it is of no benefit. 

Remember to review any related manual controls

· The auditor should check that the application administrator has adopted procedures to keep password access files and log-on procedures up to date.

· E.g. maintaining contact with the personnel and the IT department to identify starters, leavers and those staff who move from one part of the business to another.

· Application administrators may not be as conversant with good security practices.

Slide S14/6 : Application resource protection

This slide examines controls which can be used to restrict users to particular application resources, e.g. menus, screens, modules or functions.

Access controls for those logged on to an application
· Once users have navigated the log-on screen and successfully gained access to the application they may then be confronted with a menu screen which contains the names of the application modules.

· Users should be permitted to access only those area where they need access.

Restrict access to modules

· Many accounting systems are modular and it may be possible to restrict access to particular modules

Restrict access to application facilities and functions
· Even within modules it may be desirable to restrict access to certain functions or facilities.

· E.g. to enforce segregation of duties

Commonly achieved by access control lists or matrices (access restricted by individual or job function)
· Access to modules may be restricted using an application’s access control list (ACL)or matrix.

· Financial applications may have facilities to control access to function within modules. A common way of doing this is to either:

· for each authorised module user, specify which permissions are granted or disallowed.

· for each job function e.g. sales clerk, sales supervisor, cashier, etc, specify what functions are permitted. Individual users are then assigned one or more job functions. This method is preferred because it makes the job of the system administrator easier.

Draw the following matrix on the whiteboard as an example of an application access control list.

Name (ID)   \                          Module
                              Sales         Purchase     Fixed Assets

M.Smith                N                  Y                  N

C.Henman             Y                  N                  N

G.Chivers              N                  N                  Y

Hand out copies of the sample operator permission report. 

· This handout is based on the permission report produced by a typical accounting package.

· The trainees should note that access to functions is defined by type or group of user. 

· In this example the report details permission for the inventory system for a particular user group Individuals are then assigned to the user group.

Ask the trainees to spend five minutes looking at the report and ask them to pull out any comments they have.

Their comments should include: (write the answers on a flipchart)

1. The operator group is known as default user: this is not very informative

2. The NAO is included as a default user :it is normal for the auditors to have their own group known as audit.

3. The access permission for the auditors appears to be excessive. The auditors have permissions which allow them to enter data.

4. The permissions appear to have been left at the default value, i.e. Yes to everything. 

5. The permission do not enforce any segregation of duties, for example one user can both enter and approve data from a stock take.

6. The SUN user account may be a target for unauthorised users attempting to gain access.

Session 14 : Application Permissions Exercise

	
	OPERATOR PERMISSIONS REPORT
	Page  1
	Printed 30/01/1996
	12.06

	Operator Group
	From: ALL
	Database Code
	From: ALL
	Sequence By:
	Operator Group

	
	
	
	

	Operator Group:
	Default User
	Operator Ids:
	CP  EW  FR  NAO  SUN

	Database:
	Default Database Definition

	Account/Document Permissions

	
	Account Types:
	
	Open Periods
	From:
	ALL
	Reprint Acknowledgements
	

	
	
	
	
	
	
	
	Picking Documents
	

	
	
	
	Open Dates
	From:
	ALL
	
	Despatch Notes
	

	
	
	
	
	
	
	
	Sales Invoices
	

	
	
	
	Override Insuff. Free Stock
	
	
	
	Purchase Orders
	

	
	
	
	Override Over-Commit
	
	
	
	Movements
	

	
	
	
	Maximum Purchase Order Value
	
	
	0
	Quotations
	

	
	
	
	
	
	
	
	
	

	Inventory Control Permissions
	DEFAULT:   Y

	
	ENTRY
	
	INQUIRY
	
	REPORTS
	

	
	Movement Entry
	Y
	Inventory Inquiry
	Y
	Movement Analysis
	(Y)

	
	Inventory Allocation
	Y
	Movement Inquiry
	Y
	Movement Listing
	(Y)

	
	Movement Import
	Y
	Stock Take Inquiry
	Y
	Inventory Listing
	(Y)

	
	Stock Take Entry
	Y
	
	
	Inventory Status
	(Y)

	
	Stock Take Approval
	Y
	
	
	Inventory Evaluation
	(Y)

	
	Movement Definitions
	Y
	
	
	Inventory Usage
	(Y)

	
	Movement Presets
	Y
	
	
	Inventory Cover
	(Y)

	
	
	
	
	
	Expired Items
	(Y)

	
	
	
	
	
	Stock Take Listing
	

	
	
	
	
	
	Stock Take Valuation
	(Y)

	
	
	
	
	
	Assembly Structure List
	(Y)

	
	
	
	
	
	Analysis Layouts
	(Y)

	
	PROCEDURES
	
	MAINTENANCE
	
	
	

	
	Print Movements
	Y
	Item Records
	Y
	
	

	
	Generate Stock Take
	Y
	Item Descriptions
	Y
	
	

	
	Period Cleardown
	Y
	Item Suppliers
	Y
	
	

	
	Document Definition
	Y
	Inventory Balances
	Y
	
	

	
	
	
	Analysis Codes
	Y
	
	

	
	
	
	New Period
	Y
	
	

	
	
	
	Assembly Structure
	Y
	
	

	
	
	
	Business Definition
	Y
	
	

	
	
	
	Analysis Definitions
	Y
	
	

	
	
	
	Ledger Interface
	Y
	
	

	
	
	
	Chart of Accounts
	Y
	
	

	
	
	
	Location Definitions
	Y
	
	

	
	
	
	Stock Take Definitions
	Y
	
	

	
	
	
	Movement Values Definition
	Y
	
	

	
	
	
	Audit Control
	Y
	
	


Slide S14/7 : Logging and accountability

This slide examines the need for logging facilities within applications to make users accountable for their actions.  

· The number of manual forms and paper based financial stationery has declined. 

· Increased use of direct computer input and electronic documents (e.g. EDI).

· Computers don’t identify who did what by default. Therefore a means of identifying who did what to which electronic document is required.

Users should be accountable for their actions
· The basic principle is that users should be held accountable for their actions.

Accountability leads to fewer errors and less fraud
· If users can be held to account, they are less likely to make errors (more care will be taken if errors can be traced back to users), or carry out unauthorised activities

Accountability = identifying individuals, linking them with their actions and making them responsible for the outcome
· Accountability should be achieved by producing a reliable record of user actions, together  with responsibility for those actions.

Application accountability is usually achieved through the use of logs.

· Where transactions are processed by a computer, applications may produce an electronic audit log. Logs are used to record transaction details such as:

· what transaction was entered (details of account codes, amounts)

· who entered the transaction

· when was the transaction entered

· amendment details ( who changed what, when?)

· Where an application can produce a transaction audit log the auditor should review what the log has been set up to record.

Needs some thought about what to log
· A large amount of information can be written to an application audit log.

· The auditor should assess whether too much or too little information is logged.

· Too much and system performance deteriorate and the logs are unlikely to be reviewed.

· Too little and it may not be possible to find out enough about users and transactions when errors, fraud or other unauthorised activities occur.

Slide S14/8 : Protection of the audit log

This slide identifies ways of protecting an application’s audit log from unauthorised amendment or deletion

Logs can only be relied on if they are protected
· Management cannot rely on evidence from an unprotected  log when investigating  unauthorised activities.

Protected by file/ directory permissions
· The audit log acts as a detective control and is only of use if it cannot be altered or deleted by somebody trying to cover up details of their unauthorised activities.

· To ensure that the log is safe from unauthorised editing or deletion, the auditor should review access permissions to the log. 

· Normal users should not have permissions which enable them to create edit or delete the audit log. 

· The log may be protected by placing it in a protected directory. Access to the directory would be restricted to a few users (e.g. the application administrator).

· Directory  permissions are likely to be controlled by the IT department rather than the application administrator.

WORM drives
· Another way of protecting the audit log would be to write it to a WORM drive.

· Log entries on worm drives cannot be amended.

Encryption
· Some applications may be able to encrypt the audit log.

· Hence difficult for an unauthorised user to identify which parts of the log need to be amended.

Session 15 : Input, processing and output controls

Slide S15/1 : Session title

This session identifies controls both within and around financial applications which, if implemented, should contribute to reducing the risk of fraud and error.

In this session we look at the controls which are applied, either manually by application users, or automatically by a computer system, to an organisation’s financial transactions.

Method

Lecture, slideshow and discussion 

Case study

Timing

135 minutes

Equipment required

Overhead projector for viewfoils / audio-visual unit for Powerpoint slides

Whiteboard or blackboard

Flipchart

Handouts

Session 15 student notes

BSTF case study

Slide S15/2 : Session objectives

The aims of this session are to:

· introduce the transaction processing cycle and the need for transaction controls at each stage;

· identify controls which may be used in transaction processing systems; and

· identify how the latest developments in financial systems can affect the auditor’s approach to reviewing application controls.

Slide S15/3 : What are application controls for?

This slide provides an introduction to application controls by examining what they are supposed to achieve.

Application controls are used to ensure the completeness, accuracy and  validity of accounting records

· The overall objective of an accounting control system is to ensure the completeness, accuracy and validity of the accounting records.

· The control objectives will be exactly the same for all types of accounting system, from simple manual operations to complex real-time database systems.

· However, the methods of achieving the desired degree of control will vary.

· Entry validation is best ensured by authorisation controls (manual or automated). 

 Ask whether it is better to ensure the authorisation of a system’s input or its output. 

· The auditor can place greater reliance on output authorisation, as this ensure the validity of what is actually processed rather than what should have been processed.

Controls are applied at each stage

· The financial statements are the product of an accounting system.

· Transactions pass through several stages in their lifecycle.

· The main control objectives will be satisfied if procedures are in place to exercise control over the completeness and accuracy of each stage.

Input into the system 

· Involve reviewing the procedures and controls which ensure that data input is authorised, complete, accurate, timely and not a duplicate.

The processing of this input 

· Controls which ensure that the correct application and data files are used, all the data is processed, postings are to the correct accounting codes and that the right files have been updated.

The output produced by the system

· Controls which ensure that all output is produced as expected, it is complete and it is sent to the right destination in a timely manner.

Slide S15/4 : Responsibilities

This slide identifies the responsibilities of the client and the auditor in ensuring that the financial applications have appropriate controls.

Who has responsibility for ensuring that there are appropriate application controls ?

· It is the client’s responsibility to ensure that the controls are appropriate. 

· The head of departments (application owners) will have responsibility for ensuring that the financial systems under their jurisdiction have appropriate controls.

What role does the IT auditor have ?
· IT auditors point out to the client where weaknesses exist.

· The IT auditor may or may not provide recommendations for improving control (depending upon the remit of the auditor).

What level of controls should be present?
· Remember is that there are costs associated with implementing controls.

· Costs can be identified in terms of staff time, processing capacity and efficiency. 

· The client’s management will need to consider these costs in the context of the risk given the specific circumstances of the system and the client.

· Auditors specify control objectives and leave it up to management to decide how to satisfy those objectives.

· Management should carry out a risk assessment to determine if the controls in place are adequate and cost effective.

· Once controls are implements, the auditor assesses them against the objectives. 

Who should review the client’s (IT) systems?
· Ideally, the auditor responsible for auditing the client’s financial statements would be able to review both the manual and computerised systems. 

· However it is probable that the financial auditor will lack an appropriate level of IT audit skills and experience and will therefore request an IT auditor’s assistance.

· Where an IT auditor is asked to assist in the reviewing the client’s systems, both auditors should work together and keep each other informed of their findings. 

· This allows them both to gain an understanding of the whole system and the overall controls framework in operation. 

· The auditor will then be better placed to evaluate the overall controls environment, including identifying control weaknesses and the existence of mitigating controls.

Slide S15/5 : Understanding and documenting an application and its internal controls

This slide considers why an IT auditor reviews internal controls in a financial system,  how this work is evidenced, and possible sources of  useful information.

The auditor needs to provide evidence that he/she has understood the financial systems and the controls in operation.
· Auditors should provide documentary evidence that such work has been performed.

The transaction processing system 

· How transactions are initiated and how they flow through the accounting system. 

· E.g. determine where documents are initiated, authorised, processed and recorded. 

The controls applied at each stage

· Controls applied to transactions as they enter, pass through,  an exit the systems.

The auditor should also identify any application documentation the client may have.

· Client system documentation is potentially useful when reviewing systems.

Ask the trainees what they think may be useful sources of information when documenting a client’s financial applications. Write their answers on the board.

Client documentation may include :

· flowcharts;

· data flow diagrams;

· user manuals (manufacturer supplied);

· input forms (purchase orders, invoices, goods received notes etc.)

· desk instructions;  and

· system reports.

· Accounting system may produce many different reports various types of output.

· The auditor should identify those reports which may be of use.

· Clients may have lists of standard and customised system reports.

· Session 5 looked at how to document an accounting system, i.e. flowcharts, narratives and internal control questionnaires. 

· The auditor may use a combination of all three.

Slide S15/6 : Input control objectives

This slide reviews the aim of input controls in financial systems

Input controls should ensure that:

· all transactions are entered accurately

· all transactions are entered

· all transactions are valid

· all transactions have been authorised

· all transactions have been entered in the correct accounting period

· all transactions have been posted to the correct account code

Ask the trainees what the letters in brackets on the slide are for.

The letters relate to the audit objectives, completeness, occurrence etc.

Explain that the input objectives map on to the audit objectives as should in the slide.

· Input controls extend beyond entering data into a computer system and pulling off reports at the other end. 

· Consider other aspects of application security,  e.g. how the system restricts access to only authorised users. 

· Review manual or administrative controls e.g. 

· segregation of duties within the client’s finance department

· the delegation of responsibilities

· the custody of : assets, input documents, physical accounting records and financial stationery.

· Where a client uses computerised input controls, the financial auditor may be able to gain assurance from their operation. 

· If the auditor decides to adopt a controls reliant audit approach the auditor must test the controls. 

· This may require the auditor to carry out a review of 

· the system development process

· the system testing programme and results thereof 

· the change control procedures

· the input controls in operation.

Slide S15/7 : Input authorisation

This slide is the first of several which look at the various types of transaction input control. This particular slide identifies controls over the authorisation of transactions. 

Authorisation controls reduce the risk of errors, fraud and irregular transactions
· The client should have procedures and controls in place to ensure that all transactions are authorised before being entered into the computer system.

· Authorisation controls reduce the risk of fraudulent, or irregular transactions.

· The client gains better control of resources.

Traditionally by signatures, initials or authorisation stamps
· Traditionally systems have used a manual transaction authorisation. 

· Even where financial systems are computerised many clients continue to use manual authorisation e.g. signatures or initials of staff with the delegated authority.

· Some organisation use authorising stamps instead of signatures.

Authorisation can be controlled by users’ computer identities and the privilege levels assigned to their Ids.

· Applications may allow staff to enter and authorise transactions directly.

· Control can be achieved by setting up password access controls to data input devices and data entry permissions, e.g. data input screens  (Session 17).

· Authorisation for low value, routine transactions may be in the form of standing authorisation, e.g. a purchase clerk may have standing authority to enter transactions for utility expenses such as electricity and telephone charges up to a pre-set limit.

· The access permissions can be set so that a clerk can enter transaction details, but (s)he cannot authorise the transaction. Transaction is sent electronically to the budget holder to approve on screen (they have the authorisation permissions).

· Management review can use to check that transactions were authorised. 

· Systems may be able to display a list of all the transactions (on paper printout or on screen). Managers / supervisors may view the list or select a sample for review.

Slide S15/8 : Completeness of input

This slide identifies application controls which are intended to reduce the risk of missing transactions and incomplete accounting records.

Financial auditors must determine if accounting records are complete, i.e. no material omissions. Auditors should review the controls which ensure transactions input is complete, i.e. that transactions have not gone missing. Controls  include:

Transaction transmittal logs
· Manual procedures e.g. keeping a log of transactions which users send for input. 

· Finance may expect regular flows / patterns of transactions from user departments.

· Where a batch of input documents is expected but not received or a batch number appears to be missing,  action should be taken to identify the missing transactions.

Use of pre-numbered input forms
· These may be sequentially numbered. 

· When a number is found to be missing finance staff  should investigate.

Use of pre-numbered batch forms
· Transactions may be sent on sequentially numbered batch forms

Batch totals 

· In a traditional batch input system, all data is presented to the system in batches.

· Incomplete batches are detected and exception reports are produced.

Batch totals are considered in the next slide.

Expectations and routines
· establishing  a routine or expectation of data input. 

· E.g. if data entry staff expect to receive input documents from 10 departments and only receive 9 sets, they would investigate.

Slide S15/9 : Batching

This slide considers the use of input batching as a control to reduce the risk of incomplete data input.

Transactions collected together into a batch
· A batch is a collection of input documents which are treated as one group. 

· Batching is useful in ensuring the completeness of data input.  

· The total of individual transactions should agree to a manually calculated total recorded for input on a batch header document

· Incomplete batches, e.g. if a transaction is removed, are rejected.

Batch header forms are used to record

· Batches are usually accompanied by a batch header document. These record : 

1. The number of the batch

2. The number of transactions

3. The totals of key fields - batch control totals

· The computer may compare the number of transactions or the key field totals.

The computer compares its own controls totals with the batch totals entered by the user.

· Incomplete batches are rejected where the batch total calculated by the computer does not match the total on the batch header

· Batch totals should be recorded at the earliest possible point in the processing cycle and totals agreed from update reports back to this original record.

· I.e. the first batch total acts as a reference to check back to as the transactions are processed by the system.

· The client should ensure that all batches are processed.

· The client should maintain completes record of all batches sent for processing.

· Records may be kept in a batch log book.

· Log books are maintained by batch recipients and reviewed by supervisors.

· Even where batch systems are not used, the client may be able to rely on simple record counts. 

· Whilst record counts do not check that the transaction contains the correct data, they can provide some assurance that transactions have not gone missing. 

Slide S15/10 : Input validation

This slide introduces the concept of  using input validation controls to reduce the risk of erroneous transaction data being entered. Subsequent slides examine the different types of data validation control.

Can be manual or automated
· Financial applications may have in-built controls which automatically check that data input is accurate and valid.

· Validation may also be achieved by manual procedures e.g. double checking input documents or review by a supervisor.

The controls should take account of subsequent acceptance criteria

· The accuracy of data input can be controlled by via computerised validity checks.

· Automated validation should ensure that all data accepted into the system is capable of acceptance by all subsequent processes, 

· Acceptability is particularly important where feeder systems are used. 

· E.g.  the output from a standalone payroll system may provide the input to a general ledger system.

They reduce the risks of users entering inaccurate data

· Validity checks can be used to reject erroneous data 

· E.g. postings to non-existent account codes 

They can reduce the risks of system crashes.

· Validation checks can reduce the risk of an application crashing.

· E.g. due of logic errors arising when attempting to process input data with values outside pre-defined limits.

· E.g. the trainees may have heard about the year 2000 problem and the risk that systems will crash when the year goes from 99 to 00. Some applications will crash as 00 is numerically before 99 even though it refers to the following year.

Rejection procedures
· The client should have procedures for dealing with rejected transactions

· E.g. logging, return to sender, use of suspense accounts, telephone source etc.

There are many types of programmed application control which an IT auditor may encounter. For example: format checks, validity checks, range checks, limit checks, check digits, compatibility checks etc. These are considered in subsequent slides.

Slide S15/11 : Format checks

This slide reviews the use of format checks as a preventative control to reduce the risk of erroneous data input.

To ensure that the data entered is in a format which can be processed, e.g. sequence of data, combinations of alpha-numeric characters, use of spaces, commas
· Format checks are carried out to ensure that the data entered conforms to a pre-defined format.

· E.g. a particular data entry field may only accept a specific combination of alpha numeric characters.

Typically applied to
Amounts
· Where only numeric characters would be accepted, e.g. prices of goods or service, or the number of hours worked by employees.

Dates
Write the date 11/10/96 on the whiteboard and ask the trainees what date it represents.

· In this example, does the date represent the 10th November 1996 or 11th October 1996. 

· The answer may depend which country the software was developed in

· Where a date has to be in DD/MM/YY order as opposed to MM/DD/YY order. 

· Date formats may be important as they may be used to determine the year end debtors figure in the accounts. 

Account codes 

· Account codes may have to be a numeric value, e.g. 668531.

· If a data entry clerk in the finance department entered 668S31 the system would detect that the account code was invalid.

Slide S15/12 : Range /limit checks

This slide considers the use of automated range and limit checks as a control to reduce the risk of erroneous data input or fraudulent activity.

Data fields pre-programmed with limits, normally numerical
· Range and limits checks are used where a field is pre-programmed to only accept data which is within a specified range. 

· Management should decide on what ranges are appropriate.

Upper and or lower values
· System may be set to accept an upper and a lower value. 

· If only an upper boundary is set then the control is a limit check

Can be set for fields or users

· Limit checks can be linked to fields or  individual users.

· E.g Mr Bloggs, (a purchasing clerk) can enter and process purchase orders up to a certain value, (say £100,000). Purchase orders in excess of this amount need to be entered by someone with a higher authorisation limit, e.g.  Mr Brown the finance department manager.

· Similarly a limit could be set on the value of payable orders and other transactions which can be processed by each member of staff.

· E.g.  financial applications may be configured to allow finance administration staff to commit expenditure of up to £10,000, whilst more senior staff would be able to commit expenditure of between £10,000 and £100,000.

Reduce the risk of BIG errors

· Limit checks are frequently used to prevent large errors occurring. 

· E.g. a limit could be set on the numbers of hours en employee can work in a week. If the limit was set to 80 hours and a user incorrectly entered 800 the system would reject the transaction and display an error message.

· Limit checks can also be used to provide assurance that the figures are reasonable. 

· The limits should be set so that all good data is accepted and data which is obviously wrong is rejected. 

· It is up the client to decide what limit to apply bearing in mind the patterns of expenditure.

Slide S15/13 : Check digits

This slide reviews the use of check digits as an automated means of reducing transaction input errors.

Used to detect transposition, transcription and random errors
· Check digits are used to check transposition, transcription and random errors

· E.g. to detect when users enter a figure of 347856 instead of 348756. 

A check digit (0-9) is calculated and added to the end of the input number

· The control involves the calculation, using a pre-defined formula, of a check digit based on the number to be entered.

· The check digit is then added to the end of the input number.

· Check digits are based on decimal figures, i.e. 0-9

To calculate a check digit 3 pieces of information are required
the input number;

the weighting; and

the modulus   (normally 11)
Check digits are best demonstrated by going through examples on the board.

E.g. if a number 12345 was to be entered and the check digit was based on a modulus of 11 and a weighting of 7, 5, 1, the check digit would be calculated as follows:

1 * 7   =    7

2 * 5   =   10

3 * 1   =     3

4 * 7   =   28

5 * 5   =   15

Total   =   63

63 divided by the modulus 11 = 5 with 8 remaining.

Therefore the check digit is 8 and the number entered by the user would be  123458. 

Ask the trainees to calculate the check digit for the input number 98765 using a modulus of 11 and a weighting of 7,5,3.

The answer is : {(9 * 7)+(8 * 5)+(7 * 3)+(6 * 7)+(5 * 5)}/11= 13 remainder 6 

The data would be entered as 987656

Ask the trainees if they want more practice at calculating check digits.

Slide S15/14 : Data comparison and compatibility checks.

This slide reviews data comparison and compatibility checks as a means of reducing the risk of erroneous transaction input.

Data comparison controls
Validity checks compare input data to known data
· Automatic checking of data entered to a known set of values of figures.

· E.g. a wanted to enter a transaction against a specific account code, the application would check the account code being entered by the user against the pre-defined chart of accounts. If the account code is not valid the transaction is rejected.

Known data is normally masterfile or standing data

· Beware, when some applications  are unable to validate data they may instead add the new data to the standing data table. 

· E.g. if a system did not recognise an account code for a transaction the system would let the user know by displaying a message “account code unidentified”  and then ask if the user wanted to add the account code to the account code table.

· This can cause problems where these new account codes are not picked up by reporting systems. e.g. the trial balance, debtors listings etc.

If a miss-match the input is rejected

· If the input does not match a pre-defined figure or value the input is rejected.

· There should be procedures for dealing with rejected transactions.

They reduce the risk of errors due to fraud, incorrect data entry and mis-postings.

· Comparison checks on account codes reduce the risk of mis-postings or transactions ending up in limbo (i.e. not summarised in the trial balance or A/Cs).

· Compatibility checks e.g. to a list of approved suppliers, reduces the risk of fraud.

Data compatibility controls
Checks that data in one field is reasonable, based on data in another field

· Used when there is a definable interrelationship between two sets or fields of data. 

· The relationship should be defined and recorded (usually in a table).

· When sets of data are entered they are compared using the predefined relationship. 

· E.g. if a user enters a date of birth, followed by the age of an employee into a personnel system using the values of  1  April 1968 followed by an age of 78, the application would reject the data (the correct age should be approx. 28).

Slide S15/15 : Duplicate transactions

This slide considers the risk of duplicate transactions and the controls which could reduce the risk of such transactions remaining undetected. 

Problems


Too many transactions
· The increase in the number of transactions that need to be processed has played a large part in the computerisation of accounting systems. 

· Unfortunately, the increased volume of transactions has resulted in finance staff being less likely to remember transactions they have previously processed.  

· Increases the risk that duplicate transactions will occur and remain undetected.

They all look alike
· This problem is added to by the fact that one computer input document may look very similar to another.

Less human intuition 

· Finance staff place more reliance on the systems to do the checks for them.

Controls
Flagging transactions
· Other systems flag transactions after they have been actioned. 

· E.g. invoices in a supplier’s account would be flagged once payments have been made.

Comparison to existing records

· Some applications may be able to detect duplicate transactions, e.g. by comparing new transactions with transactions previously posted to the same account.

Limits on transaction per entity or unit

· Other systems may only accept a certain number of transactions per account, unit or individual. 

· E.g. a time recording system would only allow one timesheet to be entered for each employee.

Slide S15/16 : File and transaction matching

This slide reviews controls which involve the comparison of transaction details at each stage in the transactions processing history and between related system. 

Compares data from one file with related data in another file
· This control checks and compares one transaction record against  data contained in another related transaction.

If significantly different  then an exception report is produced.
· Where data is found to differ an exception report is produced.

· The client should then take steps to identify the cause of the discrepancy.

Uses include:
Matching data in a stock system to a purchasing system
Matching data in a payroll system to a personnel records system.
· E.g. the data entered when goods are received are automatically compared to the supplier’s invoice and the purchase order data on the system. Where a mismatch is found the computer produces an exception report.

Slide S15/17 : Rejected input data

The previous slide identified controls which would prevent and detect erroneous data input, leading to rejected transactions. This slide considers what should be done with the rejected transactions.

What happens when controls identify erroneous transactions ?
· Where data is automatically checked and validated at data entry, there are procedures for dealing with transactions which fail to meet the input requirements.

· I.e. the auditor should determine what happens to rejected transactions.

· Rejected transactions may still be legitimate transactions which need minor amendment.

· There are alternative methods of dealing with input transactions which fail validity tests.

Typically transactions are:
rejected outright    OR

· Where transactions are rejected outright the client should have procedures in place to establish control over these rejections.
· Need to ensure that all data rejected will be subsequently corrected, re-input to and accepted by the system. 
· The system rules will determine whether individual transactions or complete batches should be rejected.
held in suspense
· Users should recognise the placing of items in suspense as a prompt for further action. 

· All items held in suspense should be corrected and successfully processed. 

· In adopting this approach, we overcome the possibility of rejected items being lost but delay the recognition of the need to take action to correct the input error.

· Where items are held in suspense the auditor should review the procedures for identifying, correcting and clearing these transactions.

Exercise on input controls

· This exercise relates to GOSTF’s sister organisation The Building Supplies Trading Fund (BSTF). 

· Hand out copies of the exercise on input controls in the BSTF’s payroll system. 

· Give the trainees approximately 25 minutes to produce their answers. Then go through the suggested answer  with them.

Scenario
The Building Supplies Trading Fund employs 4,131 staff as follows:

	Category
	Description
	Number

	1
	Manufacturing workers
	3500

	2
	Manufacturing supervisors
	177

	3
	Factory managers
	10

	4
	Sales managers
	10

	5
	Salesmen
	188

	6
	Maintenance engineers
	80

	7
	Maintenance supervisors
	8

	8
	Maintenance manager
	2

	9
	Storemen
	30

	10
	Stores manager
	6

	11
	Other manual employees
	20

	12
	Admin. staff
	100


Employees in categories 1,2,6 and 7 are paid weekly in arrears, an their gross pay is dependent upon an aggregate of four hourly rates, i.e.

1. The basic rate, applicable to all hours worked

2. The full rate, which is applicable to all hours over 20 per week

3. The overtime rate, applicable to all hours worked in excess of 39 per week.

4. The efficiency rate, payable on all working hours and based upon the efficiency of each section in the previous ten weeks. The rate is reviewed every four weeks.

Employees in categories 3, 4, 8 and 12 receive an annual salary paid monthly. 

Categories 3, 4 and 8 receive an additional bonus as a percentage addition, which is based upon production efficiency for each works section or sales section over the previous quarter, and applying quarterly in arrears.

Employees in category 5 are paid a monthly basic salary plus a commission, based upon an employees seniority and sales. The commission rates are reviewed every 6 months.

Employees in categories 9, 10 and 11 are paid a basic hourly rate, paid weekly in arrears.

Staff in categories 1, 2, 6, 7, 9 and 10 complete weekly clock card which show time on and time off. At the end of each week clerical staff complete the cards by entering the hours worked each day and the total for the week.

Staff in category 11 complete weekly time sheets which record time on and off and other hours claimed. These are checked by clerical staff and certified by the supervisor.

Staff in categories 3, 4, 5, 8, and 12 keep register of attendance, absence and other pay items. For category 5 staff the register is completed in arrears as daily sales reports are received from salesmen. Four weeks before the end of each month each section office completes a return (Variance return) which shows, for each member of staff, departures from standard pay. Any corrections for the last four days appear in the next moths return.

Productivity data is transferred by disk each week in arrears from information generated by the Works department. The data is logged into the pay system and used to calculate productivity rates and bonuses.

Sales data (for the quarterly efficiency review) is produced before the end of each quarter by the Sales team. These are passed to the pay section who enter them to calculate the productivity of the sales section and the bonus payments to sales managers. Twice a year the pay section produces a printout for each salesman, showing seniority , sales analysis, commission record. A space is left for new commission rates to be entered as authorised. The new rates on this printout are manually approved and entered into the payroll system.

Weekly paid employees receive their pay by cash or cheque.

Monthly paid employees are paid by cheque or direct transfer to their bank accounts via the Bankers Automated Clearing System (BACS). BSTF sends a tape to the bank each month.

Data input is via a keyboard terminal in the personnel section.

The trainees are required to :

1. Identify the various types of input relating to pay and the data to be entered (exclude pay rate changes and deductions e.g. taxation)

2. Specify how BSFT might batch input data (from 1 above) for processing and the data that would be used as batch totals.

3. Specify how the data could be checked at the data preparation stage, immediately prior to keying in.

4. Provide examples of the type of data validation that could be applied on data entry 

Answers to BSTF Questions

1. Main inputs and data to the system are:
Clock cards
Payroll number


Department


Week number


Name 


Hours worked

Timesheets
Payroll number


Department


Week Number


Name


Hours worked


Unworked hours to be paid


Allowances (type, number, 
value)

Variance return
Payroll number


Department


Month number


Name


Number of absent items


Absence dates

Productivity reports
Week number 


Section


Department


Production data (indices)

Sales efficiency reports
Staff number


Section


Department


Quarter number


Total sales 


Sales indices

Half year commission  report
Staff number


Section


Department


Half year number


New commission rate

2. Batching of data input and batch fields

Clock cards
Batches <50


Batch header showing



Job code



input type code



week number



total number of records



total hours worked

Timesheets
Batches <50


Batch header showing



job code



input type code



week number



total number of records



total hours worked



unworked hour to be paid



total number of hours



total number of allowances

Variance return
Batches < 50


Batch header showing



job code



input type code



month number



total number of records



number of absence items



total value of sales

Productivity report
Total number of records


Total number of indices

Sales efficiency reports
Total sales


Section total sales


Departmental total sales

Half-yearly commission report
Batches <100


Batch header showing



Job code



Half year number



Total number of records



Total of rates

3. Validation of data at the data preparation stage
Clock cards
Payroll number check digit


Week number range (1-53)


Hours worked range checked


Record format check


Record completeness check

Timesheets
Payroll number check digit 


Week number range check


Hours worked range check


Unworked hours range check


No. of allowances range check


Record format check (fields 

complete)

Variance return
Payroll No. check digit verified


Month number range check


No. of absences range check


No. of occurrences range check


Record format checked

Commission rates 
Payroll number check digit 


Half year number = 1 or 2


New commission range check

Batch header records
Format check (all field complete)


Job code range check


Input code range check


Week / month range check


Number of records range check


Half year number range check.

4. Computer input validation controls

Clock cards
Payroll number check to department records


Department appears in valid table


Section appears in valid table


Week no is this week or earlier


Record count = batch header count


Total hours = batch hours total

Timesheets
Payroll number check to department records


Department appears in valid table


Section appears in valid table


Week no is this week or earlier


Record count  =  batch header count


Total hours = batch hours total


Allowance types in correct range


Allowance formats correct


Quantity of allowances within range


Total allowances = batch total allowances

Variance returns
Payroll number check to department records


Department appears in valid table


Section appears in valid table


Week no is this week or earlier


Record count = batch header count


Total hours = batch hours total


Number of absence dates = no of absence items


Date format validation


No of occurrence amounts = no of occurrence items


Occurrence codes within valid range


Weekly sales only valid for type 5, and range check


Number of salesmen


total sales agreed to batch header

Productivity report
Week number correct


File identity correct


Section/department numbers validation to table


Production index within limits


Week no =  file week number


Count of control a/c = total of production indices


Count of record = total count in control account

Sales efficiency file
Quarter number correct


File identify correct


Payroll number check digit 


Department/ section validation to table


Sales index within range


Total sales within range


Quarter number = file quarter number


Section total = file total


Department total sales = file total


Section sales index within range


Department sales index within range


Record count = control record


Total sales = control record


Total indices = control record

Half yearly commission
Department/ section number validation to table


Half year number = batch year number


Record count = batch control record


Total rates = batch control record.

Slide S15/18 : Processing controls

This slide introduces the aims and purposes of processing controls.

Processing controls should ensure that :

the data has been properly processed;

all the data has been processed;

the data has only been processed once;

processes have been applied to valid data

Processing procedures and controls are  likely to be more efficient where they are automated.

Processing controls can be said to operate at two basic levels:

· at a transaction level : controls are applied to individual transactions as they are processed.

· at a total level : total controls are applied to groups or records and are usually used to ensure the completeness of processing.

Slide S15/19 : Run to run controls

This slide reviews the use of run to run controls as a means of ensuring that financial applications have processed completely and accurately.

Based on total derived from file data which will remain intact through processing

· A total derived from file data which will remain intact throughout processing.

Compare “before” and “after” totals
· The control is based on the agreement of ‘before’ totals to the ‘after’ totals.

· These controls are an effective means of ensuring the completeness of processing.

Run totals can be followed through a whole series of processing stages.

· Where a number of processes will be performed successively it may be possible to extend this principle to agree a control total derived at the start to a total at the end.

· This is only possible where a unit of control can be identified which will survive through the course of all processes.

· Where run to run controls change from one process to another it may be an indication that data has been lost or added to whilst being processed. 

· Out of balance run to run totals should be reported for investigation.

Pivot total are some times used

· Pivot totals/checkpoints involve the derivation of checkpoint totals up to a point in the processing cycle and further control is exercised  from that point forward by means of the check point total.   

· E.g. a time recording/payroll system which establishes a checkpoint total from hours worked up to the point where this can be equated with a value for gross pay; this total is used from that point onwards, e.g. to an electronic payment system. 

Hash totals can be used for  non-numerical data

· Control totals can detect processing errors in non-numerical data. e.g. staff names.

· E.g.  if the name of a supplier or cheque payee is corrupted during processing. 

· Hash totals are calculated by applying an algorithm to a non numerical data field.

· Hash totals calculated by assigning values to alpha / numeric characters e.g. B=2.

· E.g. hash total for supplier ABC rentals =122937. Whilst processing this became ABD rentals. The new hash total was 122939 and an exception report produced.

· Hash totals can also be used to detect unauthorised amendments to data files.

· E.g. application self integrity checking using hash checks on underlying databases. 

Slide S15/20 : Independent control accounts

This slide covers the use of independent control totals to ensure that data is not corrupted  or  subject to unauthorised amendment during processing.

Used where external data is available and can be posted to an external control account
· Where a control account receives postings from a source which is independent of the data to be processed, the control account can be used to predict the results.

· Where there are sufficient alternative controls over the input of data to the system, this control account can be posted from accepted input totals. 

· If this control is adopted this approach as a control over the completeness of input to the system as well as over processing performed, it is necessary to post the control account from a source which is external to the system.

External data is used to predict processed data 

· The data should be obtained from an external system.

If significant differences the causes are investigated.

· If the processed results are significantly different the discrepancies can be investigated.

Useful for revealing when incorrect data files have been processed

· Unlike run to run control totals, independent control accounts is effective in flagging errors caused by factors other than the transaction data being incorrectly processed. 

· E.g. the independent data can reveal errors arising from the use of an incorrect ledger file . E.g. last months file instead of this months.

Slide S15/21 : Data file control

This slide reviews the use of data file controls and a means of monitoring cumulative changes to files and ensuring the transaction data is not lost or added to unintentionally during processing.

Maintains a separate record on file of the total number of records and the total of the key data field.

· The use of  data file control records is intended to ensure that all data records on file have been correctly updated to reflect the processing performed.

· A control record is maintained as part of a data file and contains  sum of transaction numbers and values for records on the file


e.g. before 100 records, with a total  value $120

· Each time a process is applied to the file, the accumulated totals of the file updated are applied to the control record, e.g. 12 records added with a value of £15.


during processing 12 records added with a value of $15

· At the end of each process, an accumulated total of file records is compared with the contents of the control record, any variance highlighting an error during processing.


After  : 
records 100+12=112




total $120+15=135

The application would add up the records and compare .

· Where the totals do not match further investigation is required.

Slide S15/22 : Transfer validation and reconciliation controls

This slide covers two issues, namely controls to ensure that data from one system or application is completely and accurately transferred to another, and reconciliation controls to detect losses and unauthorised additions.

Validation controls can be applied where the output from one processing stage = the input to another, e.g. range, reasonableness, validation, check digits.

· Where data is transferred from one application to another, the receiving application can carry out data input checks previously described in this session, e.g. range, reasonableness, data validation checks etc.

· In addition whilst transaction data is being processed, validation checks can be performed  to ensure that the output from the sending system is reasonable and accurate.

Reconciliation controls
· File reconciliation controls are carried out on two of more files which contain similar or related information.

· The files are compared and any differences reconciled. 

· Could be an automated version of a manual reconciliation. 

· E.g. one file may contain bank reconciliation information and the other may contain a list of receipts and payments. The two files can be compared and differences explained.

Discrepancy handling procedures
· As before,  the auditor should determine how the application and users deal with discrepancies

· E.g. if transactions are rejected during processing, what procedures does the client have for rectifying the error and resubmitting the data.

Exercise on processing controls

Ask the trainees to refer back to the BSFT case study. The trainees should determine ways in which the client could ensure that the processing of payroll data is complete and accurate. The trainees should be given approximately ten minutes to come up with their answers. Go through their answers and discuss any queries they may have.

Answer 

· Payroll records can be matched in a forwards sequence to that transactions will be dealt within the right order. Sequencing may also help identify missing data.

· Whilst processing each employees pay the name of the employee could be checked to a standing data file.

· Range checks can be applied to the processed payroll amounts for each employee.

· Output payroll number check digits are checked.

· Hash total calculation of tax or insurance codes and comparison to input hash totals.

· Rejected records are printed out and actioned.

· Match the aggregated sales records with the quarterly sales figures from each department.

Slide S15/23 : Output controls

This slide prompts the trainees  to consider the aims of application output controls.

Output controls should ensure that computerised output is ???
Ask the trainees to consider why output controls are used. 

Answer : 

· an output is produced when an output is expected

· the output is complete

· the output is accurate and is as processed

· the output is reasonable in terms of quantity and format

· output is produced timeously

· output is distributed to the right destination in a secure manner.

Subsequent slides look at each of the above  in greater depth.

Slide S15/24  : Expectation

This slide identifies a basic completeness control over output, i.e. users expecting an output from the computer system.  

Users should know what to expect and when to expect the results of their input

· Those submitting data for processing or responsible for resource budgets should have a fair idea of what to expect and when they are likely to receive it.

· An expectation can be created through experience and user training. 

· E.g. after a while users will come to expect to receive a budget report at the end of each week or month

· When users don’t receive the expected reports etc, they will attempt to find out why.

Could be supplemented by a send/receipt log
· A more formal approach to ensuring that users receive output after they have submitted data for processing  would be to keep a log or schedule of data sent, and output received. 

· The log can be manual or computerised.

Slide S15/25 : Completeness of output

This slide considers application controls which should ensure that computerised output is complete.

Totals in output can be compared to independent control accounts or the contents of the data file record
· The completeness of output can be established by the accumulation of totals derived from information contained in the report. 

· These total would then be printed out at the end of processing.

· These totals can then be compared with a total predicted by the balance from an independent control account or the contents of a data file control record.

· With some reports it is not possible for the total of items included to be agreed or reconciled to input data or totals as outlined above.

Page numbering (sequential) (‘x’ of ‘y’)
· Completeness of computer output can be ensured by automated controls such as programming the application to add sequential numbers to output reports, i.e. page numbering.

· This would allow users to quickly identify missing pages.

· Page x of y is the common method of numbering.

“end of report” markers
· Similarly the system should print “end of report” on the final page.

“Nil reports”

· Some reports result in no data being summarised or extracted.

· Where a user requests a report, but no records or data is extracted the application should be programmed to print the words “NIL REPORT

Slide S15/26 : Protection of output

This slide considers controls which are aimed at ensuring that computer output is protected from unauthorised amendment. The graphics on the slide provide an example of how computer generated  cheques are produced. The controls in this slide are aimed at protecting data when in spooled form.

Output is often spooled
· Many financial applications do not immediately produce an output when the user presses the enter key.

· Instead they process a file or group of transactions and store the output in a temporary file awaiting output to a printer (i.e. spooled output).

· e.g. a report may be spooled in a print file until a printer becomes available.

Spooled files need to be protected.

· Where output is held in a temporary location, the auditor should ensure that there are appropriate logical access controls to stop any unauthorised amendments to the data.

The client may use logical access security, including encryption

· Protection via logical access security in the operating system

· Protected spool files via directory and file permissions

· Encryption of  important spooled files. 

 Slide S15/27 : Reasonableness, timeliness and distribution

This slide identifies additional output controls which contribute to ensuring that any computerised output is reasonable, timely and distributed to the right people. 

Reasonableness
· Output should be reasonable

· Output should meet user expectations

· Initial responsibility for checking the reasonableness of computer output may rest with either the user or the IT department. 

· Where the users has control of the data input, processing and output he/she will be responsible for checking the reasonableness of output. 

· Where data is sent to a central IT department for keying in and processing the IT staff would be responsible for initial reasonableness checks 

· E.g. if the system produces a 50 page report when a 5 page report is expected.

· Ultimately systems are designed to process users’ data and it is they who have the final responsibility

· After all it is their information, their resources and they are the ones who have to make decisions based on the information they receive.

Timeliness
· The IT department should ensure that users’ data is processed and that any output is available within a reasonable time. 

· The speed and timing of output will be influenced by business requirements.

· Some parts of the client’s business may depend upon timely reports and up to date information e.g. users who deal with equity markets, 

· Others may be able to wait a few days, e.g. quarterly sales reports.

· Output should be available to users within a reasonable time or by agreed timescales

Distribution
· The distribution system operated by the client should ensure that output is delivered to the right people, in the right place within a reasonable time.

· The security requirements of distribution systems will be dependant upon the sensitivity or value of the output. 

· E.g. the output from a cheque writing machine would be subject to a higher degree of protection than period end budget reports.

Slide S15/28  : Report writers

This slide considers the control issues associated with a client’s use of report writing facilities to either  interrogate or change financial data. The following slide moves on to look at potential problems with  user defined reports.

A common utility/feature of modern financial applications

· Modern financial applications frequently include in-built report writing modules which allow users to specify their own customised reports.

· Automated reports could include trial balance reports, balance sheets and  profit and loss accounts

Allow users to pull the information they require from the database.

· Users can use report writers to specify what data they want from the database. Many report writing modules have a user friendly front end and an underlying database enquiry language such as SQL

Users can download reports onto spreadsheets

· Once users reports have been processed, they can often be downloaded into off the shelf spreadsheet packages such as Excel or Lotus.

· This moves into the area of end user computing (session 14).

Users should specify what standard reports they require during system development/ acquisition

· A number of control problems arise where users produce their own reports.

· Their actions are based on their own logic and their own timescales.

· If a client uses user defined financial reports, the auditor should review the use of such facilities and identify the risks which are specific to these circumstances.

Slide S15/29 : User defined reports

This slide identifies problems associated with user defined financial reports. The following slide identifies controls which should address these problems. 

· When systems are first set up, the client may not have predefined financial reports. 

· Users may be required to specify their own reports.

User defined reports are more likely to contain errors 

· User defined reports are more likely to incorporate errors

· They are not subject to the same rigorous testing as reports specified up front in the early stages of a system’s development.

Possible problems include:
Logic errors 

· The underlying  logic may be incorrect

· Users may not be competent when writing reports, e.g. lack of training, experience

Use of incomplete data

· All the relevant information may not have been accessed by the program due to software failure.

· Hence reports based on incomplete data.

Use of out of date data 

· The information may not be complete or up to date at the time of extraction 

· E.g. there may be some transactions still to be processed.

· Old versions of data files may be used in error.

Breaches of security (e.g. disclosure of sensitive information)
· e.g. sensitive or personal data may be extracted and disclosed

Slide S15/30 and Slide S15/31 : Report writing controls

Slides 30 and 31 identify report writing controls which should reduce the risks of incomplete or erroneous financial reports being produced..

Systems development controls
· At the system design stage a number of reports should prepared to demonstrate to the user  the accuracy of the system information and provide assurance that:

· all authorised input has been properly processed;

· only authorised input has been processed;

· transactions from other systems have been properly and promptly processed;

· transactions have been processed using the correct file versions;

· transactions generated by the system for input to other systems are correct 

· the data is correct and has not been corrupted in any way.

Printing of  extraction logic on reports

· The extraction logic, e.g. SQL which has been used to produce a report should be printed on the face of the report.

· This creates an audit trail and allows both users and the auditor  to carry out subsequent checks and reviews. 

· It may be prudent to restrict the selection criteria available to users to certain straightforward functions. This may reduce the risk of common logic errors.

Greater range of standard reports / criteria

· Users’ access could be restricted to standard selection criteria and report layouts which only require minor amendments.

· Standard reporting criteria should satisfy the majority of ad hoc reporting needs.

Restricting access to the report writer

· Many popular accounting systems include fairly sophisticated report writers. 

· Access and control over the use of any reports generated should be reviewed.

· Beware of report writing systems  which can write back to data-files.

· Access may be controlled by operating system or application access controls.

Monitoring use

· Management/ supervisors should monitor the use of the report writing facilities.

Date / time stamping reports
· Some indication should be printed on the reports to show how up to date the information is. 

· This would be application dependent

· Normally achieved with time and date stamps.

· Notes the time and date that the information was extracted and preferably the last time that the relevant file had been updated from each of its feeder systems.

· Where the file which the user is reporting from is static e.g. from a previous month end this would be reasonably straightforward.  

· Where the file which the user is reporting from is dynamic e.g. in mid-month data then some indication of status may be crucial.

Agreeing report control totals to data files

· There should be some indication that the program has accessed all of the relevant records on the file.

· Need to be considered for each individual application.  

· E.g.  where reporting is from a “static” file, a total of all records read could be printed and agreed to the control reports suggested at above. 

· Alternatively in a “dynamic” file there could be some message confirming that the total of records read agree to a control record held on the file.  This control record would in turn need to be reconciled to external totals on a periodic basis.

· Paramount in all the above is an acceptance by users of the need for such controls and a clear definition of the circumstances under which such controls need to be exercised and by whom.

Slide S15/32  : Real time systems

This slide identifies problems associated with the use of real time financial systems. The following slide looks at controls to address these problems.

Replacing batch systems

· Becoming increasingly common as managers demand up to date information.

· Increased IT performance has enabled development of real time financial systems.

Hence a loss of traditional batch controls

· Real time processing will not support many of the batch orientated system controls which management and auditors have traditionally relied upon.

Possible problems include:

Loss of the audit trail 

· Direct terminal input can result in the users’ failure to prepare or retain source documents with a consequent loss of the traditional paper based audit trail.

Less assurance that transaction input is complete

· Real time transaction processing eliminates the need to batch input 

· Completeness of input cannot be ensured through reconciliation of input and output batch totals.

Reduced need for error reporting

· Interactive, on-line editing removes the need for input error reporting 

· Not always possible to obtain audit evidence that validation routines are working.

Lack of control totals for run to run completeness checks

· Control totals are not generated by any of the functions of the system and so control over run-to-run processing cannot be established by this means.
Lack of feedback on when data is ready for processing

· Data is entered and retrieved from the system as required.

· Hence, a lack of reporting of complete data files which are ready for processing. 

· E.g. entering employee payroll amendments before an month end payroll run, the personnel staff may not know when all the amendments have been made.

Lack of controls for changes to standing data

· There is no formal procedure for the update of master file information and changes are not reported on a regular basis.

Slide S15/33 : Preventative controls in real time systems

This slide examines the various types of control in real time systems which reduce the risk of an error occurring.

There are a number of preventative controls which application designers can build into real-time systems

The controls are designed to reduce the risk of errors.
Logical access controls

· Logical access controls can be employed to prevent unauthorised access to modules, sub-modules or input screens. (see session 17)

· E.g.  password protection of the application and key functions

Real time input validation

· They can allow the application to validate input data at the time of entry

· Allows the immediate correction of incorrectly entered or rejected data.

Use of log files for reporting security incidents

· Log files can be used to record activity on the system. 

· Where logs files record security incidents, such as failed access attempts, they  act as a deterrent against the temptation to experiment.

· If users know their actions are being  logged they are less likely to try anything.

Integrity checking

· This control can identify inconsistencies at the earliest possible point in time. 

· E.g. an integrity checking control may be able to detect if any unauthorised  editing has been carried out to the datafiles of database using data amendment or editing tools. 

· This will reduce the risk of changes being made via back-door routes such as the operating system.

Slide S15/34 : Detective controls in real time systems

This slide looks at controls which may be used to detect when errors have arisen in real time systems.

Conventional control techniques may not effectively control information processed in real time applications. Alternatives controls may be considered. Several of the techniques listed below may be employed concurrently to achieve control.
One for one checking
· The entry of each transaction is confirmed individually by the initiator.

· This is only practical where a complete record of all transactions entered is available at a point subsequent to the entry of the data.

· Only suitable for applications which have a relatively low volume of transactions.

Retrospective batching
· Identifiable batches of information are constructed retrospectively from transactions already entered into the system.

· Batch totals are agreed to externally calculated totals.

· This control relies on the system being capable of collecting together the information and treating transactions as a batch.

Exception reporting
· Where transactions do not conform to pre-defined criteria, reports are produced

· Criteria for reporting include: large transactions, items without time parameters, information inconsistencies, reconciliation failures.

· Includes the inherent assumption that no action is required for other transactions.

Suspense account reporting
· All transactions which cannot be processed by the system in the normal way are posted to suspense accounts.

· Any suspense account balance should be reported and regarded as a prompt for action to be taken to resolve the processing problem

Comparison to external control accounts
· Information processed by the system is independently posted to a real control account outside the computer system.

· Reconciliation between this account and the computer system total relied upon to ensure completeness and accuracy of processing.

Slide S15/34 : Database systems

This slide considers some of the basic control issues connected with a client’s use of a database system to store financial records.

Ensuring the integrity of transaction data in a database may be reliant upon the controls within the general IT environment

· Many control difficulties identified in real time systems also apply to database systems.

· Database systems also have added problems in that the auditor will be required to rely to a greater extent on the general controls within the general computer environment (i.e. the computer installation).

Applications control the “front door” to the database, general controls restrict access via the “back door”.
· Application controls alone are unlikely to be capable of ensuring the completeness and accuracy of records in the underlying database systems. 

· Application controls may be effective in controlling what data is entered via the applications data input screens.

· However, they are usually unable to prevent “back door” alterations to the underlying databases. 

· E.g. use of editors, and interrogation software such as SQL. 

· The auditor should review the general IT controls to evaluate the controls that reduce the risk of users directly editing the database.

Appointment of a database administrator
· Clients may appoint database administrators to control access to the database.

· They carry out logical and physical database design e.g. design database tables

· They tune the database for optimum performance.

· They may control which users can access which data (read/write permissions)

· They identify, diagnose and  fix problems e.g. data conflicts, duplication.

· In order to effectively perform his/ her role, the database administrator is given a great deal of power and will be allowed access to all information on the database.

· The administrator will have high level access privileges and will be capable of performing many more functions than an ordinary system user.

· Technical role and normally part of the IT department, not user department.

Slide S15/36 : Database controls

This slide identifies controls which are commonly encountered in database systems. 

Restricted access to database utilities / tools
· Access to utilities should be restricted to authorised staff, i.e. database administrator. 

· They may control use of database interrogation tools e.g. report writers.

Rigorous testing of the database during systems development
· As it is very difficult to prove that database functions are actually working properly during the course of processing data,

· Therefore, great care required when specifying and developing database functions.

· Comprehensive testing should be carried out prior to system implementation.

Database integrity checking
· Relationships between data elements can be very complex and it is difficult to establish the integrity of the database and consistency of data relationships.  

· Checking programs may be run periodically to ensure integrity.

· It may be difficult to establish the cause and source of any errors which are found.

Maintenance of an up to date data dictionary
· The auditor should determine if the client’s data dictionary is up to date. 

Some trainees may need reminding of what a data dictionary is.

Data dictionaries are descriptions of the database. They hold the names and structures of all data types, and any constraints on data and which applications use the data.

Not accepting database reports at face value

· The completeness of database reports is dependent upon the accuracy of the pointers between data elements rather than the ability of an application program to read successively through a file.

· Therefore auditors should treat reports from database systems as exception reports whose completeness needs  to be proved rather than accepted without question.

Documentation
· The duties and responsibilities of all client staff involved in the administration and control of the database should be clearly specified and documented.  

· Database documentation should also include descriptions of the functions of all applications requiring access to information on the database.

Slide S15/37 : Database back-up and resilience

This slide identifies controls which may be used in an IT environment to ensure that a database transaction data is available.

Test back-up and recovery procedures

· Testing should include the testing of back-up and recovery procedures.

· Auditors should review documentation on recovery and back-up procedures. 

· Documentation should cover the various courses of action which may be taken to implement both short and long term database recovery.

· Testing and back-up plans should be clearly understood by all relevant personnel.

· If a database is updated in real time, then the status of the data included on back-up copies of the database is likely to be variable, depending  on the position of that data in the back-up sequence.  

· If the client has needed to recover the database from a back up source, the auditor should review the procedures adopted to ensure that transactions submitted during the back-up process are included

Database resilience
Checkpoint, dump, restart controls 

· where periodic dumps are taken as checkpoints and transactions are recorded between checkpoints. 

· When restarting, the system takes the last dump and reapplies the transactions.

Roll back and roll forwards
· Refers to the ability to undo transactions or reapply them.

· Allows the database administrator to determine the state of the database at any point in time.

Slide S15/38  : Distributed systems

This slide consider risks and controls associated with the use of distributed financial systems. Concerns arise as a result of the technology employed and the physical and logistical spread of data within distributed systems.

Use of distributed systems is increasing
· Use of distributed systems is on the increase. 

· Increased capacity and lower cost of communications systems has allowed previously unconnected systems to link together. 

· Software suppliers have developed new applications which take advantage of processing capabilities at both end of a network, i.e. client server.

Data is spread over networks so networking and communications controls are required.

· It is essential that it can be ensure that there is no corruption of the data in the course of transmission and that the files receiving data are completely updated.

· Most communication facilities provide automatic integrity checking mechanisms using a variety of parity and redundancy checking techniques which give a fairly high amount of assurance that the transmitted data is error free (session 12).

· It is important that any errors detected by these facilities are fully investigated.

· Reports of data transmitted and received should be independently produced, one at each location, for comparison purposes where this is practical. 

Require strong logical access controls and audit logging

· No longer appropriate to place substantial reliance on the physical access.

· Access should be taken to restrict access to authorised personnel at each location.

· The client should then consider the processing needs of each location. 

· Access restrictions based on the need to access information and facilities.  

· Preparation of a complex matrix matching requirements with facilities.

· The matrix should be centrally maintained and regularly updated to provide a record of the authorised users of all facilities available within the system.

· Logging of activity should provide sufficient details of updates performed. 

· This should allow the source of amendments to information to be established in the event of an error or a failure to successfully update the central database. 

· Close monitoring is required to allow system administrators to identify and rectify any difficulties within an acceptable timescale.

Slide S15/39 to S15/41: Data inconsistencies in distributed systems

These slides identify a problem with distributed systems, i.e. ensuring that all parts of the system have consistent data.

Mechanisms for resolving data consistency problems

· If copies of data files are maintained at different points on the system  the client should ensure that consistency is maintained.  

· There is more than one way in which this can be achieved.

Data updated on local copies
· In this case there will be complete consistency of data in all files at all times. 

· The control system co-ordinating activity must be capable of ensuring that all updates are properly reflected on each relevant file and of detecting and correcting errors where the update of one or more file copies is not successfully achieved.

Data held centrally and accessed remotely
· A central definitive version of the data file is maintained and all update programs will access only this file. 

· Local copies of the file are provided for enquiry purposes only and are overwritten by a copy of the central file at regular intervals. 

· Local files will be out of date at any point in time to the extent of all updates that have taken place since the  most recent copying from the central file

Session 16 : Masterfile and standing data controls

Slide S16/1: Session title

This session describes what masterfiles and standing data files are and why they are particularly important in financial systems. This session then goes on to identify controls which can be used to ensure the completeness and integrity of masterfile and standing data.

Method

Lecture, slideshow and discussion 

Timing

15 minutes

Equipment required

Overhead projector for viewfoils / audio-visual unit for Powerpoint slides

Whiteboard or blackboard

Flipchart

Handouts

Session 16 student notes

Standing data fraud examples

Slide S16/2 : Session objectives

The aims of this session are to:

· describe what are masterfile and standing data files

· identify controls which may be used to protect masterfile and standing data.

Slide S16/3 : Definition

This slide introduces masterfile and standing files by providing a definition of what they are. 

· The first issue to resolve is what are masterfiles and what is standing data ?

Masterfiles are reference data files which contain relatively permanent standing data.

· Masterfiles are data files which contain semi- permanent financial or reference data which may be used by several applications to process. The data stored in the masterfile is known as standing data. 

The reference data they contain may be accessed by several applications and used as an input to many transactions.

· Applications call upon the reference data in masterfiles to process their transactions. 

· E.g. a masterfile may contain standing data on the price of goods for sale. 

· When a sale is made the application requires the user to enter the variable transaction data such as the quantity of goods sold. 

· The application then calls upon standing price data in a masterfile and combines the unit price with the quantity to get the total value of the sale.

Slide S16/4: Standing data examples

This slide provides examples of standing data which is frequently encountered by financial auditors.

Ask the trainees to provide examples for each slide entry.

Pay rates
· Personnel history files

· Pay rates for each grade

Supplier details 

· Reference number or code

· Address

· Telephone number

· Terms and conditions of purchase

Customer details
· Name

· Address

· Telephone number Credit rating and terms

Bank details
· For automated transfers

· Bank account numbers

Inflation rates and indices
· Current cost accounting

Overhead rates

· By type of job, department etc

System administration data
· Password files

· Access control permissions and matrices

Account codes
· Chart of accounts

· Reporting codes

Slide S16/5 : The importance of masterfiles

This slide investigates why masterfiles are important to the client and the auditor.

Masterfiles contain reference data
· Due to their  nature standing data  is used to process many transactions.

Each data element in a masterfile may act as an input to many individual transactions

· For example the VAT standing data may be used to determine tax liabilities on hundreds or thousands of an organisations transactions.

· It is therefore very important that the standing data is right. 

· The auditor is concerned with standing data because one standing data error, combined with the systematic nature of computer systems will result in large errors in the client’s accounts.

Masterfiles need to be protected to ensure

Amendments  : Amendments to standing data are authorised

Accountability  : Users are held accountable for any changes made

Accuracy  : The standing data is up to date and accurate

Data integrity  : The integrity of the masterfiles is maintained

As standing data errors have a far reaching effect it is normal for the controls over the data to be more stringent than controls over individual transactions.

What can happen when Masterfile controls are inadequate ?

Ask the trainees to read the three examples of standing data fraud in their student notes. The examples are at the end of chapter 19.

The examples cover :

· Fictitious employees

· Standing orders

· Bogus pensions and annuities

Give the trainees 5 minutes to read the examples.

Answer any questions they may have.

Slide S16/6 : Masterfile controls

This slide identifies controls which can be implemented to reduce the risk of unauthorised changes to masterfiles.

To ensure that only authorised users can access, create, amend, or delete
Physical and logical access controls within the application and the operating system

· Controls to protect standing data have been covered in this module, i.e. physical & logical access (identification/ authentication resource protection and logging).

· Controls may be implemented at both the application level and installation level. 

· Installation controls should ensure that other computer users, e.g. IT operations staff and users of other applications cannot gain access to the data. 

· The application level controls should ensure that only  application users who need access to standing data are granted access.

Detailed controls include
Segregation of duties
· Those responsible for entering transaction data should not also have the ability to make amendments to standing data. 

· In the fraud examples losses occurred because users had the ability to set up standing data and then initiate transaction which rely on the standing data.

Amendment procedures, forms, authorisation

· Changes to masterfile data should be authorised.

· Need for procedures and controls for making amendments to masterfile data. 

· Could include filling out data amendment forms or having one user enter the amendment and another user (supervisor) commit the amendment.

· Where users have to request masterfile changes, it is common for reports on masterfile amendments to be printed out and sent back to the user for checking.

Identification, authentication, resource protection and logging

· Audit logs can help identify individual users who make unauthorised amendments. 

· Ideally the audit log should record what records or fields were amended, when they were amended, from what to what, and who made the amendment.

Management review and user feedback

· Management  should ensure that independent checks are made on masterfile data.  

· E.g. periodically check a sample of masterfile data for accuracy. 

IT CONTROLS REVIEW : GOSTF CASE STUDY

Summary of Strengths and Weaknesses

Organisation and Management Controls and Segregation of Duties.
Strengths

· An IT steering committee exists.

· The client has good personnel recruitment procedures.

· There is a proactive attitude to data integrity.

· The client is keeping up to date with new technology (EDI, EIS)

Weaknesses

· The IS Strategic Plan is not up to date.

· Inappropriate segregation of duties:

· The MIS Manager should report to the Board of Directors and not the Finance Director.

· The Security Admin. Manager should report to the MIS Manager directly and not the Systems Software Development Manager

· There are no formal procedures for the termination of staff employment. The Security Admin. Mgr is not formally notified by Personnel when employees leave. 

· Staff training is inadequate. Operations staff are not up to date with the features and functionality of new releases of the mainframe operating system. 

· Access to Payroll data is not restricted to appropriately senior personnel. GOSTF may not be complying with data Protection Act requirements.

· Internal Audit have never reviewed the adequacy of IT general controls, and do not have the knowledge or experience to adequately consider IT related issues.

· Attendance at the IT steering committee is sporadic on the part of some members.

· No policies exist covering End User Computing.

· There are no formal job descriptions for members of the IT department.

Issues for Specific Applications

· The Treasury Manager is the security officer for the RISC/6000 machine.

· The absence of the End User Computing Policies may affect the areas where users develop their own spreadsheets, specifically stock.
Logical and Physical Access Controls

Strengths
· IBM 3090 is covered by CA-ACF2 and care is taken when users are initially set up to ensure that their access is appropriate.

· The CA-ACF2 set up seems reasonably secure.

· LAN/PC access is well controlled by Novell security functions.

Weaknesses
· No access violation logs are run on a regular basis.

· No password history is maintained on the IBM 3090 or RISC/6000.

· The Treasury Manager is the security officer and the system administrator. The poor segregation of duties could allow him to commit a fraud.

· The Security “culture” in the Treasury Department is poor. Passwords are exchanged, terminals are left logged on and unattended, password changes are not required.

· Programmers have access to live data and programs on a permanent basis.

Conclusion
· Security is reasonable for the IBM 3090, good for the LAN/PC and poor for the RISC/6000.

Issues for Specific Applications 

· The integrity of the Treasury systems may have been compromised as a result of the poor controls over the RISC/6000.

· Systems Development and Program Change Controls

Strengths

· Good controls exist over transferring programs from the test to the production libraries.

· A form is used to record and track the program change request forms.

· Third party software is covered by licence/maintenance agreements.

Weaknesses

· No system development methodology is used for new systems.

· All application programmers have access to the production library to perform fixes.

· There is no escrow agreement with third party software houses.

· Application modifications are not prioritised, nor are they assessed to ensure that the projected benefits are able to be achieved.

· Documentation of in-house developed software is either out of date or non-existent.

Conclusion

· Control over system development appears to be relatively poor.

· Problems may arise with the implementation of the new Treasury and EIS systems due to the lack of a systems development methodology.  For example, poor time and cost control,  disagreements over functionality etc.

Issues for Specific Applications

· The Stock and Treasury  systems may become difficult to maintain due to the absence of documentation.

· No testing of the updated interfaces is planned for the new Treasury system.

· The packaged financial software may only have a limited life as no escrow agreement exists. An escrow agreement would enable GOSTF to obtain the source code if the software house stopped supporting the package (although this could be of questionable benefit if the escrow copy was not kept up to date, or GOSTF did not have the necessary skill base to apply it - new systems could be a better bet).

End User Computing Controls

Strengths

· EIS will be installed.

· GOSTF encourages users to make productive use of End User Computing.

Weaknesses
· There is no Quality assurance (QA) function performed on management reports being produced from data downloaded from applications on the IBM 3090 mainframe computer system.

· No computer virus checking is performed on foreign media introduced to the microcomputer/LAN environment.

· GOSTF appears to be in breach of software copyright laws. Several illegally duplicated versions of software were detected (especially games).

· There is no Standardisation of office automation applications. The Accounts Department use both Excel and Lotus for their spreadsheet needs and Word and WordPerfect for their word processing needs.

· A microcomputer hardware register has not been maintained.

· Microcomputer hardware purchases are not centrally co-ordinated through the MIS department. This has led to numerous makes and models being purchased in recent months.

· Document naming standards are not being used.

· Microcomputer backups are being performed on an ad hoc basis. Many microcomputers had not been backed up for more than 12 months.

Issues for Specific Applications

· Care must be taken with all applications where PCs are used to manipulate information downloaded.

IT Operations Controls
Strengths

· All operations are well monitored and the Operations Manager keeps a good track of special jobs.

Weaknesses

· Operations staff appear overworked. This has resulted in standard operational procedures being circumvented due to time constraints. For example, the daily tape backup log is not always completed when backups are performed.

· There is no internal help desk function to act as a first line of support for user problems and queries.

· IBM technicians have 24 hour unrestricted access to the IBM 3090 and RISC/6000 computer systems.

Issues for Specific Applications 

· N/A - a weakness in operations would impact on all applications.

IT CONTROLS REVIEW : GOSTF CASE STUDY

DRAFT FOR IMPROVEMENT
a) As a result of the Internal controls review work that the IT Audit Team have performed, certain issues have arisen which could be raised as possible management letter points.

To do:
As a result of the IT controls review carried out at GOSTF, you asked your IT Audit assistant to draft four of the IT Management Letter Points to be raised. She has passed her attempts to you for review.

Read the attached points and note areas for improvement. Redraft the two points agreed upon in the debrief session as you would prefer them to be written.

USE OF PCs AND END USER COMPUTING
Observation

GOSTF have not developed any procedures on PC policies and practice. They use PCs  for a number of end user computing operations including the production of management and other finance related reports. No checking of the reports is done.

Virus checking is not performed on PCs,  but users are told not to play games to minimise the chance of virus infection.

Users can backup their PCs to the Novell fileserver but this is seldom done. In addition, “stand alone” PCs are only backed up on an ad hoc basis. The warehousing department has designated a person to perform weekly backups of all PCs within that department. No other guidelines have been issued on storing diskettes, the need to keep “generations” of backups or data recovery procedures.

Implication

Without formal PC policies and practices, GOSTF may be exposed to data loss or corruption. By duplicating software, GOSTF may also suffer legal action by breaching software copyright.

Without a quality assurance function on Excel reports, improper management decisions may be made.

Recommendation

We recommend that standard PC policies and procedures are developed. 

We also recommend that a person is identified to perform a Quality Assurance function on all management reports. Someone at senior management level should make sure this is performed regularly.

To safeguard against computer virus infection, we recommend that GOSTF purchase and install virus detection software.

We recommend that all PCs are backed up on a regular basis. Checks may be made by Internal Audit to ensure users are performing this function on a regular basis.

Management Comment

This point is not specific; it does not relate to us

SEGREGATION OF DUTIES
Observation

Programmer/analysts normally use an automated programming utility to access production. However, this utility isn’t used when “quick fixes” are required. Also, the automated programming utility may be by-passed by programmers when performing general program modifications.

Implication

Access to production by programmers causes a lack of segregation of duties. This increases the risk of unauthorised or inappropriate program changes being made.

Recommendation

We recommend that programmer/analyst access to the live production environment is removed. Use of the automated programming utility, for transferring programs between production and test environments, should be made mandatory.

Management Comment

Your recommendation is not practical.

DISASTER RECOVERY PLAN
Observation

GOSTF does not have a formal written IT Disaster Recovery Plan.

Implication

A formal IT Disaster Recovery Plan is important to maintain critical application processing and other data processing services, and to minimise the cost of a disaster.

Recommendation

We recommend that a contingency plan be developed, documented and tested. As a minimum, the plan should be tested to ensure that recovery procedures operate effectively.

Management Comment

Disaster recovery planning is not feasible at this stage, however we will consider it in future developments.

FRAUD BY TREASURY MANAGER
Observation

The Treasury Manager is both the security officer and the system administrator for the Treasury system.

Implication

The Treasury Manager is able to alter data within the system using his system administrator access. He is also able to alter the data within the security log to remove all traces of his actions.

Given both these functions, the Treasury Manager can commit a fraud and cover his tracks.

Recommendation

The security officer and system administrator roles should be given to separate people. 

Management Comment

This is not practical.

IT CONTROL REVIEWS : GOSTF CASE STUDY

Management Letter Extract
1. USE OF PCs AND END-USER COMPUTING

Observation

PC Policies and Procedures

GOSTF use a number of PCs within the Finance area to perform a variety of accounting, management reporting and other finance related operations. We observed that PC policies and practices have not been standardised across the organisation.

A large number of PCs are also used to fulfil a number of end-user computing requirements such as uploading and downloading data and producing management and other finance related reports. The onus is on the user performing such functions to ensure that all procedures are properly executed and that all reports are complete and accurate. However, policies on data security, integrity and confidentiality have not been formally communicated to these users.

Virus Checking

Our review of PC usage and policies revealed that no virus checking is performed at the PC level. Whilst informal policies have been issued to users prohibiting the playing of games on PCs, we noted that employees were bringing in games to play at lunchtime, and copying these onto blank diskettes for others to use.

PC Backup

Our review of PC backup showed the following:

Users connected to the Novell fileservers have an option which allows them to backup the contents of their local hard drive to the local area network. However, most users are not aware of this function and consequently backup is seldom carried out.

Users operating “stand alone” PCs back up their local hard drives on an ad hoc basis, if at all. However, some departments, such as warehousing, have developed their own backup procedures which designate a person to perform weekly backups of all PCs within that department.

An organisation-wide  directive on the backup of PCs, locations for storing backup diskettes, the need to keep “generations” of backups and recovery procedures to be invoked in case of data loss, has not been formulated.

Implication

The use of PCs is becoming increasingly significant within GOSTF. Without overall policies and continual monitoring of user practices, GOSTF may be exposed to significant loss or corruption of potentially sensitive information, breaches of confidentiality and potential legal action through breaches of software copyright.

The lack of a quality assurance function on all data uploaded and downloaded for budgeting and management reporting purposes may lead to management decisions being made based on incomplete or inaccurate computer reports.

Recommendation

PC Policies and Procedures

We recommend that standard PC policies and procedures are developed and communicated in writing to all users. These policies should address:

the use of authorised software only and approval/purchase procedures for new software;

the use of PCs for non-authorised purposes (including the playing of games);

the hazards posed by computer viruses and the need to check all external computer media for possible virus infection;

security of data stored on PCs;

backup; and

the consequences if policies are not adhered to.

We also recommend that a separate Quality Assurance function is performed by someone other than the user performing uploads and downloads of data. This should also be reviewed by senior management.

Virus Checking

In addition to increasing user awareness of the potential hazards of computer virus infection, we recommend that GOSTF purchase at least one virus detection software licence for each department. Users should then be given full training in the use of this software.

As finances become available, we recommend that GOSTF investigate purchasing and installing memory resident virus detection software for all PCs.

PC Backup

Where connected, we recommend that users are required to backup their local hard drives to the Novell fileserver. This data will then be backed up as part of the normal MIS daily backup routine.

For PCs operating as “stand alone” computers, we recommend that users are made aware of the importance of performing regular backups and that these procedures be performed at least once per week. More sensitive data should be backed up on a daily basis. An effective method of communicating this policy to users is to incorporate it as part of a PC Policies and Procedures manual.

To ensure that PCs  are backed up on a regular basis, we also recommend that MIS investigate incorporating a backup routine as part of end of day procedures on all PCs. In the interim (and later on an ad hoc basis), we recommend that periodic checks are performed by GOSTF Internal Audit to ensure users are complying with the new PC backup policy.

Management Comment

Agreed

2. SEGREGATION OF DUTIES

Observation

Programmers/analysts have the ability to access the live production environment in order to perform “quick fixes” to live production programs in emergency situations.

An automated programming utility exists and is normally used by the programmers/analysts to assist them in the transferring of programs between production and test environments on the computer system and requires them to record the reasons for the transfer. However, it is understood that this utility:

is not used when performing “quick fixes”; and

may be by-passed by the programmers when performing general program modifications, if they so desire.

Implication

When programmers are permitted access to the live production environment a breakdown in segregation of duties occur. This lack of segregation increases the risk of unauthorised or inappropriate program changes being made. It also forces the company to rely heavily on the integrity of staff members to protect the production programs and data files from accidental or intentional corruption.

Whilst we do not question the integrity of MIS staff, management should be aware that the concentration of duties can render controls over data processing ineffective.

Recommendation

We appreciate that it is difficult to institute a thorough segregation of duties where staff numbers are limited. However, you should be aware of the lack of segregation of duties within the MIS Department and the related risks.

We recommend that serious consideration be given to removing programmer/analyst access to the live production environment. Use of the automated programming utility, used for transferring programs between production and test environments, should be mandatory. Programs should only be transferred back into the production library by a person in appropriate authority, such as the MIS Manager, after ensuring that any modifications made are authorised and have been appropriately tested and approved by the users.

Management Comment

Agreed.

3. DISASTER RECOVERY PLANNING

Observation

GOSTF does not have a formal written MIS Disaster Recovery Plan to document how the organisation would resume its computer and business operations in the event of an extended disruption in data processing services.

Implication

A formal MIS Disaster Recovery Plan is important to ensure the continuity of critical application processing and data processing services, and to minimise the economic impact of an extended computer disruption of data processing services in the event of a disaster. Whilst we understand the practical constraints of developing a detailed plan we believe that the drawing up of at least a basic document covering the necessary points is a worthwhile exercise, in order to establish the actions to be taken by management, MIS personnel and users in the event of a disaster.

Recommendation

We recommend that GOSTF perform a business impact study of the effects of an extended disruption in data processing services for critical applications and information streams.

Based on the results of this study, a basic contingency plan should be developed, documented and periodically tested to ensure continuity in data processing services as needed in the event of a disaster. As a minimum, the plan should be tested to ensure that recovery procedures operate effectively. As a minimum, the plan should describe the following:

objectives and scope of the plan;

plan activation and notification procedures;

emergency recovery roles and responsibilities;

user interim operating procedures;

insurance coverage, backup procedures and data recovery procedures;

vendor contact list;

inventory of forms, magnetic media, hardware, software, equipment and supplies;

testing procedures;

plan maintenance responsibilities.

Management Comment

Agreed.




� As per the US Government’s National Information Assurance Glossary, strong authentication is defined as a layered authentication approach relying on two or more authenticators to establish the identity of an originator or receiver of information.
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File types include �:-  is a plain file                   c  is a character device (e.g. a printer)



d   is a directory                   b is a block device (e.g. a disk or tape)



File permission include



r     read permission : where a user can open a file and read its contents



w   write permission : where a user can overwrite a file or modify the contents of an 



      existing file



x    execute permission : allows a users to run a file or application
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