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Government Office Supplies Trading Fund (GOSTF)

Instructions to trainees

This case study is an integral part of the IT controls module. The case study is designed to enable trainees to apply the theory learned on the course to a fictitious organisation.  This document should be distributed to the students at the end of the first day of the IT controls module. Trainees should read the document overnight and be familiar with the facts. This should enable trainees to derive maximum benefit from the training.

Work Required

Your Assignment Manager of your SAI has asked you, as the new IT auditor, to provide her with a description of the client’s computer systems. She has no particular preferences and would accept either an IT systems overview diagram, so that she can see at a glance, the client’s IT set-up, or a narrative description.

From the information in this case study, you were required to prepare a systems overview diagram detailing the hardware, the network configuration and the application systems running on each platform. For the purposes of this case study a hardware configuration chart has already been prepared and is provided.

Throughout the IT controls module you will be required to use the information contained within this case study to gain practice in identifying and discussing strengths and weaknesses within the general controls environment. As this module is divided into sessions, each  covering a different aspect of general IT controls, the case study will be used in several sessions to illustrate issues particular to each session.

During the module, you will be required to list any IT general control strengths and weaknesses identified, with a view to preparing a schedule of formal management letter points which may be issued to the client.

Suggested solutions will be provided by the course leader during the course.

If you have problems understanding the case study you should ask the course leader for assistance.

1.  AUDIT OVERVIEW

1.1  Client background

The Government Office Supplies Trading Fund (GOSTF) was established in 1985 under the provisions of the Government Trading Funds Act 1973 and the Government Office Supplies Trading Fund Order 1985. The main operations of the GOSTF are the procurement and production of office stationery, supplies, furniture and fittings for provision to government departments, local authorities, nationalised industries and other public service organisations.

GOSTF operates along commercial lines within a competitive environment (i.e. the client competes for business with private sector stationary and office supplies suppliers) . Although losses occurred in the first few years of operation, the business in now well established and reasonably stable.

In June 1994 the Government Office Supplies Trading Fund (Amendment) Order 1994 extended the operations financed by the trading fund to include the provision of office stationery, supplies, furniture and fittings to public services and bodies of a like nature outside the home country. Overseas sales in 1995 were £5 million, accounting for one per cent of GOSTF’s turnover.

At the same time, streamlining of operations has resulted in many product lines being imported from cheaper foreign markets, primarily Asian and Eastern European,  rather than manufactured internally or purchased from traditional local suppliers. The resultant exposure to significant foreign exchange gains and losses from international transactions led to the formation of a Treasury Division in 1993, located in Winchester-on-sea.

GOSTF still maintains a manufacturing division at Low Wycombe, responsible for the manufacture of furniture and custom-built shelving units and other office fittings.

Today the GOSTF has the following key operational areas:

· Accounts (incorporating Receivables, Payables and General Ledger);

· Buying;

· Manufacturing;

· Stock/Warehouse;

· Sales and Client Liaison; and

· Treasury.

1.2  Main business

GOSTF supplies office stationery, supplies, furniture and fittings to central government departments, local authorities and, increasingly, foreign public sector organisations. Sales are by mail order and via a team of representatives who visit clients at their premises.

The market is fairly stable, although the demand for furniture and fittings tends to fluctuate in line with the economic outlook. GOSTF has been caught with large stocks of furniture manufactured in anticipation of demand for new or decentralised office developments planned at the height of the property boom. The recession of the late 1980’s and early 1990’s has meant that such business expansion has been put on hold. Although such stocks have been heavily provided for in the financial statements to date, GOSTF is confident that, with economic recovery now underway, they will be able to clear old stocks. 

1.3  Recent and significant developments

The development of overseas markets has not been without difficulty. GOSTF’s rush overseas to find new markets and customers has necessitated a balance be struck between the need to increase sales and develop new markets, and the significant risk of bad and doubtful debts due to inadequate credit control. Shipping delays and bankrupt suppliers are also a concern.

1.4  Audit objective

Our objective is to conduct an audit in accordance with International Auditing Standards in order to form an independent opinion on the financial statements of the Government Office Supplies Trading Fund.

1.5  Inherent risk assessment

From prior knowledge of the client, its activities, the systems of management , the internal controls environment, the experience of key employees and past years’ unqualified financial audit opinions, we have assessed inherent risk as low.

1.6  Significant /critical audit areas

The critical audit areas are deemed to be as follows:

· Stock obsolescence provision;

· Doubtful debts provision; and

· Cash flow.

GOSTF buyers constantly review stock lines, and must take into consideration historical performance, turnover, forecasts and the potential for selling stock at or just above cost to major clients. There is a risk of inaccuracies and significant errors in the valuation of stock items. The year end provision for stock obsolescence can involve a high degree of uncertainty.

Potential for bad debts is high. In money terms the total of the debts to overseas clients (and, in some instances, suppliers) is significant - although not as high as the sum of debts owed by established clients. Therefore, we must ensure that the client’s analysis of the aged debtors ledger is thorough and bad debts are identified and treated accordingly.

1.7  Audit background and approach

We will follow our usual financial audit approach in the audit of GOSTF. The last review of IT was carried out four years ago and updated in subsequent years. This year we will conduct an IT system review from scratch. We  will carry out a high level review of the client’s overall IT system. If necessary,  IT auditors will then carry out assessments of the general IT control environment,  and application control procedures and account area risks. The results of these IT controls assessments will feed into the lead auditors overall control  assessment.

IT auditors are also to investigate the possibility of data extraction for use in CAATs .

1.8  Client contacts

The principal client contacts are:

Daniel Doolittle 
-
Chief executive

Aaron Dolphin   
-
Finance director

Graham Irish      
-
Operations director

Sonia Smith        
-
Financial controller

Alistair Green     
-
Accounting manager

Henry Wannabee
-
Internal audit manager

1.9  Audit staffing

The audit team will comprise:

Sue Ferrers       
-
Assignment Manager

Pam Robertson 
-
Audit Supervisor

Mauro Russo    
-
Audit Assistant

John Gaul          
-
Audit Assistant

Stuart Fish         
-
Audit Assistant

Sarah Parker      
-
Audit Assistant

Initial audit planning is expected to take between 3 and 4 days during September. The plan should take up to a week to prepare and should be finished by mid December. From previous years audits we expect interim testing to take place during the first 2 weeks in February. Final audit testing and audit completion should take three weeks in June.

1.10  Scope for other audit work

Over the years the client has requested that we provide advice on a wide range of matters including the liquidation of redundant operations, accounting for foreign currency transactions, segmental accounting requirements and Value added tax (VAT) support. Where the client requests assistance on other audit issues, the request should be directed towards the assignment director for evaluation and a decision.

The client has recently suggested the possibility of a secondee being assigned from the SAI to the client for a period of 2 years. The position on offer appears to be as a junior manager within the client’s internal audit department. Detailed negotiations are being handled by our personnel department and enquiries on any progress should be directed towards that department. 

1.11  Client relations

GOSTF is a market leader in the European office supplies industry. Client management is fairly demanding and expects a high standard of performance from the audit team. 

We must demonstrate to the client our continuing high level of commitment through the audit and any additional services we may agree to provide.

As part of this commitment we have put in place the following client relations schedule:

October
-
Provide client with a summary of our plan, including 



timetables.

February
-
Perform interim testing where appropriate.

May

-
Perform final audit. Discuss with client management letter 



points as they arise.

June

-
Sign off the financial statements. 

July

-
Issue final management letter.

1.12  Audit fee

The audit fee for this year for GOSTF will be £ xx,xxx

Maurice Norbert 

Assignment Director

2.  Notes from discussions/interviews with GOSTF staff

2.1  Introduction

As detailed in the Audit Overview (section 1), a high level review of the client’s overall IT system was carried out by the financial auditors. The results were considered by Sue Ferrers, the Assignment Manager, and Pam Robertson, the audit Supervisor. Due to the complexity of the IT system, its impact on the financial systems and the number of systems under development, they decided that a detailed assessment of the IT control environment and entity risk should be carried out by IT audit specialists. We have therefore been requested to carry out such a review. The results of this assessment will be used to complete the IT Controls Checklist Parts A (IT background) and B (General IT controls environment). Part C of the IT controls checklist will be completed on key applications at a later date.

In preparation for this IT Controls review we sent a letter to GOSTF’s MIS Manager indicating the main objectives of our work within the context of the overall financial audit, and to arrange an initial meeting. We also requested that the following additional information be forwarded to us before we commenced the review:

· Hardware and software details (GOSTF reply at Appendix 1); and

· MIS Organisation Chart (GOSTF reply at Appendix 2).

We then conducted interviews with the following personnel:

· MIS Manager;

· Security Administration Manager;

· Operations Manager;

· Treasury Manager;

· PC/LAN Manager;

· Applications Development Manager; and

· Internal Audit Manager.

No attempts were made to speak with any of the business application users, due to the various timing and budgetary constraints. These personnel will be interviewed when key applications are reviewed. However, from their field observations the audit team told us that there seemed to be a number of problems with the level of user support provided by the MIS department.

The results of our interviews, additional observation and walk-through are documented in the following sections.

2.2  Senior management direction

The senior management of GOSTF seem to be very conscious of the benefits of computerisation. They are aware that their competitors are using the latest IT resources to streamline their businesses and generate improved management information. Hence, over the past six years they have computerised all management information input, processing and reporting needs. Their continued commitment to the ongoing use of IT is evidenced by the EDI pilot purchase order placement project which is currently underway. 

An IT Strategy document was developed some 18 months ago to address GOSTF’s Information system (IS) needs and goals over the following 3 years. In formulating this plan, a fairly comprehensive assessment of all business requirements was made. Available and possible future technologies were also evaluated in determining their future IS development direction. However, this section now seems to be a little out of date since it has not bee updated or recently reviewed to ensure its assumptions remain valid. The plan was shown to us by the MIS Manager, although we were not given a copy for our files as the document is considered confidential.

Another more recent initiative of the MIS Manager was to form an IT Steering Committee, made up of representatives from MIS and user departments. This steering committee was established six months ago and now meets on the first Tuesday of each month.

A report from each meeting is sent to the Finance Director who is responsible for reporting IT matters to the Board. The main topic covered seems to be discussion of progress on new systems development projects, currently the EIS and EDI pilot systems. Attendance at the committee meetings was initially good but interest appears to have waned. Consequently the MIS Manager has to remind and positively encourage members to attend the meetings on a regular basis. Steering Committee members include:

· MIS Manager (chairman);

· Group Financial Controller;

· Warehouse Manager;

· Application Development Manager; and

· Treasury Manager.

2.3  Organisational structure

A copy of the most up-to-date organisation chart was obtained for our files. [Refer to “MIS Organisation Chart” at Appendix 2.] A deputy for each manager has been assigned within each department. No staff have responsibilities outside the IT department.

2.4  Personnel policies and procedures

GOSTF has structured employee selection techniques for use when hiring staff. These techniques involve a number of key procedures, including:

· critical review of the applicant in terms of background, relevant experience; and

· at least two interviews with management.
All applicants are initially interviewed by the Personnel Manager and then by the department manager for whom they will be working.

Managers’ remuneration is not based on GOSTF’s results. Some have expressed dissatisfaction with the absence of bonuses for managers and staff when directors appear to receive a large annual bonus payments.

There are plans to draw up current job specifications for all personnel, but the Finance and IT departments have not yet been covered. 

Staff are generally well motivated and in recent years staff turnover has been low. 

GOSTF does not have any formal procedures for terminating staff employment. In addition, the Security Administration Manager does not receive any formal notification when employees leave the firm, but he indicated that he is often informally aware of people leaving, especially in those departments where he knows the department manager very well. He makes sure that user profile listings are reviewed at least annually (more frequently if he has the time) to ensure that only bona fide employees are listed on the report.

GOSTF has not allocated many resources to employee training. Training has traditionally been seen as a low priority as GOSTF attempts to employ staff who already have the required skill and experience. This attitude is especially prevalent in the MIS department. 

However, the MIS Manager reported that a number of recent system problems (crashes) have really been due to the fact that operators have not been able to keep up with the features and functionality of new releases of the mainframe operating system. The MIS Manager told us that he was finding it difficult to send his operators on external refresher courses as his annual budget has been drastically reduced over the last few years.

2.5  Outsourcing policy

GOSTF’s payroll is processed by a third party payroll bureau. 
Each month a magnetic tape and hard-copy report are produced from the IBM 3090 computer system detailing the client employees to be paid. One week before the month end, both the tape and hard-copy report are couriered to the payroll bureau for processing. 
Staff salaries are paid electronically. The payroll bureau has authority to withdraw funds from GOSTF’s main bank account and make payment direct to the employee’s nominated bank account. This usually occurs on the first day of each month.
An independent audit of the payroll bureau service is performed annually by Bloggs Chartered Accountants. To date Bloggs have issued unqualified audit reports. 

There are at present no plans to outsource the main IT processing function.
2.6  Legal and regulatory issues

Employee tax codes, National Insurance Numbers and pay rates are stored in two locations: 

· in GOSTF’s Personnel application system, to which all Personnel staff have access; and

· at the payroll bureau.

GOSTF are happy about the security of data stored at the bureau, as they rely on Bloggs’ independent audit.

New employees are required to sign a declaration stating that they are aware of GOSTF’s policies on the use of unlawful software.

2.7  Internal audit

GOSTF have a small Internal Audit Department made up as follows:

One senior manager. He is a qualified chartered accountant, employed by GOSTF seven years ago, and has total auditing experience of 13 years.

One supervisor. After working with the audit division of a large Chartered Accounting firm for 2 years, she joined GOSTF just 4 months ago. She is a part qualified accountant and has decided not to continue her studies.

Two junior staff. Both graduated from College last year with accountancy degrees. They intend to study for professional accountancy qualifications.

Aside from the one of the new graduates, none of the other Internal Audit personnel seem to have any knowledge or practical experience of auditing computer-based systems. The Internal Audit Manager is conscious of this and is keen to use the new graduate’s knowledge to build on his department’s awareness of IT auditing issues.

Internal Audit reviews in the past have always concentrated on manual and operational procedures and controls, and the Internal Audit Manager acknowledged that he and his team have effectively “audited around” the computer systems. A review of the financial and operational Internal Audit programme and associated working papers indicated that extensive testing in these areas had been performed, and our own audit team may be able to rely on this to reduce the extent of their own audit work.

However, due to the lack of IS knowledge, the audit programmes and testing have never addressed any IT general control or application control issues.

2.8  Documentation policies

GOSTF does not have any formal policies on system documentation or on documenting policies and procedures. Managers are left to establish their own standards.

All staff are issued with a procedures manual when they join GOSTF. The manual covers the normal areas of working practice and also has chapters devoted to PC hardware and software security.

2.9  Security policies and procedures

GOSTF’s security policies and procedures are laid down in writing in an IT security document. Aspects of security include:

· users are responsible for the physical safety of their machines;

· users are not allowed to load unlicensed software or use illegally copied software on the computers; and

· all software received must be checked for viruses prior to installing.

Further, all staff are required to sign a declaration form regarding the confidentiality of data when they join the company.

There are no formal mechanisms for monitoring compliance with the security policy. 

Responsibility for IT security matters is assigned to the security administration manager, who reports to the MIS manager via the systems software development manager.

2.10  Computer Operations

GOSTF’s  IT department employs 5 computer operators to supervise and maintain operations of the IBM 3090 mainframe computer.

Operator work in shifts as follows:

2 operators

6am  - 2pm

2 operators 
2pm  - 10pm

1 operator 

10pm - 6am

The computer department continues to operate at weekends. Operators work weekend shifts, however only one operator is present for each of these shifts as computer processing activities are not as high.

The operations department has produced its own documentation on how to operate the system. The guides appear to be reasonably comprehensive and are used extensively. The guides are updated when changes are made to operating procedures or the systems.

2.11  Job Scheduling

Numerous computer processing jobs on the IBM 3090 mainframe are required to be run at specific times of the day or month, and many jobs are dependent on prior completion of other jobs. For example, end-of-day procedures must be run to update the Accounts Receivable sub-ledger for each day’s sales. End-of-month procedures are required to close off the General Ledger. 

All computer processing jobs are performed by Computer Operations staff. Scheduling and monitoring of regularly run daily and monthly jobs are performed by the Operations Manager. The operational manager notes down jobs run on a flip chart. However, no processing logs are produced and compared to the jobs on the flipchart.

Any additional or ad hoc computer process runs must be submitted with the appropriate forms authorised by the departmental manager. Once again, the Operations Manager schedules these runs. A whiteboard in the Operations room appears to be an effective tool to highlight unusual job runs on a daily basis as well as special scheduling requirements for the overnight Operations staff to monitor and control.

The turnover of operator staff is quite low. The most recently employed operator commenced 2 years ago. However, the workload seems to be quite high and, according to the Operations Manager, there will be more and more special run/job requirements in future. Furthermore, the workload may  increase significantly if payroll processing comes back in-house.
Also, to date GOSTF has been unable to justify the cost of employing staff to man an internal help desk function. As a consequence, all user queries are answered initially by operations staff. This has placed additional pressure on these personnel and a number of operational procedures have not been properly completed. For example, we observed that the manual daily tape backup log is not completed by staff after backups are performed.

2.12  Input/Output Control

All data input is performed by departmental end-users, e.g. staff in finance input financial transactions, staff in stock control input stock movements. The computer department has established a policy whereby they are custodians of the applications and data, but are not responsible for any data input.

Mainframe reports are printed on high speed printers in a separate print section in the computer area. Operations staff separate and organise reports and place them in relevant pigeon holes (located just outside the MIS area) for collection by users. Dispatch is made by the “address” on the banner page of the report.

2.13  Technical support

A direct communications link (modem connection) is maintained with IBM for technical support of the 3090 mainframe computer and the MVS operating systems software. The technicians on the IBM Helpdesk are able to dial into the GOSTF computer system at any time of the day to provide support and maintenance. The Operations Manager seemed fairly happy with the level of support being provided and are content that the IBM users must use a maintenance password to access the system.

2.14  Systems development and change management

Application program changes (either minor enhancements or bug fixes) are often required for in-house developed applications such as the stock accounting system. All source and object codes for different applications are stored in separate libraries on the mainframe computer.

Requests for changes to software must be accompanied by a change request form which is required to be approved by the application owner. GOSTF has adopted the concept that all applications are owned by their users. This means that for each application there is a user designated as “system owner”. For example, The Stock application is “owned” by the Stock Control Manager, the Accounting applications are “owned” by the Financial Controller and so on. It is then the responsibility of each system owner to ensure that their applications meet their individual business requirements and to authorise any changes made to these systems.

Changes are categorised according to their cost and impact. Where these are significant, the change must be approved by the IT steering committee. 
Application programmers can access the application source code at any time. However, only operations staff can perform program migrations of program code into the production environment. Operations staff also ensure program libraries are updated with the correct version of source and executable code. There does not appear to be a designated librarian resource within the MIS department, with the responsibility being shared by the Operations staff who regularly update the program libraries.

GOSTF make use of standard, off-the-shelf third party packages for all systems except Stock and Treasury. Standard packages are used for:

· General Ledger;

· Accounts Payable;

· Accounts Receivable; and

· Fixed Assets.

The Stock system was developed nearly 10 years ago, and written in COBOL, using a standard systems development methodology. We were told this methodology involved a number of relevant users, and covered accepted specification and testing procedures. However, only very basic systems and user documentation was produced. Over the years the basic systems documentation has been added to on an ad-hoc basis. Apparently, it has not been updated for a long time.

The programmer who did most of the development and coding left the company “X" years ago , and it seems that most of the users who were involved in the development are also no longer with the organisation. 

The Financial Controller has used parts of the system for a number of years, but admitted that some elements, especially the complex stock obsolescence module, did not seem to be fully understood by anyone in the company, especially since the available documentation is well out of date. She added that since the system has been there for a number of years, they are fairly confident that it is doing what it should and anyway, they don’t need to use the obsolescence module any more because stock ageing is done using a different method now.

The client changed the stock ageing procedures and methods a couple of years ago. The Financial Controller discussed changing the mainframe system programs to reflect this change, but it seems that, at the time, there was a backlog of programming work and MIS thought it might take some time to programme the changes and test the amended programs. Senior management were pressing for the new information, so the Financial Controller decided to simply download the required data off the mainframe and develop an Excel report herself. This was intended to be a stop-gap arrangement which would operate for a short time. However, senior management liked the Excel report and the Financial Controller gained recognition for getting it done so quickly. Consequently the figures have been produced that way ever since.

Some enhancements still need to be made to the system from time to time, and also new reports are requested. The Applications Development Manager told us that sometimes users request a new report to be produced when there is already one available which would be adequate for their purposes. He gets annoyed because his staff have to waste time explaining the situation to users when they could be concentrating on other, more important, work.

Users are required to complete a “Change Request Form” which details the program they wish to change, what that change is and why they require it. These forms must then be approved by a head of a department to confirm that they are desirable before being passed to MIS.

MIS will only contact the user again if the change is not feasible, or to inform them that the change has been made.

Changes are performed as they are received, even though this causes arguments with user departments who sometimes consider their needs are more important than others. The MIS Manager agreed that a first-come first-serve basis was not always ideal, especially when some changes are time-consuming and don’t always provide the benefits envisaged. He would like to be able to order changes according to importance, but indicated that he doesn’t have the manpower or systems to do it at present.

It appears that MIS process each change request on an individual basis. They do not attempt to “bundle” changes into a new release of a system.

The computer operations staff are responsible for all program transfers between Development/Test/Production and only they have the password privileges to perform such transfers.

A new source control application package (supplied by IBM) has recently been installed. This application automatically controls the release of application source code ensuring that only one person (usually an application programmer) has access at any one time. Another feature of the application is version control. This allows programmers to review any version of the source code since it was initially registered with the source control application.

Source code to the EIS application currently under development is not controlled by the new source control application as the EIS application is based on new CASE technology. The programs generated by this technology do not meet the storage requirements of the source control application.

All application programmers have access to the Test and Production environments for emergency application fixes. These are sometimes required so that regular daily processing is not halted by errors in one particular program, especially for the critical Stock system. We were told that GOSTF has no formal or documented procedures for dealing with emergency fixes. A informal system controlled by the MIS manager has developed over time.

The Applications Development Manager told us that, in general, users do not sign off application program changes. He explained that this is often because it was felt that they wouldn’t understand the nature and complexity of the system, or that sometimes the change made was very minor, or related to problems that the programmers themselves had identified.

2.15  Planned systems development activities

Discussions with the Application Development Manager revealed the following systems under development:

· A new Executive Information System (EIS) is being developed by MIS using CASE (Computer Assisted Software Engineering) tools and technology, hence the standard systems development methodology applied to the Stock system cannot be used. An alternative systems development  methodology has not been implemented. At best, a “prototyping” approach could be said to have been adopted. This system will be designed to enable more effective decision-making by senior management through the provision of up-to-date information on various aspects of the client’s operation with data gathered from the existing systems. 

· An EDI pilot project is underway for the electronic purchasing and payment of stock, as well as raw materials required for the manufacture of furniture and fittings. This is a relatively new and fairly exciting mode of operation for the whole industry and as such, it is expected that the EDI pilot will run in parallel with existing manual purchasing procedures for a few months. If successful, management are considering going live with the operation before the end of the year. GOSTF are currently using UK Telecom as their network service provider and “mailbox” (GOSTF send and receive order and acknowledgement EDI transactions which UK Telecom collate and despatch on behalf of GOSTF and various other traders). GOSTF plan to join the national EDI Association to get further information.

· The new Treasury system to be used by the Finance Division is nearing completion. It was commissioned by the head of Finance because of user dissatisfaction with the existing system which was a over ten  years old. The old system had been written specifically for GOSTF by a consultant with Treasury experience. However the applications had never been satisfactorily maintained. The accompanying documentation was very basic. The new application is written in C and is based on an Oracle relational database management system (RDBMS). The Treasury system is being developed using the latest Rapid Application Development tools and techniques.. Three contract application programmers are now performing final modifications and final testing is expected to begin in the near future. Although the Internal Audit Manager was involved at the outset of the project as a result of management recognition of the importance of the application (to help decide what would be the best approach to take and contribute to the first iteration), he has since been very busy on other review work and has not kept up-to-date with the project status. He admitted to us that he doesn’t really have the time to get involved any more, and he always felt a bit out of his depth when the programmers started talking about “relational keys” and “unit testing of function modules”….etc., so he tends to leave things to the Treasury Manager who seems to understand computers a bit better.

· Routine application changes are performed for the stock application. These changes are usually required to provide additional reports required by users of the system.

2.16  Systems documentation 

Our review of the standard user and technical documentation supplied with the Accounts Payable package revealed that it had not been updated at the same time that a major application upgrade was received from the distributor. This update took place six months ago.

All other third party application documentation appeared to be up-to-date and reflected the most recent version of the software. 

There is no formal user documentation in place yet for the new Treasury application to be run by the Finance Division. The Treasury Manager explained that there just had not been any time to develop this up till now, because the project implementation deadlines are very tight and all their efforts are being concentrated on completing testing and getting the system in on time. However, the menus of the new system are similar to those in the old one (although the new system will be much easier to use and offer greater functionality). He also said that some of the main people who will be using the live system have been involved in the system development and already know how the system works, so the issue of user documentation hasn’t been considered as a high priority. He indicated he would try to put some documentation together when time and resources became available.

2.17  Third Party Software

The financial software used by GOSTF is standard third party software (which has been modified by the software house to allow it to interface with the existing stock and treasury systems) and has been developed for the industry. As such, formal third party software evaluation techniques were not considered necessary. Management appear to very happy with the operational and reporting capabilities of the software chosen.
The financial software package “Accounts Plus” has been further updated to allow it to fully interface with the new treasury system. GOSTF pay a regular licence fee which covers upgrades and maintenance. However, the new interfaces are outside the scope of that licence and a further fee has been paid. It will not be possible to test these interfaces until the new Treasury system is complete. The Treasury Manager admitted that he had not considered how the testing of the interface will be performed.

GOSTF do not own the source code for the financial software and have not made an Escrow agreement with the software house.

2.18  Database administration

GOSTF are well aware of the sensitivity of their data to maintain operations and to provide an advantage over competitors. The Database Administrator (DBA) regularly (monthly) updates database indexes to minimise the possibility of data integrity errors.

2.19  Local Area Network and the use of personal computers

A Local Area Network (LAN) comprising of 25 personal computers and a Novell fileserver was installed last year in the Accounts Department. The local area network interfaces via a gateway with GOSTF’s wide area network. In total approximately 600 dumb terminals are connected to the IBM. There are also a few stand-alone PCs in the Accounts Department and in other departmental managers’ offices.

The network and communications system is controlled by the network manager and three junior staff (one assigned to each system). There have been concerns that the performance of the network is deteriorating, with slower data transfer of data. The network manager is currently investigating the problem with network monitoring tools.
In addition to some standard Excel spreadsheet reports, which have been produced for some time, GOSTF senior management have recently requested new information in an easily understood format (they won’t wait until the EIS is ready).  The Board has requested that they be provided management information and statistics in the form of summary analyses (including tables and graphs).
To achieve the reporting format required by senior management, data is downloaded on a weekly or monthly basis from the Accounts plus package on the  IBM 3090 mainframe to a personal computer via the LAN. Clerical staff then import this data into Excel spreadsheets for manipulation and presentation changes.
Standard download routines have been developed by MIS for users to use at will, and these are provided in a menu format on the LAN PC terminals.
Our audit team told us that a concern was expressed recently when one of the totals columns on an Excel-based Board Report did not add. It was found later that one of the Accounts Department clerks had inadvertently deleted a row of information from the spreadsheet before printing the report. 
When we spoke to the Application Development Manager. He reported that there is no quality assurance (QA) or checking function performed on these Excel-based reports since they are the responsibility of the users. Also, there are no policies or procedures in the staff manual covering the use of user developed spreadsheets. 

No-one in the Accounts Department independently checks the reports or the Excel logic, partly because Excel is a relatively new application within the Accounts Department, and there are not many people who seem to understand it very well. One of the clerks tried to get some help from the Helpdesk but they never got back to him. The Accounts Payable staff still prefer to use Lotus as they are more familiar with the product.
Word and WordPerfect word-processing applications are also used by the Accounts staff who are most familiar with these applications.
Discussions with MIS revealed that there is no PC hardware register. This is because microcomputer hardware purchases are not centrally co-ordinated. It is up to each department to purchase their own PCs if required, depending on their needs and budget constraints. MIS will give users advice if requested.

Document naming standards have never been considered. Our audit team have also told us that, from their observations during the audit, no virus checking is performed on diskettes received from other locations. However, virus detection software has been installed and is regularly used on the Novell local area network. 

Backups of data files stored on PCs is also done at the user’s discretion and does not appear to be regularly performed. However, the Novell LAN fileserver is backed up on a regular basis.

While performing their field work, the audit team noted that employees were bringing in computer games to play at lunch-time. Some of the games were also copied onto blank diskettes for others to use either at home or at work. 

GOSTF are considering a connection to the Internet.

2.20  Physical and environmental controls

The MIS Manager provided a quick guided tour of the computing facilities at GOSTF. The following points were noted:
· Physical access to the client’s premises is restricted by security guards (at night) and electronic surveillance equipment (CCTV);
· A separate computer room was built to house the IBM 3090 computer system and related peripherals. This room has a separate air conditioning system (which also controls the level of humidity), a water sprinkler fire prevention system, smoke detectors and movement detectors to prevent unauthorised access (although this feature is seldom used as the MIS area is manned 24 hours per day);
· Key-pad access control system is used to restrict entry to the MIS area. However, at the time of our review, the key-pad was faulty and the door was propped open by a chair;
· The IBM RISC/6000 and Novell LAN are much smaller computers and do not require the controlled physical environment of the IBM 3090. Both of these computers are located in their respective general office areas (under desks). 

2.21  Logical Access Control

Logical access control on the IBM 3090 is controlled by RACF, a very sophisticated and comprehensive piece of security software written for such large mainframe computers. It was installed soon after the 3090 was acquired, and regular upgrades are received from the software suppliers. The Security Administration Manager monitors and controls this application.

All users on the 3090 have individual user IDs and passwords, except for the warehouse where they have group access from the same logon (i.e. a single user ID and password which is used by all warehouse users). This is to stop the need for continual logging on and off for users who are not very computer-literate and do not use the system constantly. At first they were all given individual user IDs, but the Operations Department got so many queries and requests for help (because of forgotten passwords, unfamiliarity with the system menus…etc.) that MIS decided on a single user ID, and the Warehouse Manager is the one who changes the password when necessary and tells everyone what the new one is. However, because of the group user ID used, access in the warehouse is restricted to stock level enquiries and despatch updating only. The facility was built into the stock system when written to restrict users to the appropriate menu options, and the Security Administrator uses this facility as well as RACF to control access to this system. When a new employee requires access, he checks with the stock system owner to make sure the correct menu options are allocated.

Users on the 3090 mainframe are required to change their passwords every 60 days (the operating system is set up to automatically expire a password after 60 days). Programmers are required to change their password every 14 days and the security officer every 7 days. However, at the time of the review we noted that there is no password history retained. A minimum of 4 characters, either numeric or alpha, must be used for any password. User IDs are automatically disconnected if the terminal is inactive for more than 15 minutes.

Logical access control on the RISC/6000 is established and controlled by the Treasury Manager, using the security features originally programmed into the treasury system. No proprietary access control software is available for the RISC/6000. However, discussions with the Treasury Manager revealed that he has little IT experience. In addition, the Internal Audit Manager has expressed a concern to the Finance Director that inadequate logical access controls exist on the RISC/6000, after visiting the offices and observing terminals left unattended and logged on, and accidentally overhearing a clerk being asked to finish a supervisor’s input of latest prices which the clerk was then able to do from his own terminal. Users are not forced to change their passwords. Instead the Treasury Manager issues a memorandum for users to change their passwords, but this is not always acted upon by users. Passwords can be of any length from one character upwards and no history of passwords is maintained.

The Internal Audit Manager told us that senior management are now particularly concerned about logical access security on the RISC/6000, due to the high monetary value of the transactions processed by the treasury system.

2.22  LAN / PC security

Access to the finance department’s LAN is controlled by security features within the Novell Netware  version 3.11. All users have individual user IDs and passwords. The Novell security requires that the passwords be at least five characters long, one of which must be numeric. Passwords must be changed every 30 days but once changed cannot be changed for another five days. A password history file has been created which remembers the previous six passwords and bars their reuse. 
Unlike the stock and treasury systems, users can only log onto one terminal at a time. They are also disconnected if their terminal is inactive for more than 30 minutes.
2.23  Encryption

Passwords on the IBM 3090 are encrypted by RACF. However, passwords on the RISC/6000 and the LAN/PCs can be viewed by the security officers.

There are no plans to introduce widespread data encryption.
2.24  Security administration

Although the Security Administration Manager occasionally runs access violation reports from the IBM 3090 he does not appear to review them or follow up any unusual items. No security logs have been run from the RISC/6000 or the Novell security.
2.25  Business Continuity - Back-ups

The IBM 3090 computer back-up routine is as follows:
· Full back-up of data files is performed daily and stored for 4 weeks in tape library in the IT area;

· Development and Test libraries, and Production Program libraries are backed up weekly and stored for 4 weeks;

· Full system back-ups are performed monthly and stored for 12 months;

· Monthly back-ups are stored off-site using a third party security storage facility.

When we asked the MIS Manager about back-up of documentation, he said that they didn’t consider it necessary to store mainframe application documentation off-site, since they could go to the relevant third parties for fresh copies if they ever needed them.

The IBM RISC/6000 computer back-up routine is as follows:

· Full system back-ups are performed daily and stored for 4 weeks in Treasury Manager’s filing cabinet;

· Monthly back-ups are performed, and the monthly off-site storage facility used for the 3090 is also used by the RISC/6000.

· The Novell LAN back-up routine is as follows:

· Full back-up of data files is performed daily and stored for 4 weeks in a cabinet in the Accounts Department.

No other back-ups are performed.

2.26  Business Continuity - Planning and Recovery Testing

Recovery from back-up media has been required from time to time. No problems have been experienced when trying to restore mainframe systems using back-up tapes, so the MIS Manager is comfortable that in an emergency they will be able to restore from back-ups.
However, no formal Disaster Recovery Plan (DRP) has yet been developed by GOSTF. The MIS Manager is confident that they could survive without the mainframe system for up to one week, but acknowledged the need to formalise responsibilities and contact procedures in some sort of plan. Within one week, he was fairly confident that IBM technicians would be able to restore mainframe processing capabilities. GOSTF is also looking into buying a UPS (Uninterruptible Power Supply) but, to date, they have only obtained brochures from suppliers.
No disaster recovery planning has been considered for RISC/6000. The Treasury Manager has been concentrating his and his staffs’ efforts on the new system implementation. Once the system is in he hopes to have time to devote to issues such as disaster recovery.
We were told by the Financial Controller that disaster recovery planning for the Novell LAN is not necessary, as the hardware could be replaced in 24 to 48 hours if required and they have daily data back-ups.
APPENDIX 1

Client IT Installation Profile

This document provides a summary of the client’s site and provides a “feel” for the extent of the client’s computer operation.

1.1  
Overview

It is beneficial to have an overview document of how the applications interface with each other. If the client can not provide this pictorial overview, then an attempt should be made to document the overview from the information obtained below.
1.2  
Primary Client Contacts

Client contact name

Position


Location
Telephone no.

Simon Black 


MIS Manager


London
799 6000

Aaron Dolphin   

Finance Director

London
799 6000

Charles Prentice

Internal Audit supervisor
London
799 6000
1.3 
Hardware Configuration

	Machine Make and Model
	Location and number
	Networked    Y/N
	Number of Terminals
	Ref

	Mainframe / Mini

IBM 3090

IBM RISC 6000 340

Microcomputer(s)
LAN PC server and 25 terminals
	1@ London

1@ Wycombe

1@ London
	Y

Y

Y
	600

11

25
	Standing Files

Standing Files

Standing files


1.4 
Client IT Installations

(Complete for each location and/or separate Mainframe or Mini computer)

1.4.1 
IBM 3090 Mainframe

	Systems software
	Description

	Operating system (version and release)
Programming Languages or 4GLs

Access control software

Database management system

Others : e.g.

· disk or tape management systems

· library control system



· report generators

· downloading software



· audit software



	MVS/VS

                                                       COBOL

RACF

None

Printers x 6

Tape drive x 3

Gateway x 2 (one linked to ISDN communication controller and from there to RISC/6000, Bank. One linked to Novell network server)


	Application systems software
	Date installed
	Computer used
	Critical System
	Comments (e.g. in-house or packaged software, EDI, batch or on-line)

	General ledger

Accounts payable

Accounts receivable

Fixed assets

Stock

Purchasing (Pilot project)
Executive Information Systems (Pilot project)
	1994

1987

1994

1994

1985

1996

1996
	IBM 3090
	No

No

No

No

Yes

N/A

N/A


	Accounts plus

     -

     -

     -

In-house

Not yet in operation

Not yet in operation

	Other applications
e.g. CAD or CAM, MRP etc.

Manufacturing process control software

  
	1987
	
	    No
	Packaged software developed for use in furniture industry. Supplied by Beetle. Considered stable and used by many other companies. 


1.4.2  
IBM RISC/6000 340

	Systems software
	Description

	Operating system (state version and release)

Programming Languages or 4GLs

Access control software

Database management system

Others

· disk or tape management systems
· library control system
· report generators
· downloading software
· audit software
	AIX (IBM’s version of UNIX)

                                                                 C

None

INGRES

Modem x 2 (14.4)

Multiplexer

Printers x 4




	Application systems software
	Date installed
	Computer used
	Critical system
	Comments (e.g. in-house or packaged software, EDI, batch or on-line)

	Accounting

General ledger

Money Market/Treasury
	1989

1990

1995
	RISC 6000

RISC 6000

RISC 6000
	No

Yes
	Package

In-house (to be replaced)             New in-house system

	Other applications

e.g. CAD or CAM, MRP etc. 
	
	
	
	None


1.5  
Significant Applications

1.5.1 
Stock  management system

Consider the specific set-up of applications that have been identified as significant per the audit strategy.

Name of Application:

Stock management system

Designated Owner:


Production Director

Description of the Application:
The application records the quantity, 






description, usage, valuation and ageing 





of the stock.

Major functions of the Application: 
1. Goods received

2. Stock holding

3. Valuation

4. Ageing

5. Usage

6. Stock turnover

Version no. of Software:

3.51

Program Language:


COBOL
Installation Date:


1985

Number of Users:


243
Package or In-house developed:
In-house
Package Supplier:


N/A
Source Code Owned:

Yes
Extent of Modifications:

Significant
System Documentation:

Poor documentation and mainly out of date
Interfaces:



General ledger






Sales order processing

Reporting Requirements (please describe):
Mixture of standard reports and a few ad hoc reports. However, given the age of the system, most ad hoc reports can be adequately sourced from standard items.

Is the system considered to be stable? (please comment)
Yes - minor changes and updates only.

Was there sufficient training on the systems?
Does not appear to be well understood by the majority of users.

1.5.2
Treasury system

Consider the specific set-up of applications that have been identified as significant per the audit strategy.

Name of Application:

Treasury

Designated Owner:


Treasury Division Manager

Description of the Application:
Maintains treasury function for GOSTF

Major functions of the Application:
1. Recording currency positions

2. Recording buy/sell operations

3. Pricing

4. Existing system is currently being replaced by a new in-house system

Version no. of Software:

1.0

Program Language:


C

Installation Date:


TBA (when project completed)

Number of Users:


12 
Package or In-house developed:
In-house
Package Supplier:


N/A
Source Code Owned:

Yes
Extent of Modifications:

N/A
System Documentation:

No documentation - Treasury department 






promise to document shortly
Interfaces:



General ledger
Reporting Requirements (please describe):
Currently not finalised. Majority of reports should be standard.

Is the system considered to be stable? (please comment)
Unknown - not yet implemented.

Was there sufficient training on the systems?
Unknown.
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The aims of an IT review are:

· to identify those computer installations and applications which are involved in the preparation of the client’s financial statements;

· to enable auditors to assess the degree of computer complexity;

· to identify risks within the IT environment;  and

· to enable auditors to gain sufficient understanding of the computerised internal controls systems to plan the audit and develop an effective audit approach.

The IT review has three parts.

Part A - 
BACKGROUND INFORMATION ON THE CLIENT’S IT 



SYSTEMS

Part B - 
REVIEW OF IT CONTROL ENVIRONMENT AND ENTITY 
RISK  
ASSESSMENT

Part C - 
REVIEW OF APPLICATION CONTROLS AND ACCOUNT 
AREA 
RISK ASSESSMENT

IMPORTANT NOTE

The IT review has been developed for use on moderately complex IT systems. Auditors must use their judgement to assess what controls would be reasonable, bearing in mind the size, complexity and importance of the client’s financial IT systems. Some of the questions within this review may not be applicable to all clients. Where auditors are encounter difficulties in completing this review document, the advice and guidance of a more experienced IT auditor should be sought. 

CONTENTS OF IT REVIEW











    Section

IT review part A:  Background on the client’s IT


Client overview







A1


Main concerns arising from previous audits




A2


Planned computer developments





A3


Hardware and software






A4


Requirement for computer audit specialists




A5


Systems review work required





A6


Key contacts








A7

IT review Part B:  IT controls environment

IT policies, management and control





B1


Separation of duties







B2


Physical access controls






B3


Logical access controls






B4


Change management controls






B5


Business continuity planning






B6


Use of external IT service suppliers





B7


Operational controls







B8


End user computing







B9

IT review Part C:  Application controls review


Description of computerised financial application



C1


Auditibility








C2


Use of computer assisted audit techniques (CAATs)



C3


Application documentation






C4


Application security:  physical and logical access



C5


Input controls








C6


Data transmission controls






C7


Processing controls







C8


Output controls







C9


Master file and standing data controls




C10

Part A:  Background information on the client’s IT systems

Aim:  The purpose of this part of the IT review is to gain background information on the size, type and complexity of the computerised financial systems used by the client.  The auditor may then classify the complexity of the systems and assess whether parts B and C of the IT review should be completed by an IT audit specialist.

A1.
Client Overview  

(from prior knowledge and standing audit files)

Nature of audited body’s activities:

From 1 April 1985, GOSTF has been operating as a Trading Fund under the provisions of the Government Trading Funds Act 1973 and the GOS Trading Fund Order 1985. The main operations of GOSTF are:

The procurement and production of office stationery, supplies, furniture and fittings for supply to government departments, local authorities, nationalised industries and other public service sectors (including public services and bodies of a like nature outside the United Kingdom - under the Government Office Supplies Trading Fund (Amendment) Order 1994). It operates along commercial lines within a competitive environment.

Main activities:

· Buying;

· Manufacturing;

· Stock/Warehouse;

· Sales;

· Treasury;

· Accounts.

Annual payments/expenditure 1995 (£);


£350,000,000

Annual receipts/income 1995 (£):



£397,000,000
Total assets at 31 December 1995 (£):


£95,000,000
Value of IT assets at 31 December 1995 (£):

Cost






£22,000,000

Depreciation





(13,000,000)








£ 9,000,000

Annual IT budget (£):




£5,000,000

Number of IT staff:




28

A2.
Main IT Concerns Arising from Previous Audits

(Refer to past management letters, accounting systems reviews, computer system reviews, risk audit reviews, etc.)
No matters of significant concern

A3.
Planned Computer Developments

What are the main IT systems development projects;  when will they go live, have any problems been identified, what effects could the new systems have on present and future audits?  Where the client is planning to install new IT systems, the auditor should consider contacting an IT audit specialist (normally used at systems specification stage or immediately prior to the system going live).

New development include: 

· A new Executive Information System (EIS) is being developed using CASE tools and technology. This system will enable more effective decision-making by senior management through the provision of up-to-date information on various aspects of the client’s operation with data gathered from the existing systems. This will have no significance for this year’s audit, but may impact on the setting and measuring of performance standards, and budgets, in subsequent years. To reconsider review by IT audit specialist next year.

· An EDI pilot project is underway for the electronic purchasing and payment of stock, as well as raw materials required for the manufacture of furniture and fittings. It is expected that the EDI pilot will run in parallel with existing manual purchasing procedures for a few months. If successful, management are considering going live with the operation before the end of this year. GOSTF are currently using British Telecom as their network service provider and “mailbox” (GOSTF send and receive order and acknowledgement EDI transactions which BT collate and despatch on behalf of GOSTF and various other traders), and are going to join the EDI Association to get further information on the whole subject. This will necessitate review by IT audit specialists.

· The new Treasury system to be used by the Finance Division is nearing completion. It was commissioned by Finance because of user dissatisfaction with the existing system. The old system had been written for GOSTF by a consultant with treasury experience, but had never been satisfactorily maintained. The accompanying documentation was very basic. The new application is written in C and is based on an INGRES relational database (RDB) data storage system. The system development methodology used for the stock system has not been used for this Treasury system. Three contract application programmers are now performing final modifications required, and acceptance testing is soon to begin. This will necessitate review by IT audit specialists.

A4.
Hardware and Software

4.1
Hardware/processor details

	Name make/model/specs
	Location(s)
	Terminals
	Networked

	· Mainframe or Mini

IBM 3090

Printers x 6 Tape drive x 3

IBM RISC 6000 340

· Microcomputer(s)

LAN PC server and 25 terminals
	1@ London

1@ Winchester

1@ London
	600

11

25
	yes

yes

yes


4.2
Networking Hardware and Software

(topology, cabling, communications protocol, modems, bridges, routers)

See hardware configuration chart

Gateway x 2 (one linked to ISDN communication controller and from there to RISC/6000, Bank. One linked to Novell network server)

4.3
System Software

IBM 3090 Mainframe computer

Operating System

MVS/VS
Access Control Software (Security Software)

RACF

Database Management Software

N/A
Audit Software

N/A
Report Generators

Bespoke
Programming Software

COBOL
Other

IBM RISC/6000 340

Operating System

AIX (Unix)
Access Control Software (Security Software)

None
Database Management Software

INGRES
Audit Software

N/A

Report Generators

Printers x 4
Programming Software

C
Other

PC LAN

Operating System

NOVELL NETWARE version 3.1)
Access Control Software (Security Software)

None
Database Management Software

None
Audit Software

N/A

Report Generators

Printers x 4
Programming Software

None
Other

4.4
Accounting/Application Software 

(name, supplier, version, platform, programming, language, number of users, date installed, package or bespoke, modules, batch/on-line, use of EDI)

	Name of Application
Version
	 Hardware

 Platform
	Bespoke or

Package
	Comments
e.g. date installed

	General ledger : Accounts Plus

Accounts payable

Accounts receivable

Fixed assets

Stock (See A6 below)

Purchasing (Pilot project)
Executive Information Systems (Pilot project)

Manufacturing process control software


	IBM 3090

   “

   “

   “

   “

   “

   “

   “
	Package

Bespoke

   “

   “

   “

   “

   “

Packaged software developed for use in furniture industry.
	1994

1987

1994

1994

1985

1996 *

1996 *

1987



	General ledger

Money Market

Treasury (See A6 below)
	IBM RISC/6000 340

   “

   “
	Package

In-house (to be replaced)

New in-house system
	1989

1990

1995


A5.
Requirement for Computer Audit Specialists

Will the services of computer audit specialists be required?  (Either line unit IT specialists or Unit A.)  Auditors should use their judgement to assess whether they themselves have sufficient IT and audit skills to carry out the review to a competent standard.  Factors to consider include:  the size of the IT department;  the use of networked communications;  distributed data processing;  use of new technologies;  developing systems;  past knowledge of the client IT problems;  and where a controls reliant audit approach is desirable.

· Developing systems :

· EDI, Treasury systems deal with large, sensitive transactions

· An assessment of the IT control environment and entity risk assessment will be carried out by IT audit specialists .

A6.
Systems Review Work Required 

(what installations/applications need to be reviewed)

Significant Applications
The following applications have been identified as significant per the audit strategy:

· Stock

· Treasury

A7.
Key Contacts 

(within finance and IT):
	Name
	Position/Grade
	Location
	Telephone No

	Daniel Doolittle

Aaron Dolphin

Graham Irish

Sonia Smith

Alistair Green

Janis March

Simon Black

Charles Prentice
	Managing Director

Finance Director

Operations Director

Financial Controller

Accounting Manager

Cost Accountant

MIS Manager

Internal Audit
	London

London

London

London

London

London

London

London
	


Part B: Review of IT control environment and entity risk assessment

Aim:  to identify the nature and extent of the risks posed by the client’s use of information technology, to the organisation’s financial statements and our ability to audit them.  An assessment of IT controls at the entity level is achieved by carrying out a review of the general computing environment in which the financial applications reside.  Weaknesses in the overall computer environment may adversely affect the integrity and viability of all the underlying computer applications and the accounting data processed by them.

B1.
Overall Policy, Management and Control:

These high level controls are important as they influence the effectiveness of any lower level controls which operate within accounting applications.  Unless management maintains appropriate IT policies and standards, it is unlikely that other controls will be sufficiently strong to support a controls reliant audit approach.

	B1.  OVERALL POLICY, MANAGEMENT

        AND CONTROL
	Comments
	WPF

Ref.

	1.1  IT Strategy
How appropriate is the audited body’s IT strategy?

· Has it been approved?

· Is it kept up to date?

· Does it cover the financial information systems?

· Are staff informed of the issues?

· Are there procedures for monitoring its implementation?

A poor or absent IT strategy could lead to the development of systems which are unsuitable for business needs.  An IT strategy can help the auditor identify new systems at an early stage.
	
	

	1.2  Senior Management Involvement
How does senior management maintain an appropriate level of interest in the audited body’s IT functions?  (E.g. IT steering committees.)

Management disinterest may lead to uncontrolled systems development and unauditable systems.  Senior management can also provide impetus to the development and operation of other computer controls.


	
	


	B1.  OVERALL POLICY, MANAGEMENT

        AND CONTROL
	Comments
	WPF

Ref.

	1.3  Documentation Policies
Does the client have adequate IT documentation policies?  Policies should ensure that documentation is up to date, comprehensive and available to appropriate staff.

Inadequate documentation policies increase the risk of unauthorised working practices being adopted, and may render the system difficult to maintain.


	
	

	1.4  Record/Document Retention
Are there appropriate policies for retaining electronic documents and computer prints?  E.g.

· Electronic records

· Old Trial Balances

· Capacity planning

The lack of such policies could result in difficulty in obtaining audit evidence, e.g. if records are deleted or archived.


	
	

	1.5  Internal Audit Involvement

Does the organisation’s internal audit function carry out IT reviews of the computerised financial systems?

· What are its remit and scope?

· IT skills/training/experience

It may be possible to place reliance on the work of internal audit.  They may be able to identify particular audit risks.  The auditor may need to refer to the annual review of IA’s work.


	
	


	B1.  OVERALL POLICY, MANAGEMENT AND      CONTROL
	Comments
	WPF

Ref.

	1.6  Personnel Policies
Are policies appropriate for the IT environment?  E.g. high turnover:

· recruitment screening

· disciplinary policies

Inadequate personnel policies increase the risk of poorly trained staff making mistakes, fraud by unvetted employees and sabotage by disgruntled staff.
	
	

	1.7  Computer Security Policies
· Is the security policy adequate?

· Is it based on risk assessment?

· Has it been circulated to staff?

· Is it kept up to date?

· Does it cover the reporting of incidents and security weaknesses?

· Is there IT security training?

· Who is responsible for security?

· What compliance checking is done?

Inadequate security policies may lead to staff and management being unaware of security risks and their responsibilities.
	
	

	1.8  Legal and Regulatory Issues
Does the organisation have appropriate policies and procedures for ensuring that its IT facilities comply with legal and regulatory requirements?

The absence of appropriate policies increases the risks of irregular operations (i.e. failure to comply with legislation or regulations, e.g. The Data Protection Act

Health and Safety Regulations
	
	

	1.9  Market Testing/Outsourcing/Facilities      

       Management
Does the audited body receive IT services from external sources?  Have appropriate procedures been developed to meet identified risks (e.g. SAI access rights)?  Are there any plans to use third party IT service providers?

The use of independent service providers, both internal and external, can increase the risks to data availability and integrity.  Without appropriate controls, it may not be possible to place reliance on the data supplied by the external service suppliers.
	
	


B2.
Separation of Duties

Separation of duties within IT departments reduces the risk of error and fraud.  Poor segregation could lead to any one person, with control over a computer function, making an error or committing a fraud without detection.  Segregation of duties can also lead to errors being detected sooner rather than later.  Evidence of separation of duties can be obtained from talking to IT personnel, obtaining organisation charts which show reporting lines and job descriptions.  Where sufficient segregation of duties is not possible, for example in a small IT department, the auditor should look for the existence of compensating controls.

	B2.  SEPARATION OF DUTIES
	Comments
	WPF

Ref.

	2.1  Does the client’s IT department have a formal organisational structure?  Are the responsibilities of IT staff and functional areas of sections clearly set out?

The existence of a formal organisational structure/ reporting lines helps to ensure that staff are aware of their own and others’ limits of responsibility.  This would make it more difficult to carry out unauthorised actions without detection.
	
	

	2.2  Are IT employees given appropriate job descriptions?  Does each post have its own description?  Do they include IT security requirements?

Job descriptions reduce the risks of staff carrying out actions beyond their authorised limits.
	
	

	2.3  Is the computer department physically and managerially separate from users, especially the finance functions?

Physical and management segregation reduces the risk of fraud.  Having the IT functions separate from users also reduces the risk of users making unauthorised changes to the software or data.  Staff with both finance and IT duties have greater opportunities for carrying out unauthorised activities without being caught.
	
	

	2.4  Is the achieved level of separation of duties appropriate for the size of the IT department?  How is the separation of duties achieved?

· Systems design and programming

· Systems support

· Routine IT operations

· Data input

· Systems security

· Database administration

· Change management

Inadequate separation of duties increases the risks of computer staff with significant knowledge of the system carrying out improper actions and removing traces of their actions.  Segregation of duties also serves as a form of review, error detection and quality control.
	
	


B3.
Physical Access and Environmental Controls

Physical access controls include the environmental controls which operate across the whole IT environment and affect all underlying computer applications.  These controls are designed to protect the computer hardware and software from damage, theft and unauthorised access.  Access controls can operate on various levels, for example, from restricting access to the client’s site, to installing key locks on individual PCs.  A quick assessment of physical access controls can usually be obtained by a visual inspection.  Restricting physical access to the IT systems reduces the risk of unauthorised persons altering the financial information.

	B3. PHYSICAL ACCESS AND ENVIRONMENTAL CONTROLS
	Comments
	WPF

Ref.

	3.1  What physical controls have been implemented to protect the IT facilities from damage.  Are the controls adequate for the organisation? 

· Fire protection

· Water protection

· Air conditioning

· Power supplies

Inadequate environmental controls could lead to system damage and the subsequent loss of computing facilities.


	
	

	3.2  How is access to the site and computer facilities restricted?  Who has access to what and how do they gain admission?  

· Computer operators

· Finance staff

· Cleaners

· Maintenance staff

Unrestricted access increases the risk of theft, damage to the computer facilities.  The risk of altered, deleted data and fraud is also increased.


	
	

	3.3  What measures are taken by the client to ensure that hardware and software records are kept accurate.  Does the client maintain configuration records of all computer assets?  Are assets marked or tagged to aid identification?

Failures to record and control computer assets may lead to the unintentional loss of equipment and the data contained therein.
	
	


B4.
Logical Access Controls

Logical access controls may exist at both the system and the application level.  Controls at the system level can be used to restrict users to particular applications and data.  Logical access controls can also be used to restrict the use of powerful systems utilities, such as file editors.  Logical access controls are often used with physical access controls to reduce the risk of the programs and data files being amended without authority.  The effectiveness of management reports and computer logs is significantly reduced if they are not regularly reviewed and scrutinised by management.

	B4. LOGICAL ACCESS CONTROLS
	Comments
	WPF

Ref.

	4.1  Does the client have an access control policy?  Is it documented and up to date?

Without a policy it is difficult to gauge whether the client’s logical access control measures are appropriate.  The policy should lead to the adoption of specific controls.
	
	

	4.2  What logical access measures are there to restrict access to the operating system, data files and applications.  Are the measures appropriate?

· Restricted menus for users

· User Ids and passwords

· Review of user access rights

· User and group profiles

Note:  the auditor should find out what access controls are possible within the client’s operating system, e.g. UNIX, NOVELL

Inadequate logical access controls will not provide the system with protection from unauthorised users, both internally and externally.  Unauthorised access to file editors could lead to the application files being altered.

	
	


	B4. LOGICAL ACCESS CONTROLS
	Comments
	WPF

Ref.

	4.3  Is each user assigned a unique user ID code?

Unique user ID can provide an audit trail, provided that IDs are logged against system and application use.  User Ids can also be used to identify staff who attempt to carry out unauthorised activities.


	
	

	4.4  How appropriate are the organisation’s password policies?  E.g.

· Password length (min/max.)

· Duration/expiry dates

· Change procedures

· Password composition

· Removal of leaver IDs

· Password encryption

· Registration and allocation of passwords to new users

· Enforcement of password policies

Inadequate password policies may lead to non-existent or easy to guess passwords.  Hence systems which can be more easily accessed by unauthorised users.


	
	

	4.5  What other logical access controls are being used?

· Restricted sign-on attempts

· Sign-on procedures and logs

· Terminal specific access

· Unauthorised attempt logs

· Limit on multiple sign-ons

· Automatic terminal time-out

· Restricted access to and logging use of system utilities and audit tools

· Control of unattended terminals

The use of additional logical access controls reduces the risk of unauthorised access and data manipulation and increases the chance of detection. 
	
	


	B4. LOGICAL ACCESS CONTROLS
	Comments
	WPF

Ref.

	4.6  What logical access measures are there to restrict the access of system development staff to live data and the production environment?

Development staff with access to live data and programs have the know how to make accidental, malicious or fraudulent changes.


	
	

	4.7  How does the organisation allocate, authorise, control and monitor privileged users such as the system and database administrators and programmers?

Inadequate control over powerful users increases the risk of unauthorised amendments to programs and financial data.


	
	

	4.8  What external organisations have access to the system?  (E.g. Internet, on-line systems support via modems.)  Has the client considered the security implications?  How is the system protected?

· Use of Firewalls

· Segregation in networks

· Network routing controls

Poor access controls increase the risk of hackers, worms and viruses affecting the integrity and availability of the financial records.


	
	


B5.
Change Management Controls

Change management controls are used to ensure that amendments to a computer system are properly authorised, tested, accepted and documented.  Poor change controls could result in accidental or malicious changes to the software and data.  Poorly designed changes could alter financial information and remove audit trails.

	B5. CHANGE MANAGEMENT CONTROLS
	Comments
	WPF

Ref.

	5.1  What authorisation procedures are there for amending the financial applications?  E.g.

· Who authorises changes

· Are feasibility studies used to determine the potential impact of changes

· How does management monitor and review progress

· What feedback is produced

· Amendment pro-formas

· Post-change reviews

Inadequate change procedures increase the risk of the system not processing financial transactions as intended.
	
	

	5.2  To what extent are operating system and application updates tested before transfer to the live environment?  Are testing procedures adequate, independent and documented?

Without adequate testing, management have little assurance that the system will do what was intended.
	
	

	5.3  How are users involved in the development, procurement and acceptance testing of computer systems?  Are these arrangements adequate?

Inadequate user involvement increases the risk that the systems will not meet user requirements.  The auditors (SAI) may be included under users, so there should be an audit trail and possibly data interrogation and extraction facilities.
	
	


	B5. CHANGE MANAGEMENT CONTROLS
	Comments
	WPF

Ref.

	5.4  What amendment records are kept?  Are configuration records up-to-date, comprehensive and complete?  Are user/procedure manuals also updated?  How do staff know which are the most up-to-date manuals?

Inadequate documentation makes the system more difficult to maintain.  Without adequate standards, the documentation may be difficult to follow or out of date.  Good change documentation can aid in the identification of system errors
	
	

	5.5  What, if any, standard development methodologies and tools have been adopted for in-house developments?  Has the use of such methodologies been translated into documented procedures?  E.g.

· PRINCE

· SSADM

· CASE tools

The use of standard methodologies reduces the risk of a new system failing to satisfy user requirements (including the SAI’s needs).
	
	

	5.6  What arrangements does the organisation have for making emergency changes?

· Documentation

· Retrospective approach

· Testing

Emergency changes which have not been approved may cause unforeseen problems in other parts of the computer system.
	
	

	5.7  What controls are there to ensure that only authorised amendments are transferred from the test to the live environment?

Inadequate controls could lead to programs with unauthorised amendments being used in the live environment.  Unauthorised system amendments can be used to defraud the client.  They can also affect systems availability and can corrupt financial data
	
	


	B5. CHANGE MANAGEMENT CONTROLS
	Comments
	WPF

Ref.

	5.8  What use does the organisation make of development tools or program amendment facilities (e.g. ZAP, compilers, assemblers)?  Who has access and how is the use of such tools controlled?

Unauthorised use of these facilities could be used to bypass established change management procedures and hence lead to the development of unauthorised applications.


	
	

	5.9  How does the client deal with software malfunctions and user problems?  Does the client have a help-desk function?  What help-desk statistics are available and what use does the client make of them?

A well run help-desk reduces the risk of problems remaining unresolved.  Problems with the financial systems should be analysed and promptly dealt with.


	
	

	5.10  How does the client prevent unauthorised persons from accessing the programs in the program source library and making changes?

Inadequate controls increase the risk of unauthorised changes being made to the financial programs, either accidentally, maliciously or fraudulently.


	
	


B7.
Use of External IT Service Suppliers 

Clients are making increasing use of third party IT service suppliers in the form of market testing, outsourcing or facilities management.  The client should have given consideration to the needs of the external auditor.  We must gain assurance that the figures supplied by the third party are not materially mis-stated.  This assurance is normally derived by direct audit at the third party or by placing reliance on a clearance certificate from another auditor.

	B7.  USE OF EXTERNAL IT SERVICE SUPPLIERS
	Comments
	WPF

Ref.

	7.1  How does the organisation monitor the performance of external service suppliers?

· Security

· Quality

Inadequate monitoring increases the risk of inaccurate or incomplete processing remaining undetected


	
	

	7.2  Is there a contract and/or service level agreement and, if so, do they cover all the important issues.  E.g.

· Performance (SLAs)

· Security

· Data ownership

· Client data access

· SAI Audit Access
· Service availability

· Contingency planning

The audited body should use the contract to formally specify the controls required, what audit trail should be available, etc.
	
	

	7.3  What measures have been taken to ensure that any third party processing is accurate and complete?

Assurance should be gained that the third party IT service supplier has carried out accurate and complete processing.  The auditor may need to obtain first hand assurance by exercising inspection rights or obtain independent third party assurance.
	
	


B8.
Operational Controls:

Operational controls reduce the risks of inappropriate working practices being adopted within a computer department.  Inappropriate working practices can affect the audit by calling into question the use of the computer as a basis for preparing the financial statements.  Weaknesses in the operations environment could be exploited to run unauthorised programs and make amendments to financial data.

	B8.  OPERATIONAL CONTROLS
	Comments
	WPF

Ref.

	8.1  Does the computer department have a service level agreement with the rest of the organisation, i.e. system users?  Does the SLA cover availability, standards of service, etc.

Computer operations should deliver accurate, consistent processing of financial data.  SLAs make monitoring easier
	
	

	8.2  To what extent are the computer operations and systems support staff adequately supervised?  What supervisory procedures are there?

Inadequate control over the computer operators increases the risk of unauthorised actions.  Unsupervised operators could make use of systems utilities to make unauthorised alterations to financial data.
	
	

	8.3  What training and experience do the operations staff have?

Inadequate experience and training increases the risk of mistakes being made within the computer department.  Mistakes could result in anything from a system crash to the deletion of a period’s data.
	
	

	8.4  How appropriate is the organisation’s computer maintenance?  E.g. in-house maintenance or external suppliers.

Inadequate maintenance of the hardware can cause availability problems.  Systems malfunctions can result in erroneous data.
	
	


	B8.  OPERATIONAL CONTROLS
	Comments
	WPF

Ref.

	8.5  What processing logs does the computer produce?  How are they used?  E.g.

· To detect unusual or unauthorised activities

· To monitor use of powerful utilities

Processing logs can reduce the risks of unauthorised activity.  They can also be used to determine the extent of processing errors.


	
	

	8.6  To what extent have procedures been adequately documented?  E.g.

· Supervisor procedures

· Job processing procedures

· Operating procedures

· Incident management

· Management of disks and tapes

Poor or lacking documentation may cause problems such as system unavailability, loss of data integrity or delays in recovering from system failures.


	
	

	8.7  Does the organisation have an IT network manager?  

What actions are taken to monitor the network?  E.g.

· Security 

· Performance

Inadequate network management can expose the organisation to internal and external threats to data integrity.  A poorly secured network may, for example, be vulnerable to the spread of computer viruses.


	
	


B9.
End User Computing:

Organisations are making increased use of end user computing packages to manipulate and present financial data, e.g. spreadsheets, word-processed reports and desk-top publishing.  A lower level of care and control tends to be exercised over the use of such packages and consequently mistakes and errors frequently occur.  The auditor should ensure that any financial data received after summarisation, or manipulation by these packages, can be reconciled to the original output.

	B9. END USER COMPUTING
	Comments
	WPF

Ref.

	9.1  Does the organisation have appropriate end user computing policies?  Does it cover:

· The use of authorised hardware

· The use of authorised software

· Security requirements

· Documentation

· Back-up of data, programs

· Testing

· Virus protection

· Software theft and copying

· Utilities and PC tools

Inadequate policies increase the risk of data loss and corruption.  The use of unauthorised software can attract the attention of the federation against software theft, which can close down an organisation’s IT for some time.


	
	

	9.2  Were all reports, programs and spread-sheet models sufficiently tested and documented before being used in a live environment?

Adequate documentation can assist with determining the audit trail.  It also provides assurance that the package operates as intended.


	
	


Stock Obsolescene Provision

Your assignment manager is concerned that the client is not using conventional methods when determining the annual provision for stock obsolescence. He is concerned that the client’s figures may be incorrect and has asked you, as the IT auditor to review the client’s calculations.

You have  tried to see the stocks manager Mr Henry Highhope but he is currently off sick. However, his assistant has been helpful and has provided you with a copy of the spreadsheet used by Mr Highhope.

You are required to:

1. Review the spreadsheet and determine whether the stock obsolescence figure is correct.

2. Identify weaknesses, if any, in the spreadsheet provided.

3. Where weaknesses have been identified, suggest ways in which improvements could be made.




Management letter and report

Debrief Session

a) As a result of the IT controls review work that the IT Audit Team have performed, certain issues have arisen which could be raised as possible management letter points.

Four of these points have been identified as potentially serious matters:

i) The use of PCs and end user computing.

ii)  Segregation of duties for programmers.

iii)  Lack of a disaster recovery plan.

iv) Potential for fraud in the Treasury Department.

To do:
As a result of the IT controls review carried out at GOSTF, you asked your IT Audit assistant to draft four of the IT Management Letter Points to be raised. She has passed her attempts to you for review.

Read the attached points and note areas for improvement. Redraft the points agreed upon in the debrief session as you would prefer them to be written.

USE OF PCs AND END USER COMPUTING

Observation

GOSTF have not developed any procedures on PC policies and practice. They use PCs  for a number of end user computing operations including the production of management and other finance related reports. No checking of the reports is done.

Virus checking is not performed on PCs,  but users are told not to play games to minimise the chance of virus infection.

Users can backup their PCs to the Novell fileserver but this is seldom done. In addition, “stand alone” PCs are only backed up on an ad hoc basis. The warehousing department has designated a person to perform weekly backups of all PCs within that department. No other guidelines have been issued on storing diskettes, the need to keep “generations” of backups or data recovery procedures.

Implication

Without formal PC policies and practices, GOSTF may be exposed to data loss or corruption. By duplicating software, GOSTF may also suffer legal action by breaching software copyright.

Without a quality assurance function on Excel reports, improper management decisions may be made.

Recommendation

We recommend that standard PC policies and procedures are developed. 

We also recommend that a person is identified to perform a Quality Assurance function on all management reports. Someone at senior management level should make sure this is performed regularly.

To safeguard against computer virus infection, we recommend that GOSTF purchase and install virus detection software.

We recommend that all PCs are backed up on a regular basis. Checks may be made by Internal Audit to ensure users are performing this function on a regular basis.

Management Comment

This point is not specific; it does not relate to us.

SEGREGATION OF DUTIES

Observation

Programmer/analysts normally use an automated programming utility to access production. However, this utility isn’t used when “quick fixes” are required. Also, the automated programming utility may be by-passed by programmers when performing general program modifications.

Implication

Access to production by programmers causes a lack of segregation of duties. This increases the risk of unauthorised or inappropriate program changes being made.

Recommendation

We recommend that programmer/analyst access to the live production environment is removed. Use of the automated programming utility, for transferring programs between production and test environments, should be made mandatory.

Management Comment

Your recommendation is not practical.

DISASTER RECOVERY PLAN

Observation

GOSTF does not have a formal written IT Disaster Recovery Plan.

Implication

A formal IT Disaster Recovery Plan is important to maintain critical application processing and other data processing services, and to minimise the cost of a disaster.

Recommendation

We recommend that a contingency plan be developed, documented and tested. As a minimum, the plan should be tested to ensure that recovery procedures operate effectively.

Management Comment

Disaster recovery planning is not feasible at this stage, however we will consider it in future developments.

FRAUD BY TREASURY MANAGER

Observation

The Treasury Manager is both the security officer and the system administrator for the Treasury system.

Implication

The Treasury Manager is able to alter data within the system using his system administrator access. He is also able to alter the data within the security log to remove all traces of his actions.

Given both these functions, the Treasury Manager can commit a fraud and cover his tracks.

Recommendation

The security officer and system administrator roles should be given to separate people. 

Management Comment

This is not practical.
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STOCK OBSOLESCENCE PROVISION CALCULATION

Raw Materials

Quantity

Stock purchase cost

Wood sheets

(metres)

<90 days

> 90 days

>180 days

>360 days

Total cost

(thickness in mm)

10mm

57765.0

1753890.0

15mm

33311.0

983392.0

20mm

54333.0

106981.0

25mmm

25645.0

502014.0

30mm

451223.0

3535437.0

50mm

1255.0

104949.0

100mm

8123.0

146063.0

Total

631655.0

4402604.0

1156411.0

761221.0

716615.0

7132726.0

PROVISION %

N/A

PROVISION £

0.0

578205.5

519355.0

716615.0

1814175.5

WORK IN PROGRESS

Number

Value (£)

Total

Desks

8673.0

188990.0

188990.0

Filing cabinets

57.0

3422.0

3422.0

Chairs

31114.0

233123.0

233123.0

Cupboards

52989.0

1274900.0

1274900.0

92833.0

1700435.0

1700435.0

FINISHED GOODS

Desks

71427.0

2999918.0

Filing cabinets

37156.0

1842939.0

Chairs

6791.0

254655.0

Cupboards

25756.0

141130.0

1241346.0

1555608.0

2411251.0

981976.0

6444836.0

PROVISION %

PROVISION £

0.0

777804.0

1369195.0

981976.0

3128975.0

TOTAL PROVISION

0.0

1356009.5

1888550.0

1698591.0

4943150.5
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