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Session 1:
 Introduction and Course Content
Slide S1/1:
Module Title

This slide provides the lecturer with guidance on the delivery of this Data Downloading training module, which should normally be covered in conjunction with the CAATs training module.

Target Audience

This course is broadly targeted at the Level 2 and Level 3 skills (IT Auditor and Expert IT Auditor respectively) identified in the IT Audit Curriculum for INTOSAI. The typical delegate for the course:

· Would have some familiarity with CAATs (ideally would have undergone the CAATs Training Module of the INTOSAI IT Audit Courseware); and

· Would possess some degree of technical knowledge in one or more IT operating environments

Delegates, who have had extensive experience in running CAATs, but with no exposure to data downloading, would also find this module to be quite useful. Audit experience, or knowledge of the audit process, is desirable, but not essential.

This course is generally not intended for “freshers”, with little or no exposure to IT. Such participants will find the course to be either too theoretical, or too difficult to handle. For such candidates, it is advisable to run the CAATs training module before this module.

Lecturer’s Knowledge

Ideally, the lecturer for this module should have extensive experience in data downloading from different IT environments, and preferably with some experience in handling the CAATs process from start to finish. Lecturers who are IT auditors with extensive and varied experience will be able to dwell more on practical issues faced in the actual audit environment, and ensure that the training course does not remain a theoretical exercise, without achieving its objective of transfer of knowledge, skills and expertise.

Course Materials

The materials provided as part of this module are:

	Student Notes
	This document, which is available in MS Word2000 format, is comprehensive and serves several purposes:

· As learning and reference material for participants

· As a guidance document or manual;

· As background material for the lecturer for his preparations for the course

Copies of the student notes should be circulated to the delegates

	Slides
	These slides are available as 13 separate presentations in MS PowerPoint 2000 format, corresponding to 13 sessions. The slides can be presented either as a PowerPoint slideshow, or printed out onto transparencies and used with an overhead projector.

Copies of the slides should be printed (ideally with adequate space for notes to be taken down) and distributed to the delegates.

	Lecturer’s Guide
(the current document)
	This document, which is available in MS Word2000 format, provides guidance to the lecturer regarding the conduct of the course. 


Course Schedule

As indicated earlier, while the material provided for this course is mainly theoretical, it should invariably be supplemented by case studies and projects. A suggested period for this module is a five-day course, with half the time being utilised for this material, and the other half for case studies and projects.

A model timetable, based on a schedule of 6 one-hour classes each day, has been attempted as follows:

	Session
	Time Allotted

	Day 1

	Session 1
	1 class

	Session 2
	3 classes

	Session 3
	2 classes

	Day 2

	Sessions 4 and 5
	1 class

	Session 6
	1 class

	Session 7
	1 class

	Sessions 8 and 9
	2 classes

	Sessions 10, 11 and 12
	1 class

	Day 3

	Session 13
	3 classes

	Case Studies and Project Work

	Case Studies
	½ to 1 day

	Projects
	1 ½ to 2 days


Equipment Required (for all sessions)
· Computer-based projection equipment or OHP/Slide Projector

· Flipchart

· Whiteboard

Slide S1/2: Session Objective

This session:

· Outlines the objectives of the Data Downloading module
· Outlines the sessions in this module; 
· Introduces the lecturer and trainees; 
· Informs the trainees of administration arrangements. 
This session is an introductory session, where:

· An opportunity is provided for the lecturers and trainees to introduce themselves and also give details of their experience in relevant areas;

· The lecturer outlines the course objective and contents, and informs the trainees of administrative details (e.g. tea, coffee breaks, lunch, location of toilets, telephone message etc.)

· The lecturer and trainees discuss what is expected of the participants at the end of the course.

The arrangements for evaluation of the training, including feedback from participants as well as tests/quizzes and other forms of participant evaluation should also be explained here.

Slide S1/3: Course administration

This slide shows the main administrative issues to be covered by the course leader at the start of the module.  

The lecturer should use this first session to introduce himself / herself and provide a brief resume of IT audit experiences, specifically in CAATs and Data Downloading.  SAIs will have different ways of encouraging trainees to introduce themselves and their computing and IT audit experiences.

Information on trainees which may be of use/ interest include:

· IT audit experience (in particular CAATs and/or data downloading) 
· IT/ computing/programming experience

· Whether they use a computer at work

· Whether they frequently enter computerised data during the course of their audit work, and details thereof
The lecturer should outline the contents of the training course, and inform the trainees of any administrative details, e.g. : 

· Tea, coffee breaks; 
· Lunch; 
· Location of toilets; 
· Smoking policy; 
· Telephone messages. 

Slide S1/4: Module Objectives

This slide describes the broad scope and objectives of the Data Downloading module.
This course is intended as an introduction to data downloading techniques. Its aim is to give the auditors a clear understanding of the issues relevant to data downloading, the tools that are available, and when to use them. This module is not tool-specific. However, it will be supplemented by additional tool-specific material, which could be:

· Either full-fledged training modules, which could either be off-the-shelf packages, or developed specifically by the EDP Committee; and/or

· Detailed case studies contributed by different SAIs. While such studies will not be as generic as training modules, they will provide valuable guidance to SAIs by giving a flavour of real-world experiences in different environments. These case studies could be tool-specific and/or audit area-specific.

Slides S1/5 & S1/6:
What will the trainee understand during the course?

This slide describes the learning objectives of this module, from the participants’ point of view.

At the end of the course, the delegate shall understand:

· The different methods of computer data and character representation;

· The different methods of storage of structured data;

· A suggested phased approach to data downloading;

· The integration between the CAATs and data downloading processes

· The different modes of data transfer, and their advantages and disadvantages;

· The objectives of, and approaches to data verification and reconciliation;

· The need for data manipulation and conversion, and the tools available for doing so;

· The need for, and scope of the formal data download request to the auditee;

· Issues relating to testing, documentation and organisation of the data downloading function; and

· As example environments for practical data downloading, the process of downloading data from an Oracle database and the phases of data file definition in ACL Version 7.

Session 2:
 Data Representation

Slide S2/1:
Session Title

This session covers the different forms of representation of data. Class exercises have been included to supplement the theoretical inputs. Depending on the level of technical details required to be covered in this course, the session could either be condensed or expanded.
Slide S2/2
Session Coverage

This slide indicates the coverage of this session.

This session covers the different forms of representation of data – binary and hexadecimal data; ASCII and EBCDIC; different forms of numeric data, as well as Non-English character representation.

If the target audience handles only English script data, the section on Non-English character representation (Slides S2/11 and S2/12 ) may be omitted, and this slide may be appropriately amended.

Slide S2/3:
Binary System

This slide shows the difference between the binary and decimal systems, with examples.
All computer systems store data in binary mode (Base 2). Unlike the decimal system that has ten digits from 0 to 9, the binary system has only two digits – 0 and 1.

For example, the number 41 in the decimal system represents 100101 in the binary system.

The binary number 11010101 is equivalent to the decimal number 213, which is computed as follows:

1x1 + 0x2 + 1x4 + 0x8 + 1x16 + 0x32 + 1x64 + 1x128 = 213

Each binary number or digit is called a Bit. Four bits combine to make a Nibble, and two Nibbles (or 8 Bits) make up a Byte.

Slide S2/4
Hexadecimal System

This slide shows the difference between the hexadecimal and decimal systems, with examples.

While all computer data is in binary form, this data is represented in practice in hexadecimal mode (Base 16), which is compact and easy to handle. For example, the number 65 in the decimal system, is equivalent to the binary number 0100 0001. This number has been represented in binary form using 8 bits or 1 byte or 2 nibbles.

The binary number 0100 001 would be represented in hexadecimal mode as 41, with 1 representing the lower nibble 0001 and 4 representing the upper nibble 0100. The hexadecimal number 41 may be converted to decimal form as follows:

4x16 + 1x1 = 65.

It may be noted that in order to represent hexadecimal digits greater than 9, the characters A-F are made use of, with A representing 10, B representing 11, and so on with F representing 15.

Slide S2/5
Class Exercises

This slide shows class exercises for conversion between decimal, binary and hexadecimal forms.
	Exercise
	Solution(s)

	Convert the decimal numbers 36, 78 and 243 into binary form as well as hexadecimal form.
	(a) 36   = 101000
(b) 78   = 1001110
(c) 243 = 11110011

	Convert the binary numbers 0101 1101, 1100 0011 and 1101 1011 into hexadecimal form, as well as decimal form.
	(a) 0101 1101 = 5D ; 93
(b) 1100 0011 = C3; 195
(c) 1101 1011 = DB; 219

	Convert the hexadecimal numbers 66, A9 and FD into binary form, as well as decimal form.
	(a) 66 = 0110 0110; 102
(b) A9 = 1010 1001; 169
(c) FD = 1111 1101; 253


Slide S2/6 – ASCII and EBCDIC

This slide explains the difference between the ASCII and EBCDIC Character Sets.

The vast majority of data stored in computer systems consists of characters of text. Since computers store all data (including text characters) only in binary / hexadecimal format, a coding structure is required for ‘mapping’ characters to the binary / hexadecimal format for computers. There is a choice of two coding structures:

· ASCII (American Standard Code for Information Interchange), which is the native character set for all microcomputers and most minicomputers; and

· EBCDIC (Extended Binary Coded Decimal Interchange Code), which is the native character set for all IBM mainframes and some minicomputers.

For example, the character ‘A’ is represented as follows in ASCII and EBCDIC:

	ASCII

4
1 (Hex)

0100
0001

65 – Decimal
	EBCDIC

C
1 (Hex)

1100
0001

193 - Decimal


Slides S2/7 and S2/8:
Numeric Data

These slides explain some common methods for representing numeric data.
The common method of representing numeric data (i.e. data subject to arithmetic manipulation) is in printable ASCII or EBCDIC format (depending on the underlying character code used by the computer system). Variations include:

· Decimal Point – is it implicit, or explicit?

· Sign – Is the sign of the number (positive or negative) leading or trailing the number?

In addition to ‘printable’ numeric data, there are several space-saving numeric data types, which are commonly used on mainframe systems. These include:

· IBM Packed Decimal – Here each byte contains two decimal digits, with the sign being stored in the Lower Hex Nibble of the last Byte. Typically, Hex C is used for positive numbers, Hex D for negative numbers, and Hex F for unsigned numbers.

· Unisys / Burroughs Packed Decimal – This is similar to the IBM Packed Decimal format, except that the sign is stored in the Upper Hex Nibble of the last Byte.

· Zoned Decimal – Here each byte contains one digit in either ASCII or EBCDIC, usually with the last Byte including the sign. For example, in ASCII format, the characters {, A-I represent a positive sign as well as the numbers 0, 1-9 and the characters }, J-R represent a negative sign and the characters 0, 1-9.

· Binary Data – Here the numeric data is stored in binary format, with the sign generally being stored in the first bit of the number (0 representing a positive number, and 1 a negative number).

Slides S2/9 and S2/10 – Class Exercises

These slides cover class exercises for representing character and numeric data in different formats. Depending on the level of the participants, the leader may decide to omit some of these exercises.
Exercise 1

Represent the following sentence in ASCIII and EBCDIC formats.
A quick brown fox jumped over a lazy dog.
Answer to Exercise 1 (ASCII)

41 20 71 75 69 63 6B 20 62 72 6F 77 6E 20 66 6F 78 20 6A 75 6D 70 65 64 20 6F 76 65 72 20 61 20 6C 61 71 79 20 64 6F 67 2E

Answer to Exercise 1 (EBCDIC)

C1 40 98 A4 89 83 92 40 82 99 96 A6 95 40 86 96 A7 40 91 A4 94 97 85 84 40 96 A5 85 99 40 81 40 93 81 A9 A8 40 84 96 87 4B
Exercise 2

Convert the following numbers from IBM Packed Decimal format to normal decimal numbers

Answer to Exercise 2

Positive = C; Negative = D; Unsigned = F
The decimal point is always implied in packed decimal numbers.
	IBM Packed Decimal Format
	Normal Decimal Numbers

	00 00 01 33 44 55 6F
	133445.56

	00 00 23 45 56 45 6C
	2345564.56

	00 10 32 67 78 93 8D
	-103267789.38


Exercise 3

Convert the following numbers from Signed Zoned Decimal format to normal decimal numbers

Answer to Exercise 3

The decimal place is always implied in zoned decimal numbers. Use the EBCDIC Table for conversion.
	Zoned Decimal Format
	Normal Decimal Numbers

	F1 F1 F6 F2 C4
	116.2D = 116.24

	F1 F1 F6 F2 D4
	116.2M = -116.24


Slides S2/11 and S2/12 – Non-English Characters

These slides deal with code pages for handling non-English characters. Where only English data is likely to be handled, these two slides may be omitted.
For text written in English, ASCII uses the codes from 0 to 127 to represent the alphabetical characters, numbers, symbols, as well as non-printing characters for special purposes like Carriage Return (13) or Line Feed (10).

For depicting characters in languages other than English, language-specific code pages make use of the codes from 128 to 255 for representing the non-English characters. Thus, Windows 1256 is the Windows Code Page for Arabic text, which enables display of both English text as well as Arabic text in the same page. By contrast, Windows 1258 is the Windows Code Page for Vietnamese text. 

The following issues need to be considered while handling non-English text:

· There is no uniformity of code pages for the same language across different categories of operating systems. For example, the different code pages for Arabic include Windows 1256; MS DOS Arabic Support Code Page 720; ASMO-708; ISO 8859-6; IBM Arabic Supplement Code Page 864 etc.

· In addition, with languages like Arabic which run from right to left, bi-directional issues (where a document contains both English text, which runs from left to right, and Arabic text, which runs from right to left) and other issues like ligatures, diacritics, glyphing etc. need to be sorted out.

An alternative approach to character coding is the Unicode format, which supports almost all of the world’s major languages. Operating systems or applications that are based on the Unicode encoding support will display documents correctly, no matter which languages they are written, unlike code-page based documents which can only display text in two languages – English and one foreign language. For example, a Unicode encoded Microsoft Word 2000 document that contains text in English, French, Arabic, Spanish and Japanese, will be displayed correctly on a Windows 2000 based computer system, since both the Operating System and the application program are Unicode-compliant.

Session 3:  Data Storage and Management

Slide S3/1:
Session Title

This session covers the different forms of structured data storage and management – flat file systems; relational database management systems etc. Depending on the experience and knowledge of the leader, this session could be expanded to include examples from real-life databases.
Slide S3/2:
Session Coverage
Data can be stored in a variety of forms in computer systems. The important forms include:

· Flat file systems;

· Client-server Relational Database Management Systems (RDBMS);

· Other forms

Slides S3/3 & S3/4:
Flat File Systems & Main Characteristics
These slides describe the main characteristics (and disadvantages) of flat file systems.
In flat file systems, data is stored in the form of one or more data files, which are nothing but simple text files (ASCII or EBCDIC), which can be viewed directly using a text editor and printed without difficulty. Flat file formats are most commonly associated with legacy systems, written in “High Level Languages” like COBOL, FORTRAN etc. However, most flat-file based legacy systems were migrated to modern RDBMS platforms as part of the process for ensuring Year 2000 compliance.

The main characteristics of “conventional” flat file systems are as follows:

· There are usually several data files, each of which contains several data elements.

· Access to data is not centralised or centrally controlled, and data files can be viewed or modified independently using simple text editing programs.

· There are no inherent relationships between data files or their elements; such relationships have to be created through programs.

· There is usually considerable duplication and redundancy between data elements in different data files, with consequent problems for the integrity of data

Slide S3/5:
Flat File Data Categories

Flat-file data can be categorised into:

· Fixed Length Data;

· Delimited Data; and

· Variable Length Data

Slide S3/6:
Fixed Length Data

This slide explains the most common type of flat files viz. fixed length data files.
Records that have fixed length that will always occupy the same space and the same number of characters. Furthermore, all records have the same individual data elements or fields, and all fields are of fixed length from the first record to the last. Fields, which are either empty or have fewer characters than the maximum length for the field, are padded up with spaces to achieve uniformity.

Generally, fixed length data is the preferred choice for downloading data from flat file systems, since it involves the minimum effort for importing / linking to common CAAT tools.

Slide S3/7:
Delimited Data
This slide explains what delimited data files are, and related issues.

In this case, all records have the same individual data elements or fields, but the fields are of variable length, and there is no padding of fields with spaces. Delimited data is often considered as a variant of fixed length data. Most CAAT tools accept delimited data without much difficulty, and this is generally preferred when data cannot be made available in fixed length format.

Slide S3/8:
Variable Data
This slide explains what variable length data files are, and the resulting problems for the CAATs auditor, and also refers to handling of report files. For better understanding, the leader could give examples from real-life variable length data file-based systems, as well as actual instances of handling report files.
There are two major situations, where records of variable length are stored in a single file:

· Different types of records, containing varying fields, are stored together in the same file. For example, records relating to inventory issues and inventory requisitions will have some fields that are constant, but others that are different.

· A single type of record, but with varying fields, is stored in a file. For example, a file containing salary payment details may contain fields related to allowance payments, which vary for employees in different grades.

From an auditor’s point of view, handling variable length data is considerably difficult than handling fixed length or delimited data. The approach generally adopted is to find one or more fields or characters, which can be distinguished different types of records and/or varying fields, and then use these distinguishing fields/characters for “filtering” the file.

Occasionally, auditees provide data in the form of report files, which is just the soft copy of a spooled output. These are handled by the CAATs auditor, using distinguishing fields/characters for filtering the file, similar to variable length data files. While CAAT software tools do provide facilities for importing report files, the procedure is generally tedious and time-consuming and often requires manual correction. In general, report files should be used only as the last resort by the CAATs auditor, if he is unable to obtain data in any other format, and data analysis is an organisational priority.

Slide S3/9:
Relational Database Management Systems (RDBMS)

This slide gives a brief overview of Relational Database management Systems. Depending on the level of experience of the leader as well as the participants, examples of:

· Relationships between tables

· Different forms of normalisation etc.
can be provided.
The vast majority of systems for storage of structured data rely on Relational Data Base Management Systems (RDBMS). The chief characteristics of RDBMSs are as follows:

· Data is stored in a “normalised” fashion in the form of inter-related tables, which contain individual data elements.

· The database consists of different “objects”, including tables and their associated data elements or fields, views, stored procedures etc. The properties of these objects, as well as their inter-relationships are defined  and stored in the form of a “data dictionary”. Consequently, programs are freed from data dependence.

· Duplication and redundancy of data across tables is minimized, with improved data integrity.

· A standardised language (Structured Query Language or SQL) is commonly used for data definition as well as manipulation.

· Access to data is controlled through an RDBMS engine, with appropriate security controls.

· Industrial-strength RDBMS systems are based on “client-server” technology, where processing is shared between the client workstations and server machines.

RDBMS products are offered by a variety of vendors, including Oracle, IBM, Microsoft, Sybase, Informix, Ingress etc.

Downloading data from RDBMS products requires a sound understanding of relational database concepts and familiarity with at least one RDBMS product, which is beyond the scope of this module.

Slide S3/10:
Other forms

This slide gives examples of other forms of structured data storage, on which CAATs analysis may need to be conducted.
PC-based Office Automation Database Products

A prime example is Microsoft Access, which has many RDBMS features, but is a “shared-file” database without client-server networking, and without the sophisticated security features commonly associated with RDBMS systems

ERP Systems
Enterprise Resource Planning (ERP) systems comprise an increasingly large component of IT systems for storing structured data, especially for medium and large enterprises. While these ERP systems use an RDBMS product as the “backend” for data storage, from the auditor’s point of view, they provide new and innovative methods for data access. Many ERP solutions have specialized audit modules; also, audit tools like ACL can link up directly with ERP systems like SAP.

Non-relational databases

These include forms like hierarchical and networking databases. Cutting edge non-relational database forms and RDBMS variant forms include Multi-Dimensional Databases (used for data warehousing and mining applications); Object Oriented Databases and Object Oriented Relational Databases; as well as Non First Normal Form Relational Databases, which is permitted with the latest versions of RDBMS products like Oracle.

Session 4: Data Downloading – The Process
Slide S4/1:
Session Title

This session outlines a suggested process for data downloading, covering both the planning and implementation phases. The phases and sub-phases will be covered in detail in successive sessions.

Slide S4/2:
Data Downloading Process

The slide divides the data downloading process into two phases – planning and implementation, and indicates suggested steps under each phase.

Planning Phase

· CAATs Plan

· Decide Mode of Data Transfer

· Decide Data Verification and Reconciliation Procedures

· Decide Data Manipulation and Conversion Procedures 

· Request to Auditee

Implementation Phase

· Test Procedures with Sample Data

· Data Downloading

· Data Manipulation and Conversion

· Documentation

Session 5: CAATs Plan

Slide S5/1:
Session Title

This session covers the integration between the CAATs process and the data downloading process, and the documentation required for understanding the data.
Depending on the type of auditee IT environments typically encountered, actual documentation from a flat file/ RDBMS system could be shown to the participants, to explain the complexity of the process. If time permits, this could be expanded into a small exercise for participants to understand the system documentation.
Slide S5/2:
Session Coverage

This session covers:

· The integration between data downloading and the CAATs process; and

· The system documentation required

Slide S5/3:Data Downloading and the CAATs Process

This slide covers the pre-requisites for planning successful data downloading.

Data downloading is only one component of the CAATs process. The best data downloading will fail, unless:

· A clear understanding has been obtained of the IT system, as well as the data – both from a business as well as a technical perspective;

· Detailed audit tests have been drawn up, based on the audit objectives; and

· These audit tests have been mapped to specific data elements, preferably in pseudo-code.

Slide S5/3:
System Documentation

This slide explains the purpose of collecting system documentation.

For successful data downloading, it is important to collect current systems documentation from the auditee. This will be required in order to:

· Gain a high-level understanding of the IT processes involved;

· Identify the modules of relevance to the audit;

· Gain a very precise understanding of the data files / tables and fields being processed by the above modules; and 

· Identifying the fields / tables and fields therein required for data analysis.

Slide S5/4
Flat File Systems Documentation
This slide lists the specific requirements of flat file systems documentation for data downloading.

For flat-file systems, it is important to:

· Obtain a list of the data files, along with a brief explanation of the purpose of each file;

· For selected files, obtain a record layout, listing each field, its meaning / purpose, its data type and format, as well as its length (including decimals for numeric fields).

Slide S5/6:
RDBMS Documentation

This slide lists the specific requirements of RDBMS documentation for data downloading.

For relational database systems, the auditor’s requirements are more complex. It may often be necessary to go through the entire data documentation, which can be obtained from the data dictionary tools associated with the RDBMS. This will include:

· Listing of tables, along with a purpose explanation of the purpose of each table;

· For each table, listing the details of fields, as well as the constraints at table and field level, the primary key, as well as foreign keys and the related tables.

The process is complicated by the fact that there may be several hundred interrelated tables in the average RDBMS database, making it difficult for the auditor to focus on relevant data.

Session  6: Modes of Data Transfer

Slide S6/1:
Session Title

This session covers the options of running CAATs on the auditee’s IT systems or downloading the data onto the auditor’s PC, and the pros and cons of these options.

To make the session more practical, the lecturer should describe real-life situations where the different options are considered / adopted.
Slide S6/2:
Auditor’s Choices for Data Analysis

The auditor has broadly two choices for data analysis:

· Run the CAATs on the auditee’s IT system either directly or by connecting the computer to the auditee’s network; or

· Download the data from the auditee’s IT system onto the auditor’s PC.

This is covered in greater detail in the CAATs training module.

Slide S6/3:
Data Downloading – Options

This slide lists the three broad choices for data downloading – magnetic media, e-mail and database connectivity.

Slides S6/4 and S6/5
Magnetic Media

These slides cover the different magnetic media options for data transfer.

Floppy disks, CDs and tapes (cassettes / cartridges as well as reels) are commonly used for transfer of data.

Floppy disks are used for transfer of small volumes of data (typically less than 10 MB), and zipping / compression programs are used to pack more data onto a single floppy disk. On the other hand, tapes can be used to transfer several gigabytes of data. However, the auditor’s PC needs to have a compatible tape drive to read these tapes.

CDs of two types – WORM (Write Once Read Many times) or Read / Write – can also be used to transfer 650 MB of data at a time. An advantage of these CDs is that almost all PCs have CD-ROM drives, which can be used to read this data. Nowadays, DVD-writers have also become available, which allows transfer of several GB of data on a single DVD.

Other magnetic media that can be used for data transfer include “Zip” disks. These allow data of up to 1 GB to be copied onto a disk of the same size as a floppy disk. However, both the auditor and the auditee need to have special Zip drives for reading from and writing to these disks.

Recently, USB flash disk drives (also called keychain storage devices) have become very popular for data transfer. These are small, portable devices, which are available in capacities of upto 1 GB. They are USB pluggable, and for systems running Windows 2000 or higher, they require no driver software installation.

Magnetic media are ideally suited for transfer of flat-file data. Relational databases offer two choices:

· either the database is exported table by table and has to be imported table by table on the auditor’s PC – this can be quite time consuming; or

· the database is backed up, and then restored on the auditor’s PC – this however requires that the auditor’s IT system also runs the same RDDBMS product, without which the database cannot be restored.

Slide S6/6:
E-Mail
This slide covers the issues related to data downloading through e-mail.
Data can be sent by e-mail from the auditee to the auditor. This of course depends on the speed of the auditor’s connection to the Internet. Dial-up connections limit data volumes typically to tens of megabytes (even after using compression programs), while auditors having T1/E1 Internet connections (1.5 / 2 Mbps speeds) can consider receiving several gigabytes of data by e-mail.

Slide S6/7:
Database Connectivity

This slide covers the issues related to data downloading using database connectivity.

For medium to large relational databases, the best solution is connectivity between the auditors’ PC and the auditee IT systems for downloading data. Windows Operating System has a feature called “Open Data Base Connectivity” or ODBC, which enables Windows-based applications to talk directly to different data sources. ODBC, which is a de facto standard from Microsoft, has been upgraded to OLE-DB, which provides connectivity to a wider range of data sources. The requirements for ODBC / OLE-DB connectivity are as follows:

· The auditors’ PC must be running Windows.

· Most popular Windows based applications are ODBC-compliant from the client side. Incidentally, the latest versions of ACL and IDEA can connect to ODBC datasources.

· Likewise, most RDBMS products, and even non-RDBMS databases (e.g. messaging databases) are ODBC or OLE-DB compliant from the server side. However, they often require special client software to be installed on the client system. For example, the auditor’s PC must have the Oracle Client software installed to connect to Oracle databases.

· ODBC / OLE-DB connectivity does not require the connecting IT systems to be running the same Operating System or protocols.

The main issues relating to ODBC connectivity are as follows:

· This is a preferred solution for large databases, and requires minimum conversion and import/export efforts.

· However, the process of setting up ODBC/OLE-DB connectivity is not easy, and often requires adjustment of various parameters/settings. The set-up cost is thus high. However, once connectivity is established, data transfer is a fairly straightforward process.

Session 7: Data Verification and Reconciliation Procedures

Slides S7/1 & S7/2:
Session Title & Session Coverage

This session covers the objectives of data reconciliation and verification, the main procedures for doing so, as well as the special reconciliation procedures for tape data.

To make the session more practical, the lecturer should distribute the log of data reconciliation procedures for an actual download, and allow participants to analyse and understand the log.

Slide S7/3:
Objectives of Data Verification and Reconciliation Procedures

This slide covers the three main objectives of data verification and reconciliation - validity, completeness, and accuracy.
· Validity – The downloaded data is valid from the technical point of view; i.e. garbage or nonsense characters are not present;

· Completeness – all the desired data has been downloaded, and conversely, no fictitious data has been included; and

· Accuracy – The downloaded data is a faithful representation of actual transactions.

Slide S7/4:
Main Procedures

This slide covers five types of reconciliation procedures – record count, totals, verification with paper documents, internal consistency and validity checks, and visual scanning.

Count of records

This is the most commonly adopted procedure for data reconciliation. The count of records is obtained from the auditee, and is then compared with the actual number of downloaded records. For a relational database, this is should be done for all tables.

Totals

This is a fairly reliable method for data reconciliation. Totals of one or more fields are obtained from the auditee, and are then compared with the actual totals of these field(s) for downloaded data. These totals could be hash totals – field totals that are meaningless e.g. a total of the ID field – or totals of important fields, typically amount fields.

Verification with paper documents

An extension of the totalling procedure is to compare paper documents, e.g. hard copies of summarised financial statements, with summarised figures calculated from the downloaded data. This is a very effective method of “proving” the accuracy of the downloaded data.

Internal consistency & validity checks

Secondary checks for data reconciliation include verification that there are no invalid data elements in the downloaded data, and also that the data is internally consistent. Internal consistency is a useful check for relational databases, provided of course the auditor is certain that the original database is consistent.

Visual Scanning

A subjective, yet still useful, check for data verification is the viewing of data on screen. This is generally used only for small volumes of data or where there is clarity as to the problem areas for data downloading. Assurance levels are obviously low.

Slide S7/5:
Special Issues for Tape Data

There are special issues relating to the transfer of records on tape. With the help of tape scanning utilities, it is possible to ascertain the size of the data file, even before the final conversion/import of data. When the length of the record, as well as the size of the data files and blocks is known, the following formula can be used to calculate the number of records in the data file:

((Data Block Size/ Record Length) x No of blocks – 1) + (Size of last data block/ Record Length)

For the purpose of this calculation, blocks containing header and trailer information should be excluded.

Session 8: Data Manipulation and Conversion Requirements

Slides S8/1 and S8/2:
Session Title and Session Coverage

This session explains the purposes of data manipulation and conversion, the tools used for this purpose, as well as a reference to code page conversion tools.

To make the session more practical, the lecturer should describe real-life cases where the data manipulation tools have been used. Also, where only English data is handled, the slides or portions thereof relating to code page conversion may be omitted.

Slides S8/3
 and S8/4:
Purposes

These slides list five main reasons for doing data manipulation and conversion.

· To remove unwanted data / characters;

· To add specific data / characters;

· To swap one character for another;

· To extract a subset of the downloaded data; and/or

· To convert data from one format to another.

Deletion of unwanted characters

This may be required for:

· Removing header and/or trailer information;

· Removing stray characters at periodic intervals – e.g. page headers / footers and other control characters in report files, or Line Feeds inserted by programs like Oracle after 50,000 characters or so.

· Removing “padding” characters from data blocks.

This is an especially important exercise, where data is downloaded in the form of print files. This is usually done, when the auditee has no easy way of providing data in a format compatible with the auditor’s IT system. Extensive stripping of unwanted characters, and filtering of undesired / desired lines may be required under such circumstances.

Addition of characters

This is relatively uncommon; however, one situation could be addition of Carriage Return Line Feed characters to separate records.

Conversion / Swapping of characters

This may be required in several situations:

· Code page conversion – this is dealt with separately;

· Rectification of data wrongly converted – e.g. to correct distortions in binary or packed numeric data in EBCDIC format to ASCII.

Extraction of subset of data

This is especially useful for variable length data files, which contain multiple types of records. Splitting a single variable length data files into separate data files for each record type, usually makes data analysis much easier.

Conversion from one format to another

Very often, downloaded data is transformed from one format to another in successive fashion, so as to facilitate compatibility with the file interrogation software. For example, a flat file may first be converted into dbase format, prior to being imported into an Access database.

Slides S8/5 and S8/6:
Data Conversion Tools

These slides cover different categories of tools for data manipulation and conversion.
Text Editors

The mostly common used tools for data conversion are text editors. These provide views of data in different formats – plain text  (ASCII/EBCDIC) as well as hex format – and also perform conversion of data from and to different formats e.g. DOS/UNIX; DOS/MAC; ASCII/EBCDIC. Good text editors can be efficiently used for global search and replace operations in data files, which could be tens of megabytes large (unlike the utilities provided with Windows).

Report File Utilities

Specialised utilities for manipulating print report files, like Auto Import or Monarch, are available off-shelf. Increasingly, audit software like IDEA and ACL, provide support for handling print report files, as well as filtering data files for selected categories of records.

Developing In-house Utilities

For tasks, which are sufficiently complicated or intensive to be run in a batch mode, there may be no other alternative to developing in-house utilities for specific data conversion tasks in programming languages like C. This of course requires a fairly high degree of IT skills, which may not always be available in the organisation.

Slide S8/7:
Code Page Conversion
This slide, which touches upon the issue of code page conversion, need not be shown, when only English data is handled.

Downloading of data in non-English character sets pose difficult problems. In general, there is no uniformity of code pages for the same language across different operating systems. Since auditors mostly have Windows-based PC systems, code page conversion will generally be required for auditee IT systems, which are not Windows-based. This is a difficult process, involving extensive trial and error, even though there are tools provided for conversion with different flavours of Microsoft Windows and Microsoft Office.

Session 9: Request to Auditee

Slide S9/1:

Session Title

This session explains the need for a formal request to the auditee for data, and the contents of the request.

To make the session more practical, the lecturer should distribute samples of real life auditee requests for analysis and explanation of the request.

Slide S9/2:
Formal Request

It is important to (a) have a formal request to the auditee for data transfer; and (b) have the request in as structured a format as possible. Structured requests are especially important, when the CAATs exercise is ongoing and not a one-off exercise.

Slide S9/3:
Coverage of Request to Auditee

The request should cover the following areas:

· The required data elements i.e. data files or tables/fields, as well as the period of coverage;

· The preferred format for data;

· The preferred medium for data transfer;

· System and data documentation or documentation updates where the data downloading is an ongoing exercise.

In general, the formal request is only one part of the process of interaction between the data downloading specialist and the auditee’s IT Department, with formal and informal discussions and clarifications used to prepare and/or refin the request.

Session 10: Testing with Sample Data
Slide S10/1: Session Title
This session explains the need for testing the data downloading process with sample data.

To make the session more practical, the lecturer should discuss actual results of testing, which have highlighted deficiencies in data downloading procedures

Slide S10/2: Session Title and Testing

Testing is especially important, where the CAATs exercise is a one-off process, or where this is a first-time download by the auditor for the particular IT environment (OS platform/ database/ application). Testing sample downloaded data often highlights the weaknesses in procedures, which may in theory appear to be correct. This often results in considerable savings in time and effort, which may be required to re-perform faulty data downloading exercises.

Session 11: Documentation

Slide S11/:
Session Title
This session explains the scope of documentation required for the data downloading process

To make the session more practical, the lecturer should show the documentation actually prepared for a data downloading exercise

Slide S11/2:
Session Title and Documentation Coverage

Documentation is required at each stage of the data downloading process, especially in view of its technical complexity. This should, at the minimum, cover:

· The detailed audit tests specified in writing by the line audit team;

· Documentation of how an adequate understanding of the auditee data was arrived at;

· The request to the auditee;

· Decisions on the procedures for reconciliation as well as conversion and manipulation;

· Logs of the procedures followed for data downloading, manipulation and reconciliation.

Session 12: Organisation of the Data Downloading Function

Slide S12/:
Session Title 

This session explains the options for organising the data downloading function

The lecturer could explain the actual organisation of the data downloading function in the SAI, and the considerations behind the organisation structure

Slide S12/2:
Session Title and Organisation of Data Downloading Function – Issues

There are several choices available for organising the CAATs function, depending on the nature of audits, the availability of skilled resources etc. However, except for extremely simple situations, the line audit teams cannot generally handle data downloading. It is therefore necessary to have a specialist data downloading function for the organisation; the extent of resources required for this function will of course be dependent on factors similar to those affecting the organisation of the CAATs function. One option that deserves serious consideration, especially for SAIs with limited skills, is the outsourcing of the data downloading function – either on an ongoing basis, or for individual projects.

Session 13: 
Data Downloading in Specific Environments
Slide S13/1:
 Session 

This session explains in detail the data downloading process in two situations – (a) downloading Oracle data, and (b) importing data into ACL Version 7

Depending on the actual auditee IT environments encountered, the lecturer could replace or modify the situations covered in this session as appropriate e.g. where IDEA is the preferred generalised audit software, this may replace the ACL example.
Slide S13/2:
 Data Downloading Environments Covered

In general, this training module is not tool or environment specific. However, in order to give a flavour of the real world of data downloading, two environments, which are encountered commonly, are examined in greater detail:

· Downloading data from an Oracle RDBMS onto the auditor’s PC; and

· Importing data into ACL Version 7

It may be noted that this section provides only an introduction to these environments; the user guides and reference manuals supplied by the software vendor should be referred to for detailed instructions on downloading data in these environments. Also, while we have taken up these cases as typical of data downloading situations, this should not be construed in any way as an endorsement of these commercial products.

Slide S13/3:
 Downloading Oracle Data

This slide highlights the choices of running CAAT tests on the auditee’s system and the auditor’s system.

Most IT systems in auditee organisations store data on an RDBMS platform, and an Oracle RDBMS is the environment most likely to be encountered by the auditor. The auditor would either:

· Download the data from the auditee’s IT system onto his PC-based system; or

· Use PC-based tools like ACL or IDEA on his PC to run the audit tests against the auditee data, without downloading.

In either case, connectivity at the database level needs to be ensured. 

Slide S13/4:
 Architecture for Connectivity

A simplified architecture for connectivity is as follows:
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Slides S13/5, S13/6 and S13/7: Database Connectivity Steps

These slides describe a four step process for establishing Oracle database connectivity.

Step 1 – Network Connectivity

The auditor has to ensure that he can use his PC to log onto the auditee’s network, on which the Oracle RDBMS is running. 

For connectivity to the auditee network, the auditor has to ensure that:

(a)
the appropriate network client software is installed (clients for  common networks are available within MS Windows); and

(b)
the appropriate network protocol is installed, and the network address is set correctly. Normally, most networks use the TCP/IP protocol, which is the Internet standard. The IP address for the auditor’s computer has to be set either manually or automatically, depending on the configuration of the auditee network.

These settings are configured using the Network Properties in MS Windows. Connectivity to a TCP/IP based network can be tested using the “ping” command, to ensure that the settings are correct.

Step 2- ODBC Drivers

For ensuring ODBC connectivity, MS Windows has a separate ODBC Driver Manager, which is used to manage drivers for different types of databases – Oracle, MS SQL Server, MS Access, MS Visual FoxPro etc. The auditor should ensure that the latest version of the ODBC driver manager and the ODBC drivers (in particular the Oracle Driver) are loaded; this is done by installing the latest version of Microsoft’s “Data Access Components”. 

Alternate ODBC Oracle drivers (in addition to the ODBC Oracle driver supplied by Microsoft) are also available from Oracle, as well as other third party vendors.

Step 3 – Oracle Client

For accessing Oracle databases, it is necessary to install the Oracle client and networking components on the auditor’s PC. The version 7 client is called the Oracle SQL*Net client, while the Version 8 client is called the Oracle Net8 Client. It is preferable to load the version of the client, corresponding to the Oracle database version.

At this time, the Oracle Database Administrator (DBA) should create an Oracle user account with appropriate privileges for use by the auditor.

After the Oracle client software has been installed and Oracle user account created, Oracle connectivity should be tested, by using the SQL Plus utility to retrieve sample Oracle data.

Step 4 – ODBC Connectivity

Once Oracle client connectivity has been set up and tested, as indicated in Step 3, an ODBC data source should be created on the auditor’s PC using the ODBC Driver Manager of Windows.

After the ODBC data source is created, the audit application (ACL or IDEA or Microsoft Access) should use the ODBC data source for connecting to the Oracle database, and then either downloading the data, or running audit tests directly.

For large databases, the auditor may wish to download the Oracle data into another RDBMS product running on his system e.g. Microsoft SQL Server. In such a situation, the transfer of data described above will be performed using the MS SQL Server Enterprise Manager tool.

OLE-DB Connectivity
Microsoft now provides a technology called “OLE-DB” (Object Linking and Embedding for Databases), which is superior to the older ODBC standard, in terms of performance and ease of use. The procedure for OLE-DB connectivity to Oracle databases is similar to the procedure mentioned above. OLE-DB should be used in preference to ODBC connectivity, if the relevant OLE-DB drivers are available and the audit application is OLE-DB compliant.

Slide S13/8: Importing Data into ACL Version 7

This slide indicates the features of ACL Version 7. Where the SAI has chosen a different generalised audit software package e.g. IDEA, this may be suitably replaced.

ACL Version 7 for Windows considerably simplifies the task of data downloading. The features supported by ACL Version 7 include the following:

· Client-Server Capability – ACL for Windows Version 7.0 can be networked with a mainframe version of ACL, ACL for OS/390 Version 7, to operate as a “client-server” system for transparent access to mainframe data, which may in the form of flat files, VSAM files, or IMS or DB2 databases

· Data with Electronic Definitions – Data accessed through ODBC data sources, as well as dBASE data and SAP data, is recognised and imported automatically by ACL. Likewise, delimited files with embedded field names are also recognised and imported automatically.

ACL can also import data with external electronic file definitions, like AS/400 FDF specifications, COBOL copybooks, PL/1 file definitions, as well as external file definitions for flat, sequential, VSAM and IMS data files.

· Data Definition Wizard – Even where electronic file definitions are not available, the ACL data definition wizard attempts to identify field types and field boundaries.

Slides S13/9 and S13/10: Data Definition Wizard

These slides explain the process of using ACL’s Data Definition wizard. As mentioned in respect of Slide S13/8, where the SAI uses IDEA or another generalised audit software, the slides may be appropriately amended.

The preferred method for importing data into ACL is using the Data Definition Wizard. The wizard has the following steps:

Step 1 – Select Data Source

The auditor has to specify whether the data file is available on disk, tape, through ODBC or using an external electronic file definition.

(Note: if the client-server option is selected, the platform is to be selected, prior to this step).

Step 2 – Identify File Properties

ACL determines the following properties of the file, and asks for confirmation from the auditor:

· Character Set (ASCII or EBCDIC)

· File Format (dBASE; delimited; SAP; AccPac; other formats)

· Other file properties (fixed / variable length; header length and record length)

At this point, the auditor is provided an option to skip the wizard, and manually create the file definition. The auditor can also optionally view the data in Hexadecimal format.

Step 3 – Define Fields/ Records

ACL identifies the file as either a single record type data file; multiple record type data file or print image file. It then identifies the fields in the data file using vertical lines, which act as field separators. The auditor can delete, create or move field separators at this stage.

Step 4 – Edit Field Properties

At this stage, ACL allows the auditor to edit the field properties – name; data type; decimals etc. After the field properties have been edited, the ACL Data Definition Wizard ends with a summarised display of the file definition.
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